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About This Guide

About This Guide

This guide documents how to install and use the AxiomV™ Integrated Access Control and Security
Management System as developed by RBH Access Technologies Inc. AxiomV™ is an innovative
security access control application that manages and monitors all your security access needs.

Read this guide if you are:

e An operator who monitors security accesses using AxiomV™,
e A system administrator who updates AxiomV’s™ database.

e The system engineers whom installs and configures AxiomV™ onsite.

Before reading this guide

This guide assumes that you:

e Are familiar and comfortable with a personal computer.
e Know how to use a mouse.

o  Are familiar with the Windows operating environment.

Part 1 Read Part 1 for an introduction to AxiomV™,

Part 2 Read Part 2 for information on how to install and setup
AxiomV™, Part 2 is intended for the installers/Dealers.

Part 3 Read Part 3 to get to know AxiomV™. Learn about the basic
concepts of access control. Part 3 will explain portions of the
system that are common throughout. This part is intended for
everyone that uses the system.

Part 4 Read Part 4 for information on monitoring and operator
control. Learn about the monitoring of the status for items in
the system and how to send commands to those items. Part 4
is intended for a system operator.

Part 5 Read Part 5 for information on how to perform administrative
functions (i.e., add or update cardholder records in the
AxiomV™ Database), and how to create and print reports.
Part 5 is intended for the administrator.

Part 6 Part 6 includes Appendixes, Glossary, License & Warranty,
and Reader Comments.

RBH Access Technologies Inc. AxiomV™ User's Manual Version 5.2.81
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About This Guide

Conventions in this manual

Menu options, window titles, fields, and buttons are indicated by italic typeface. For example, “choose
Computer Config from the System menu” or “click Cancel to cancel your changes”.

Keyboard actions and function keys are denoted by bold typeface. For example, "press F1 to display
online help".

Keyboard control sequences (i.e., using two or more keyboard keys in combination), are denoted by keys
in bold typeface separated by a plus sign (+). For example, “press Ctrl + Alt + Delete to reboot the
system”.

Cross-references are displayed in blue, and will jump you to the associated or mentioned part of the
manual. Click on the cross-reference when the curser changes to move to that place in the manual.

> A section beginning with an arrow symbol indicates the start of a task or procedure.
Following the introductory statement are step-by-step instructions necessary to complete
the procedure.

/ A section that begins with a pencil symbol indicates special information of which you may
want to take additional notice.

& A section that begins with a hand symbol indicates cautionary information.

‘\’ " A section that begins with a bomb symbol indicates warning information.

AxiomV™ User's Manual Version 5.2.81 RBH Access Technologies Inc.
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Chapter 1
Introducing AxiomV ™

Chapter 1
Introducing AxiomV ™

Welcome to AxiomV™, an innovative security access control application that manages and monitors all
your security access needs.

AxiomV™ combines access control, building management, and security monitoring in a highly integrated
and expandable system. AxiomV™ runs on a standard IBM compatible PC using Windows 7, Windows
8/8.1, Windows 10 or Windows 2008 and 2012 servers and is designed for use in installations ranging
from simple two door systems to complex systems covering multiple sites and containing thousands of
card readers and tens of thousands of card holders. Remote sites are linked to the system via high-speed
networks.

The system can monitor over 1000 networked controller units (NC100/UNC500) with each controller
capable of monitoring 8 card readers and 320 input/output points. Remote site monitoring capability is
4,096 readers and 65,535 input/output points. Local site capacity exceeds 8,000 readers and 250,000
input/output points. A minimum configuration consists of a PC, a single controller unit (NC100) and a
single reader controller (RC2) or a single Universal controller unit (UNC500) that allows connection of
two card readers, eight inputs, and eight outputs.

A standard PC is used for system configuration, set up and maintenance of the cardholder database, and
monitoring activity on the system. Once the database is downloaded to the controllers, the PC is not
required for system operation. Should the PC be powered down, the NC100/UNC500 Controller will
perform all access and other control functions, including logging up to 100,000 events. When the
connection is restored, the log is reported to the PC.

The security features of AxiomV™ are extensive and are presented in the familiar Windows User
Manager format. The system database can be separated into “logical networks” each with full security
regarding operator access to system messages, configuration and administration modules, cardholder
records and field devices such as controllers, access points etc. Only authorized operators can view
events or issue commands for sensitive logical networks.

The open system architecture utilized by AxiomV™ is extremely powerful, flexible, and scalable. New
devices developed for the system will be compatible with existing network devices, ensuring extended
possibilities for system upgrading and expansion.

AxiomV™ provides extensive programming options for all aspects of system operation and
configuration. This is achieved without adding unnecessary complexity to the setup procedure. Less
frequently used options are placed in advanced screens. The majority of installations can use the default
settings for quick and effective implementation.

AxiomV™ supports networked PC operation with TCP/IP protocol over Ethernet. A networked system is
usually required by very large installations where several operators monitor and control the system.

One of the most powerful features of AxiomV™ is AxiomLinks™, which allows the operation of the
system to be tailored to meet the requirements of a particular installation. AxiomLinks™ is essentially a
mini programming language that provides commands to control system inputs, outputs, and access points.
A major application of AxiomLinks™ s in building management.

AxiomV™ User's Manual Version 5.2.81. RBH Access Technologies Inc
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AxiomV™ provides extensive elevator control features, allowing control of any building elevator setup.
The elevator control board provides fail-safe operation with fire alarm input. Telecommunications
interfaces include paging system interface for paging on site security guards or service personnel.

Comprehensive event handling and logging combined with customizable history and system reports
making recording and examining system information a simple task. The AxiomV™ gystem can easily be
customized with .wav audio files that sound in association with the logging of system messages and
presentation of alarms for operator action. In addition users may customize the icons used to represent
field devices and their present status on all map display screens.

AxiomV™ handles all alarm events quickly and presents them to the operator in an informative and easy
to understand way. Customizable operator instructions are displayed telling the operator how to handle
the alarm and what action to take. Additionally, graphics maps display the exact location of the alarm and
an on map icon shows the type of alarm. AxiomV™ provides you with unparalleled power and
flexibility, thoughtfully designed into a package that is easy to use for users and installers alike.

This innovative system supports Microsoft SQL Server 2005, 2008, 2012, and 2016 and SQL Server
Express 2005, 2008, 2012 and 2016. The client server database is more powerful than file databases,
providing the system with even more flexibility.

RBH Access Technologies Inc. AxiomV™ User's Manual Version 5.2.81

5



Part 2




Chapter 2
Installing AxiomV™

Chapter 2
Before Installing AxiomV ™

This chapter describes considerations that should be addressed before installation of
AxiomV™ by an authorized dealer of RBH Access Technologies Inc.

PC Requirements

Before you install AxiomV™, make sure that your computer’s configuration meets the
following minimum requirements:

Server
Requirement Description
Operating system* Windows 7, Windows 8/8.1, Windows 10? and
Windows Server 2008, 20122 and 2016
Microprocessor Pentium 1V 3.0GHz
Memory 3GB (minimum), 5GB (recommended)
Hard disk space 10Gb (Installation), 100Gb free space (to run)
Client
Requirement Description
Operating system* Windows 7, Windows 8/8.1, Windows 10 and
Windows Server 2008 , 2012 and 2016
Microprocessor Pentium IV 1.0GHz
Memory 1GB (minimum), 2GB (recommended)
Hard disk space 5GB(Installation)

LAN Communications

Server to Client
Ensure that the following services have been setup:

e  Microsoft’s standard networking services under Control Panel / Network.

1 No ‘Home’ versions of operating systems are supported.
2 \fersion 5.2.84 and higher is required with the new CD installing version 5.2.81
3 For AxiomVPro, must install using new Windows server 2012 compatible CD

RBH Access Technologies Inc AxiomV™ User's Manual version 5.2.81.
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e Network Card with Microsoft TCP/IP protocol under Network Neighborhood.

Before You Install AxiomV™

Before you install AxiomV™ application software, ensure that you have done the
following:

1. You have installed and connected all hardware as described in the AxiomV™
Hardware Installation Manual.

2. Your computer meets the requirements listed in the table in PC Requirements.

Installing AxiomV™ on Your Computer

See Technical Bulletin ‘TB49_AxiomV Install-Uninstall’ for installation information.

Removing AxiomV™ from Your Computer

See Technical Bulletin ‘TB49_AxiomV Install-Uninstall’ for information on removing
AxiomV™™,

Upgrading AxiomV™

See the Technical Bulletin ‘TB37_AxiomVUpgrade38’ for upgrading an Axiom 3.8
system to AxiomV™ and ‘TB43_AxiomVUpgrade’ for upgrading AxiomV™ to the
latest.

License Registration

There are optional modules for the Axiom™ system that require the purchase and
installation of a license for them to work. They are: Alternate Master NC100, Asset
Tracking, Visitor Management, Badging, Card Import Utility, Customize Report
Designer, Guard Tour, Active directory and History Report Scheduler. To register your
license, follow the procedure below.

e Copy the license file [License.Bin] onto your hard drive from the installation CD.
It may be a good idea to copy the folder it is in as well.

e From the ‘bin’ folder of AxiomV™ installation run the executable file
Axiomreg.exe.

AxiomV™ User's Manual Version 5.2.81 RBH Access Technologies Inc.
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sHEBack v = - | Qhsearch [Folders ¢4 | 3 02 X = | Ed~

AXiomreg.exe
application

Modified: 22 Sep 2006 2,32 PM

A O

axiommdm. b AxiomMessa. ..

address | =3 bin
T H ©
bin . AxiomHelpe,.. Axiomimp.exe  axiominf.dl - axiominf He Asdammdr, dil

» B &

Axiomreq. exe QYO RE)

Axciomreec. dll

Size: 44.0 KB
Aktribukes: {normal) @ D % %
Axiomd.exe  AxiomWRep...  AxRVWC.dl  Badging.chm  CommBase. ...
Interap.Ax... Interop.fxi... Interop.Axi... Interop.dxi... Interop.3cri..
-
Tvpe: Application Size: 44.0 KB |44.IZI kB |@. My Compuker v
OR
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1 windows Update
- ¥P5 Viewer

| Accessories

| AxiomVY Security System

{!‘_,'[] AxiomV Language Translation
E!I AxiomV Registration

{!_;[] AxiomV Security System
| Games

; Maintenance

| Microsoft SQL Server 2008
| Startup

1 Back

I Search programs and files H
| ma |

o For the New SQL express 2008 SP3 based Pro CD, click on AxiomV
Registration from Start> Programs> AxiomV Security System.
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|

For Reqgistration Contack :
Your Supplier QR
REH &ccess Technologies
Phaone - 905 - 790 1515 OR
Fax - 905 - 790 3680 OR
Email - CustomerService@rbh-access, com

Registration file path  License.Bin )

Include the company name (case sensitive) to be associated with registration request.

IC:'I,SF'.LES DEMC PR

Compary Mame

o

|5ALE5 DEMO PRO

Unreqister

Register

e Browse the path to the folder the License.Bin is located in. Click OK.

|5 Documents and Settings ;I
=) drivers
=) DisOK
I3 HP Uniwversal Prink Driver PCLE +5,1,0.1
I3 izea
=) Inetpub
[ KAy
|5 MediaDatabase
[ MSoCache
[==) Program Files
|33 SALES DEMO

SALES DEMO PRO

I3 temp

Tl 7= b LI
| ok I Cancel |

7

e Type in the ‘Company Name’ for the license. (The same name as the folder the
License.Bin file is in on the CD). Ensure the name is spelled exactly the same as

it is on the CD. The name is case sensitive.

o Click Register to complete the registration.
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Chapter 3
Getting to Know AxiomV ™

AxiomV™ |[ets you manage and monitor all your security access needs with a standard
PC (stand alone or over a network). The client screen is customizable to better suit the
user’s needs. Therefore AxiomV™ can look different on other client machines, but will
have the same capabilities.

Data Entry and Navigation Objects

This section describes Data Entry and Navigation conventions used throughout the
AxiomV™ software package. Some of these tools include:

Number & name object.
Spin buttons.

Search object.

Search pop-up window.
Check box.

Radio button.

Date fields.

List box.

® & 6 6 6 O o oo o

Time group object.

Stealth Mode The Number & Name object combines the following three
elements, related to a common subject:

o]

I I Number field
Number Name The Number field displays the number that identifies the item.
Field Field The number is system-generated. When you add a new record
7 to the database, the system automatically enters the next
Browse/Ellipsis available number to identify the device or item.
Button
Name field

The Name field displays a descriptive name for the item or
object you are currently displaying or defining.

Browse/Ellipsis button

RBH Access Technologies Inc. AxiomV™ User's Manual Version 5.2.81
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The Browse/Ellipsis button lets you display a list of all valid
entries for the current field. When vyou click the
Browse/Ellipsis button it displays the Select pop-up.

=1 Use Spin buttons to increase or decrease the value in the

= adjoining box.
| ¢ tof3 b DBl || The Search object. Use the arrows to locate the first,
previous, next, or last record.
¥ Trace this card Check box. A checkbox that contains a check mark is active;

[~ Ignore Antipasshack.  @Ny function associated with the check box is selected. An
empty checkbox is inactive.

% Run Mow Radio button. A radio button allows you to select a single
option from a group of options. Only one object can be

€ Corfigure Auto-Backup  gelected at a time. Selecting a second object removes the
selection from the previously selected object.

Activation Date Date field. AxiomV™ uses the date format selected in the

~1/10/2002 = Wiqdows operating sysFem under _Control Panel — Regional
Settings. Dates can be either typed in or selected from the pull
down calendar.

Shatuz List box. A list box provides a selection list where the number
Artive =] of options is small and fixed. An entry can be selected from
the list or typed in if the desired entry is not on the list.

Select. | Push buttons. Push buttons perform the action named in the
button itself, such as open another window or insert a line, etc.

General Screen Operations

Data entry windows in the database have the following controls attached, and operate in a
similar manner.

1
}@ ‘B uew | New adds a new record.

., ;
7 Brede Edit allows changes to be made to the current record. When
Edit is selected, the button changes to Save, and should be

g M clicked in order to Save the changes.

AxiomV™ User's Manual Version 5.2.81 RBH Access Technologies Inc.
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The Cancel button exits a window without saving changes or
returning a selection.

Delete or Remove the current or selected record. A popup
dialog box will request confirmation before deleting the
record.

Copy the selections from the current record, to a new record in
the same file. This record may then be renamed, edited and
saved. Also see the Copy Wizard on page 56 of Chapter 5.

Find a particular record. Opens the search window. (See
Search Window for more details.)

View will display a report that can be viewed, printed, or
exported.

Print will have the currently selected item printed.

Printer Setup is used to edit the printer’s parameters.

Remove will delete the selected item only.

The three dot Browse/Ellipsis button will allow you to look for
the desired item anywhere you have permission to on the
network.

Open will bring up a list of previously saved items to select
from and open.

Paste will apply the data previously saved by Copy.

Click OK to exit and save any changes that were made.

Click Cancel to exit and not save any changes that were made.
Click Apply to save any changes that were made.

Click Next>> to go on to the next screen.

Click <<Back to go back to the previous screen.

Number of records will show the number of the record
currently being viewed and total number of records available.

AxiomV™ User's Manual Version 5.2.81
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[>I| Lastwill go to the last record.

[> | Nextwill go to the next record.

]| Previous will go to the previous record.

1] First will go to the first record.

5 Select Highlighted Items.

£ Remove Highlighted ltems.

23 Select All Items.

£ Remove All Items.

Search Window

M General
x|

General I Advance I

Search Field
I Drezcription j %

Search Text

Search |
[+ Partial Search

Cancel

Search Field

AxiomV™ User's Manual Version 5.2.81 RBH Access Technologies Inc.
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Select the field to be searched. The choices will vary depending on where the search was
initiated. Searching under networks will have different fields then searching under access
points.

Search Text

Either select from the provided pull down list or enter in your own criteria for the search.

Partial Search

A partial search will look for the text anywhere within the field (e.g. “net” will find
“direct network™). For an exact search uncheck Partial Search.

Search
4| Search

Click the Search button to execute a search based on the parameters set in Search Field
and Search Text.

Advanced
zl
General Advance |

Field | Condition | Walue | | &

M ebwark, Mame = Metwork, 2 [TCPAFP  AND

[rput Type = General Purpose A

M ebwark, Mame = Metwork, 3 [TCPAFP  AND

Input Type = General Purpose -
Search
Cancel

The Advanced search tab is used to create custom searches. Choose the parameters for
each Field to customize the search for your individual needs.

Field | |Condition | |%alue | |

Description j ;I f ;I
iy | = AMD

< oR

Device Hame Like

Input Type

Metwork Mame

RBH Access Technologies Inc. AxiomV™ User's Manual Version 5.2.81
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Commands

Petrmanent

Commands can be issued by the operator (user) or by the system itself (links, schedules).
There are three types of commands, Permanent, Semi-Permanent, and Timed.

Semi-permanent

Permanent Commands are commands that can only be overridden by operator commands
or by other permanent commands. These commands are usually used when it is
important that the command is not countermanded by a schedule or a link.

Timed

Semi-Permanent Commands are the most common command type. Any other command
issued after a Semi-Permanent Commands is valid regardless of the type or source.

* 5 seC ¥

Timed Commands are executed like Semi-Permanent Commands except for the timer.
The timer starts at the same time the command is issued. When the timer expires the
system checks the item’s schedule to verify what the item’s status should be, and sets the
item to that status.

Example: An access point has an unlock schedule of 9:00 a.m. to 5:00 p.m. Monday to
Friday. At 4:55 p.m. the access point is given a timed command to lock for ten minutes.
The access point locks immediately and the timer run for ten minutes. When the timer
expires at 5:05 p.m. the door remains locked since the unlock schedule has turned off.

AxiomV™ User's Manual Version 5.2.81 RBH Access Technologies Inc.
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Event Viewer and System Status Displays

Events Viewer

Clicking on a header will cause the messages in the viewer to be sorted by that header.
Consecutive clicks will toggle the sort between ascending and descending. A selected
header will be indicated by a triangle (A V) that will show the direction of the sort.

Date  Message  Deviee [Cordholder

25/06,/2003 11:21:43 AM Door not open alarm RC2\Reader2

System Status Display

Clicking and dragging a header can change the order of columns to suit the operator. The
header names will change depending on the data being displayed.

I
” #h X | | & | Semi-permanent v

This is the end of the overview for AxiomV™ Monitor. Once you have read and become
familiar with the general features and environment of AxiomV™, proceed to:

Part 4 for information on how to monitor security access with AxiomV™ Monitor and
System Status.

Part 5 for information on how to use and set up the AxiomV™ Database.

RBH Access Technologies Inc. AxiomV™ User's Manual Version 5.2.81
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Chapter 4
Concepts

This chapter describes many security access concepts used in AxiomV™,

Access Control

A method of controlling entry and exit to protected areas.

Access Level

Each cardholder is assigned an access level that determines where the cardholder is
allowed access and when the access is allowed. For example, an access level assigned to
cardholders working in the warehouse would only allow access to the warehouse area
form Monday to Friday and from 8 a.m. to 5 p.m.

Access Point

An access point is a point of entry or exit, such as a door, whose access is controlled and
monitored by AxiomV™,

Antipassback (APB)

Antipassback is an access control feature that prevents cardholder misuse, by putting
certain restrictions on the use of their cards. When the Antipassback feature is enabled,
cardholders are restrictions from re-entering an Area until they have exited that Area.

Each AxiomV™ cardholder record in the database has two fields for area tracking — one
for the last APB Area entered, and one for the Current Area, which may or may not be an
APB area. If the last reader that a cardholder used was an APB reader, then both fields
will contain the entering area of that Access Point record. If the last reader was not an
APB reader, but had an entering area assigned, then the Current Area field will contain
the entering area for that Access Point and the APB Area will contain the entering area
from the last APB reader used.
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Hard and Soft Antipassback

Hard Antipassback does not allow access to be granted if the antipassback criterion is
violated. Soft Antipassback does allow access if the antipassback criteria is violated but
posts the message “Access Granted APB Reader” to signify that a violation has occurred.
Generally Soft Antipassback is only used during a training period before Hard
Antipassback is enabled.

Timed Antipassback

Timed Antipassback resets the area of the cardholder after a specified time delay. This is
used in applications where the cardholder reads their card to get in but uses a Request-to-
Exit device to get out. The time delay is settable for each access point from 1 to 127
seconds or minutes.

Reader Antipassback

For Reader APB, the reader’s Entering Area in the Access Point configuration record is
compared with the Current Area of the cardholder as recorded in the AxiomV™
database. If they match, a Reader APB violation exists. In short, Reader APB is only
concerned with the area the cardholder is moving into, and restricts the cardholder from
re-entering the area without first reading into another area.

Area Antipassback

Area APB is more restrictive then Reader APB. In addition to the Reader APB check
outlined above, the system also performs a check on the exiting area in the Access Point
configuration record. First the system checks that the Entering Area and the Current
Area are not the same. Then the system checks to see that the Exiting Area and the
Current Area are the same. Antipassback is violated if either check fails. Area
Antipassback not only checks to see if the cardholder is trying to enter the Area that they
are already in, but also checks to see if the cardholder is trying to leave an Area that they
are not in. This higher level of antipassback is mostly used in applications with Areas
inside of other Areas.

Global Antipassback

When antipassback is enabled it functions within a network since networks don’t
communicate to each other while panels within a network do. Checking ‘Required PC
Decision’ with antipassback enabled means that the AxiomV™ software will control
antipassback for the site and that antipassback can function across networks. This will be
true as long as the AXiomV™ server is running.
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Example

In the diagram below, there are four areas numbered 1 to 4, programmed as antipassback
areas. Each door to each area has two card readers: A and B. All readers are set for hard
antipassback, and each access point has both its entering area and its exiting area defined.
This establishes the cardholder flow for area to area.

Let’s say John enters Area 2 from Area 1. Once John is in Area 2, his card allows him to:
Exit Area 2 to Area 1.
Exit Area 2 to Area 3.

While in Area 2, if John were to pass his card back to someone in Area 1, the card does
not allow access to Area 2 because the cardholder location has been recorded as Area 2,
and therefore Area 2 cannot be re-entered. In addition, if John were to follow someone
into Area 3 without presenting his card, he could not gain access to Area 4 because his
cardholder location has been recorded as Area 2, which is not connected to Area 4. He
would not be exiting Area 2 when trying to enter Area 4.

Area

A predefined physical location such as warehouse or office, with entry and exit through
access points controlled and monitored by AxiomV™,

C-NET Controller Network

The C-Net is the communications network that links NC100/UNC500 controllers
together. Each C-Net can support up to fifteen NC100/UNC500 controllers.
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Connection Types

Direct connection — the controller network (C-NET) is connected directly to the PC serial
port via RS232 or RS485 (applicable only for UNC, Universal network controller).

Ethernet connection — the controller network (C-NET) is connected directly to a 10 Base-
T Ethernet network running Windows on the server.

D-NET Device Network

The D-Net is the communications network that links card reader controllers (RC2) and
input/output controllers (I0C16) to the NC100/UNC500 controllers. Up to four RC2s
and sixteen 10C16s can be connected to a single NC100 controller (UNC500 has one
inbuilt RC).

Holidays

The operation of the scheduler can be programmed to take special action on holidays.
The system supports two different holiday types for added flexibility.

On a holiday, Time Groups follow the time schedule assigned to the holiday and ignore
the normal day of the week time group parameters. All time groups have a nine-day
schedule, with the eighth and ninth day designated as the H1 (holiday type 1) and H2
(holiday type 2) days.

IOC16 Input/Output Controller

The 10C16 supports sixteen points, each of which is programmable as an input or a relay
output.

NC100 Network Controller

The NC100/UNC500 is the main controller in the system and stores all information
required for local access control functions. Each NC100/UNC500 is capable of
monitoring eight readers (four - RC2 controllers) and sixteen 10C16 input/output
controllers over its D-Net.
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RC2 Reader Controller

The RC2 connects to the NC100/UNC500 (UNC500 has one inbuilt RC2) on the D-Net
and supports two readers (PIN pad and/or card reader) as well as eight inputs and eight

outputs

Schedules

Most functions in an access system are affected by Time, which may be the time of day,
the day of the week, or the day of the month. A Schedule (e.g., Business Hours) is a
window during which specific activity occurs in predefined time and day combinations.
As an example you want to define Business Hours during 8:00 a.m. to 5:00 p.m. Monday
through Friday, plus 11:00 a.m. to 5:00 p.m. Saturday and Sunday, excluding Holidays.

This predefined window is a schedule.

Sz
B New Edil: & Canicef | ¥ Delete | Copy | i Find | Yig
M ame
IEusiness Haurs
Start End Sun |Mon | Tue |“wed|Thu [Fri [5Sat |H1 |HZ2
Period 1: | | 0800 | 1700 / / / / /
Peiod 22 | [ 1100 | 1700 / /
Pmri- 1o | I
Period 15 I |
Period 16: | | | | |
[<] <] zof1t B B

Schedules may be used to control access point operation, input arming/disarming, output

switching, and other system functions.
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Chapter 5
Monitoring Security Access

This chapter describes the operation of the AxiomV™ client screen. All functions of the
system can be performed from the client screen (as long as the operator has permission).
The client screen can be customized so that frequently used functions are easily accessed.

AaaomV Security System oSl

‘Eile View Systern Status Database Tools Beports Help

= a '_/},CI 7k = 1o] »
Log Off Events Viewer  System Status | Alarms Monitor Cards Monitor  Maps Display .

22 £QAD HAL M B PFeDx & NI0

System Statuz Events Viewer

&=

1
[ atabaze m :

tbh | \Loadeditems: 1| 20104ug 3 | 11:04 p
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Client Screen

The client screen can be broken down into five separate areas:
1. The Menus and Toolbars.
2. The Module Selector.
3. The Status Bar.
4. The Events Viewer.
5. The System Status Pane.

The Alarm Monitor is an additional area that can be called up as required.

Menus and Toolbars

I File View Systern Status Database Tools Reports Help
= C o 2k o I B
Log Off Events Viewer  System Status | Alarms Monitor  Cards Monitor Maps Display History
22 £CAD FAL M B DHEDx & VIR F= .
Menus

File

@ AxiomV Security System |

e il
"E View System Status D "ﬁ View System Status D
%2 Log Off el | ||| %8 Logln Chrl+L
‘ Change Password Change Password
‘ Systern Settings... -‘ Systern Settings...
Exit Exit

ﬁgLog In (Ctrl+L)

An operator must be logged in to operate the system. This ensures that all actions
performed on the PC can be attributed to a particular operator.
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/ The default operator name is ‘rbh’ and the default password is ‘password’. After you
have the system up and running it is recommended that you change the default
Operator ID and Password.

:*: Sdeddd ) . Professional Edition

Login ID I

Pazzword I
Data Server |TESTINGSEF|"«'EH2 j

1 o - - > . B
ﬂ Ok | Cancel |

TR N e w— e

OR

:*: et | . Professional Edition

5.2 61
LoginID | i

Paszword I

Data Server [[Local\XIOMSYSTEM =l

o
3
g
:

To log in, enter your user name and password. Although the “Login Name” is not case
sensitive the “Password” is.

=8Log Off (Ctrl+L)
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An operator should log out when leaving the computer unattended or when finished
his/her shift. To log off, simply click the appropriate button or press Ctrl+L. A
keyboard timeout can also be set, to automatically log out the user if there isn’t any
keyboard or mouse activity for the preset amount of time.
system against unauthorized access. AxiomV™ has a built-in Default Account, which

Logging off protects the
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activates whenever an operator logs out and it will capture and display events on the
monitor screen. These messages will be available to the next operator that logs in.

Change Password

% Operator Password Change x|

2ld Passwiord I

Mew Password I

Confirm Password I

(0] 4 I Cancel

Change Password allows an operator to change their password without them have to
access Operators or Operator Profiles in the database. The current operator simply
enters their existing password under Old Password then they enter a new password under
both New Password and Confirm Password. Click OK to save the change.
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System Settings...

General

System Settings El

General I Displayl Eadgel Systeml AR .ﬁ.ctivityl Email Eu:unfigl

— Sounds — Queue
¥ Alarm Sounds @]] v Alarm Queue On
¥ Log Sounds ¥ Map Queue On

@ Eevboard Timeout
I':I ﬂ ik

Sounds:

M Alarm Sounds
M Log Sounds

Alarm, Log, and System sounds can be activated or deactivated as required. Alarm
sounds will come from the PC speaker if there isn’t a sound card installed in the
machine. Log and System sounds are only played through the sound card and are
used to help recognize particular messages as they come in.

Queue:

M Alarm Queue On

M Map Queue On

When the alarm queue is turned on the Alarm Monitor screen will be brought up

whenever a new alarm comes in. The map queue will do the same for a specified
map associated with the alarm.
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Keyboard Timeout

Keyboard timeout is set in minutes and can either be typed in or scrolled to. The
operator will be logged out at the end of the set time if there is no mouse or keyboard

activity.
Display
x
General | Badge | S_I,Isteml AF .-'-‘-.cti\-'it_l,ll Email Eonfigl
— Dizplay T ables — Toolbars
Gridlines Style Style
[Mene -] | Otfice 2000 =l
Text Style Text Options
IFIat "I IND tet labels j
¥ Standard Fonts [ &ctive Toolbar
™ Large Fonts
hd axirmum Events Fawe Height [~ Lock &larms Monitor 'Windaw
= =
1024 — 270 =i
Ol I Canicel Apply
Display Table:

Aesthetic setting for the tables are chosen here. Gridline Styles can be chosen as
Raised, Inset, Flat, or None. Text Style can be Inset Light, Raised Light, Inset,
Raised, or Flat. Font size can be either standard or large.

Toolbars:

The style of the toolbars can be Office97™ style, Office2000™ style, or OfficeXP™
style. All other examples in this manual are in Office2000 style. The examples
below here are in OfficeXP™ style.

File Wiew Swskem Status Database Tools Reports Help

w2 & e X ] 1] B
Log OfF Events Wiewer | Swstern Status [ Alarms Maonitor | Cards Monitar | Maps Display Hiskory:
| SystemStas | BRI Cards Monitor [0
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Eile |¥iew | System Status Database Tools Reports Help

|T| Module Selector '_,3):| i

N

L |T| Skatus Bar stem Status || Alarms Monitor

i.'s Events Yiewer

E Swsker Skatus

,£| Cards Maonitor
<3 Alarms Manikar 2003 9:16:59 AM Door not

Maps Display

Access Poink Activity

Text Options — This feature is not supported at this time.

M When Active Toolbar is selected the buttons on the toolbar are grayed out until
the cursor is moved over them.

J File Wiew Swskem Status Database Tools Reports Help

=) 5 ¢ g4 .
Lag CiFf Events Viewer | System Status | Alarms Monitor | Cards Monitor
= Alarms Monitar

M Gridlines in all Selection boxes.

Select if all Selection boxes are to have gridlines.

Maximum Events

How many lines of events are to be buffered for immediate viewing is set under
Maximum Events. Type in or scroll to the desired value.

Row Height

Changes in Row Height will reflect in the Event Log, the Status Screen, and the
message portion of the Access Point Activity Screen. Font size will also affect the
same areas.

Lock Alarms Monitor Window

M The Alarm Monitor Window is a separate display that pops-up as required;
selecting this feature will include it in the main screen.
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Badge
x
| Systeml P .-i'-.ctivit_l,ll E mail Eu:unfigl

Picture device type i+ Gereral

IEamera 1 j

Signature device

| ePacink =l

Fingerprint device

[ <]

Save Files As

IE =l

Frinter Mame

IFa:-c j

[T Duplex Badge Printing [ Use Dazzled0 settings for phota capture
kagnetic Encoder Setup I

Ok I Canicel | Apply

Devices associated with creating badges are selected under the Badge Tab. Cameras
(or picture device) for acquiring the cardholder’s picture are selected here. Devices
for acquiring the cardholder’s signature and/or fingerprint, picture format as well as
which Printer to use is also selected here. Check boxes are provided for selecting
Duplex Badge Printing (printing on both sides of the card) and for users of the

Dazzle90 photo capture device.
Magnetic Encoder Setup.

Magnetic Encoder Setup

Printer Name

Magnetic strip encoding can be set under the

Allows you to select the printer that will be
encoding the card.

Field Name Select the fields form the database that the data will
come from. More than one field may be selected.

The number of characters allotted for the data of the

Length field named.
Check here to add a field separator character before
Field Separator this field (not applicable if only one field is

selected).
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Check here to add leading zero character to numeric

Pad Zeros data to fill the field to its full length.
The Field Length is the total number of character
Field Length that may be encoded on the track. The sum of the

Lengths plus one character for each separator is not
to exceed this value

Magnetic Encoder Setup ﬂ

Frinter Mame M one j
Maone
Track 1 | Track J Eltran
Field Mame Length Field Seperator | Pad Zeroz

Field Separatar ™ Field Length I?E

] | Cancel |

Select the Printer Name used for encoding (Eltron and Magicard Encoders supported currently),
select the track and rest of the information to encode.
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Magnetic Encoder Setup 5[

Frinter Mame Ih"lagican:l j

Track 1 Track 2 |Tra|:k3 I

Field Mame | Length | Field Seperator
MHaone j U

Phione Ll
Motes

DeEartment

CardM ame
IdzeCount
fALID

CardType

Field Separatar = Field Length |3?

s | Canzel |
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System
x|

[T Multiple Credertialz [T Send cleared alarms to message part
[T Reshict Duplicate Card PIN [T Autogenerate Card nurnber
[v Multiple Access Levels [T Do nat Initizlize the panels

[ Frint area muster report on this client [ Show Cardholder PIN Code

[~ Use Cardholder Initial Field as numeric data

Uze Cardholder Initial Field a2 Min Data Auto void cards after

Zard Holder Picture Size [ Millimeters] Operator password expires after
Height |30 width |23 [0 j Days

Area ztatus check Interv.al Alarm sound delay

F e oes 1] [0 Hlse =]

[™ Centralized opening
[ tan trap entry

IEI j IIZI j Dayz

[T GT - check late amiving only once

Ok I Canicel Apply

M Multiple Credentials:

This feature allows a cardholder to have more than one card number. Look for the
Browse/Ellipsis button beside the card number box in the cardholder screen when this
feature is checked

M Restrict Duplicate Card PIN:

When checked this feature prevents cardholders from having the same PIN code. If it
is left unchecked then multiple cardholders will be allowed to use the same PIN code.

M Multiple Access Levels:

When checked this feature it activates Multiple Access Levels along with special
Access Levels Special Access Levels allows you to customize the access of each
cardholder while Multiple Access Levels allows you to give each cardholder one
standard Access Level and up to ten multiple Access Levels (see Access Levels -
General (Multiple Access Levels for information on creating access levels).
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M Print Area Muster Report on This Client:

When checked this feature will print area muster reports on the client machine
instead of at the server. These reports are generated by tripping a specified input for
the area (see Areas).

M Use Cardholder Initials Field as Numeric Data:

When checked this feature will allow to enter only numeric data in initial field in
cardholder screen. This field can be combined with Min Data

Min Data:

Maximum allowed is 10. If anything selected between 1 and 10, it will not allow
saving a cardholder until initial field have selected number of required data.

AxiomY Database Manager 5[

You must enter minimum required data For Initials

M Use Cardholder Initials Field as:

Enter (type) a new label for the Initial Field in the cardholder screen to use this field
for a different purpose.

M Send cleared alarms to message port:

Check this feature to send the alarm’s ASCII message with the addition of “alarm
cleared” to the alarm’s message port.

M Autogenerate Card Number:

When checked this feature will automatically enter a card number whenever a new
cardholder is created. The number generated will be the next card number in
sequence higher than the highest card number in the system.

M Do not initialize the panels:

With this feature selected the operator will not be asked if they want the panels
initialized or not, the panels will not be initialized. When the feature isn’t selected
the operator will be asked whether or not to initialize the panels.

M Show Cardholder Pin Code

With this feature selected the operator will be able to see the Pin Code assigned to
cardholder in edit mode, otherwise, it always shows as asterisks.
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Auto void cards after:

At 1:00 am cards that have not been used within the specified number of days will be
automatically deactivated. No cards will be deactivated if the number of days is set
to zero.

Card Holder Picture Size (Millimeters):

Type in here the desired Height and Width for the cardholder picture. This size is
applicable for the cardholder screen only and does not apply to the card template at
all.

Operator password expires after

Set the number of days here, after which the operator’s password will expire, if the
value is zero the password will never expire. Users will be given chance to change
their password when logging in, if the expired password is not changed then
AxiomV™ will not start for that user. The new password cannot match the previous
password.

Area Status Check Interval

Server checks every 60 seconds (recommended settings) if any Area is empty (Set up
done in Area Configuration). User can change this value if required.

Alarm Sound Delay

This setting is per workstation for Alarm sounds. If Alarm sounds are selected in
General tab, alarms will start the sound after the specified delay in that workstation.

M Centralized Opening:

Centralized Opening is a system option where operator controls the access as per
cardholder requests after verifying the person at door requesting to access. This
option is integrated with some DVRs

M Mantrap Entry

Mantrap Entry is another system option where operator controls the access as per
cardholder requests after verifying the person at door requesting to access. The
operator has power to control whichever door he wants to provide the access first, if
more than one user’s request the access at the same time at various access points.
This option is also integrated with some DVRs (For detailed information read
TB68_AxiomV Mantrap Entry.pdf)

/ The user can select only one of the two options: Centralized Opening or Mantrap

Entry. Both the options have similar functionalities where operator controls the access
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to doors after verifying person at door, but different video integration windows.
Mantrap Entry option is per workstation

M GT-Check late arriving only once

AP Activity

System Settings X|

. Generall Displa_l,ll Badgel Systemn AP Activity | Email Ennfigl

Select extra fields to display in access point activity window

With this option selected the system will receive late arriving alarms for Guard
tour only once.

#

Dezcription

i Il e e

Eupiry D ate
Active Date
Ilzage Count
Departrment
Card Type

E zcort Required

| Ok I Cancel Apply

Along with the Name of the Reader, the Name of the Cardholder, the Card Number,
the Picture of the Cardholder, and the Access Point event message, you can select
five fields of data that will be displayed on the Access Point Activity window. (See
page 43 for more information on AP Activity,)

EMail Config

In Visitor Management, (see page 303 for more information on Visitor Management)
email notification can be sent to the visiting cardholder. For this to work the senders
email information must be configured in eMail Config under System settings.

These settings are also required for Report server to email the reports, if email
reports option is selected under report server settings

RBH Access Technologies Inc.
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System Settings X|

Generall Displa_l,ll Badgel S_I,Isteml AP Activitg - Email Config |

Enter the Email Configuratian.

Sender Mame

Senders Email address

|
|
SMTP Server I
|

Paszward

[T Send emaill az the visitor checks in

[~ Using Exchange Server

| Ok I Cancel Apply

Fill in the required information as per your email settings.

Check the box Send email as the visitor is checked in to automatically send an
email to the cardholder being visited as the visitor checks in. The being visited
cardholder’s Personal Tab also must have an email address.

Exit

Click here to end the AxiomV™ session. The operator must be logged on in order to exit
the system.
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View

File | Wiew Systern Status Database
Module Selector
L Status Bar

- & Events Viewer
— '_p:l Systermn Status
B Cards Monitor
;1: Alarms Monitor
Maps Display

Access Point Activity
Photo ID Event
' DVR

’? Module Selector

When the Module Selector is active the user may chose (by clicking) a database module
or a System Status module. The database modules will open up a window for viewing or
programming of the appropriate section of the database. The System Status modules will
bring up a search window for item selection. These items will be displayed in the Status
pane. (See page 139 for more information on Module Selector.)

’j Status Bar

The Status Bar at the bottom of the Client screen is used to display alarm counts, number
of devices loaded for a specific search in system status. The name of the currently logged
on operator is displayed here as well.

—_—
o Events Viewer

The Event Viewer displays system and device messages. Which messages are displayed
will depend on the policy of the logged in operator. The number of messages buffered
for immediate recall can be set under the Display tab of System Settings. (See page 140
for more information on Event Viewer.)

21 System Status Pane

The System Status Pane will display the current status of the selected items. Right
clicking on an item will bring up a menu. From this menu the operator could choose a

RBH Access Technologies Inc. AxiomV™ User's Manual Version 5.2.81

41



Chapter 5
Monitoring Security Access

command to execute or possibly they could make a programming selection. (See page
149 for more information on System Status Pane.)

[5 Cards Monitor

The Cards Monitor window is used to display a list of cardholders and the area they are
logged into. Operators can choose between displaying selected cardholders (and what
area they are in) or selected areas (and which cardholders are in them). (See page 158 for
more information on Cards Monitor.)

_Q\_ Alarms Monitor

The Alarm Monitor window is used to acknowledge and clear alarms. The operator can
also get instructions on what to do about the alarm and enter what was actually done for
each alarm event. (See page 159 for more information on Alarms Monitor.)

& Only the operator that acknowledged the alarm can clear the alarm.

Maps Display

Maps Display will provide a list of maps to choose from. These maps can display the
status of different types of items (like inputs, outputs, and access points) at the same time.
Maps are created in the MapMaker module (see page 61 for more information on
MapMaker).
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’j Access Point Activity

¥ Access Point Activity Monitor = |I:I|5|

ﬂ' H B Serni-permanent - | ﬁ EFC X | I:' HH| @n

Reader
IHEﬂdEI 2 Direct

Card Humber

[20345 J

Cardhalder Mame

I"v"iu:h:uria Greens

Active Date

Trace Card Mo

|1zage Count 28R

Expiry D ate

Access Level Maszter Access Level
[recessgraned

Card Holder Message

Single View

The Access Point Activity Monitor is used to monitor one, four, or nine access points. All
activity on the selected access point(s) will be shown on this screen, including the
cardholder’s name, card number, and picture. Five additional fields of data can also be
displayed (Selected in AP Activity tab of system settings as explained on Page 39); as
well the last ten access point events will be displayed. Once selected, this screen can be
minimized. It will automatically ‘pop-up’ when an event occurs on a selected access
point.

g Grant Access

Click on this icon to grant access to the selected access point (highlighted).
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=

i

Lock & Unlock

Use these icons to either lock or unlock the selected access point. These commands
will be affected by the permanent, semi-permanent, or timed selection immediately to
the right.

Search

Use the Search icon to look for the access points to be monitored.

Card Search

An operator that doesn’t have access to the cardholders in the database can use the
Card Search icon to bring up information on a card number. Guards who don’t have
access to the cardholder database could use this to verify personnel by calling up the
cardholder’s information (including their picture) with a relatively quick search.

Clear

Clear will remove an access point that is no longer needed.

™,

(34

+ Refresh
Refresh will update the status of the selected access point.
View Single, Quad, or Nine
Select to view nine, four, or just one access point. You do not have to choose access
points for all sections in the nine or quad view; some sections may be left unused.
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‘@ gF Semi-permanent = |ﬂNEX||DEH|@

=101]

Reader

IHeadEI 2 Direct
Card Murnber

[20345 J

Cardholder Mame

I'\-"iu:tnria Greene

Active Date

Trace Card Mo

|lzage Count 255

Expiry Date

Access Level M aszter docess Level

Reader

IHeader 1 Direct
Card Murnber

[20s81 J

Cardholder Mame

ISDnia Durnst

Active Date
Trace Card Mo
Uzage Count 205
Expiry D ate

Access Level Master Aocess Level

A

IA::ESS granted

Access granted

R eader

IHeadEI 4 Direct
Card Mumber

| |

Cardholder Hame

Reader

IHeader 3 Direct
Card Mumber

| |

Cardholder Mame

Card Holder Message |Reader Date

¥ictoria Greene (20945) Access granted Reader 2 Direct 2-Now-2005 1
Sonia Durnst (20941} Access granted Reader 1 Direct 2-Now-2005 1
Jane Mumford (2375) Access granted Reader 1 Direct 2-Now-2005 1

RBH Access Technologies Inc.
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¥ Photo ID Event

Photo ID Event is similar to Access Point Activity. Both provide about the same
information. Access Point Activity is a floating window that can be moved around the
screen while Photo ID Event is fixed at the bottom of the screen.

Access Point Actiaties

= ml B
12344 - Nancy Peterson 12340 - Abbey Banks 12343 - Henry Docknorth

Reader 2 Reader 2 Reader 2
11/24/2009 9:43:52 AM 11/24/2009 9:43:38 AM 11/24/2009 9:43:18 AM

Entries shift to the right (or down) as new entries come in.

Settings

Haorizontal
Vertical

Right click in the activities area to get the menu selection.

m — Frame SEttiﬂQS — [anid wigw I:Il:ltil:lr'IS

O Reader 2 Mumber of frames IE &+ Fix row height
[ Reader 3
O Elevator [~ Display photo orly " Resizable row height
O RC\Reader 1
| RC\Reader 2 — Border Shyle — Orientation
O Exit Door “A" _
] Exit Door “B° = Mone & Horizantal

All . .
O i+ Fixed = Yertical

Feaders Save Cancel
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Click on Readers and check the reader you want displayed in the activities area. Select
the Number of frames required (the amount of traffic will likely determine how many
frames you will want). The Grid View Options allows for the text row heights to be
Fixed or Resizable, and therefore the text font to remain constant or adjust with the size
of the activities area. Border Style selects either Fixed (border) or None (no border).
Orientation will put the activities area either at the bottom of the screen under System
Status (Horizontal) or on the right of Event viewer screen (Vertical).

™ pVR
_lojx]

‘Znew Epedt X Delete B Connect |

Mame Address

i = REH Embedded 125,100,75.225

£ AxiomY¥ D¥R Configuration x|
Mame

IRBH Embedded DWR|

Make
|REH-EME-111 =l

address Pork
|125.1|:u:|.?5.225 |n

Ik Cancel

New

Click New to configure a new DVR connection. Select a make from the pull down
list and enter a name, the address, and a port number for this DVR.

Edit

Clicking Edit will open the DVR configuration window to make changes or to just
view the DVR configuration.
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x Delete

Use Delete to remove the highlighted DVR configuration record.

Connect

Click Connect to open a connection to the selected DVR.

If you get the message below then you have not yet installed the necessary
driver/integration file for that manufacturer’s DVR.

AxiomDYR x|

System not installed

For more information on the Axiom DVR integration; please refer to the document
DVR Manual (AxiomV™™),

System Status

EEE AxiomY¥ Security System
” File View | System Skatus [akabase Tc
H % Locations

Log OFf . MNC100s

Dew:e Conkrallers
“% j | E’ AccessPoints

Syzh ;:"'; Inputs
'@ Outpuks
ﬂ Apartments

Eﬁﬁﬁ ACcesspoint Graups

_,j_a_: Input Groups
G Output Groups
Gauard Tours

Refresh

Choices made here will have the same effect as choices made from the Module Selector.

% Locations

Locations will display the selected Networks. (For more information see page 167.)
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H NC100s

NC100s will display the selected NC100/UNC500 panels. (For more information see
page 169.)

Device Controllers

Device Controllers will display the selected RCs, 10C16s and Keypads. (For more
information see page 175.)

@ Access Points

Access Points will display the selected Access Points. (For more information see page
179.)

Ziiv Inputs

Inputs will display the selected Inputs. (For more information see page 182.)

@ Outputs

Outputs will display the selected Outputs. (For more information see page 184.)

Apartments

Apartments will display the selected SafeSuite™ apartments. (For more information see
page 186.)

E]E]E]E] Access Point Groups

Access Point Groups will display the selected Access Point Groups. (For more
information see page 190.)

« = Input Groups

Input Groups will display the selected Input Groups. (For more information see page
191.)

W Output Groups
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Output Groups will display the selected Output Groups. (For more information see page
193)

Guard Tours

Guard Tours will display the selected Guard Tours. (For more information see page

194.)
f+
+| Refresh
Refresh will query the selected items to update their status.
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':§= AoaomV Security Syste - SALES DEMOC ALL

‘Eile View Systern Status | Database Tools BReports Help

=
Log Off

& .:} Operator Profiles
Events ' i Operators
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%2 &QAD | & Hoidays

System Statuz

D atabase
=
Operator Profiles

K 4

Operators

H I:Ilil:l Ay

Schedules
i Areas
Messages

o I

nitor Cards Monitor  Maps L

1 FEd| &%

3] Hardware Setup
B Elevators

- Floor Groups

Device Groups

% Access Levels

KB Companies

w4 Cardholders

] Cardholder Types
) Asset

& Cardholder Reader Access

'.'. AccessPoint Groups
7 Input Groups

¥ Output Groups

- Interlock Groups

m Departments

@ Finger Print Readers
i Finger Print Reader Query

&b Visitors

W AxiomLinks
9 Global Commands
Facility Codes

@ Message Ports
= DVR

© EETT %, Tou foue:

(2 Guard Groups
¥l Guard Tours

Choices made here will have the same effect as choices made from the Module Selector.
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L

Operator Profiles

Operator Profiles opens the Operator Security Profiles window for the management of
the security profiles, for the operators. The abilities of the default or “Master Profile”
cannot be changed although the name can be. (For more information on creating
Operator Profiles see page 199.)

Operators

Operators will open the Operators window to enter new operators, change the profiles of
existing operators, or view the profiles of existing operators. The default operator (rbh)
will always have the default operator profile. Although the login ID, name, and language
of the default operator may be changed it will always have full privileges. (For more
information on creating see page 205.)

Holidays

Holidays will open the Holidays window to create new holidays, edit the existing
holidays, or view existing holidays. (For more information on creating Holidays see page
207.)

Schedules

Schedules will open the Schedules window to create new schedules, edit the existing
schedules, or view the time groups of existing schedules. (For more information on
creating Schedules see page 209.)

Areas

Areas will open the Areas window to create new areas, edit the existing areas, or view the
properties of existing areas. (For more information on creating Areas see page 214.)

Messages

Messages will open the Messages window to create new messages, edit the existing
messages, or view the properties of existing messages. (For more information on
creating Messages see page 215.)

Hardware Setup

Hardware Setup will bring up the Hardware Setup tree view window. In this tree view
the operator can manage the system’s hardware. Networks, NC100s, RC2s, IOC16s,
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Access Points, Inputs, and Outputs can be added, deleted, or edited as required by the
system’s configuration. (For more information on Hardware Setup see page 218.)

moca  Elevators

Click Elevators to create and/or assign floor outputs to an elevator reader for the purpose
of controlling access to those floors. (For more information on Elevators see page 253.)

JJ. Floor Groups

Floor Groups will open the Elevator Floor Groups window so that combinations of
elevator floor can be created for access control purposes. (For more information on
Floor Groups see page 255.)

Device Groups

Device Groups allows the operator to create groups of like devices (access points, input
and outputs). These groups can be used with operator commands or they can be used in
links. Grouping like devices will make it easier to issue the same command to multiple
devices. (For more information on creating, Access Point Groups see page 256, Input
Groups see page 257, Output Groups see page 258.)

Facility Codes |

Device Groups 2 Huuu AccessPaink Groups

Z - Input Groups
@ Cukpuk Groups
Interlock Groups

% Hardware Setup...

Interlock Groups are groups of access points grouped for a different purpose such as
Mantrap. If any door contact of a member access point of an Interlock Group is in
violation, then no other member of that group will grant access. l.e. if any door of an
Interlock Group is open then no other door, of that group, can be opened. (For more
information on creating Interlock Groups see page 259)

% Access Levels

Access Levels will open the Access Level window to create new access levels, edit
existing access levels, or view the properties of existing access levels. (For more
information on creating Access Levels see page 260.)

¢
E@ Companies

RBH Access Technologies Inc. AxiomV™ User's Manual Version 5.2.81

53



Chapter 5
Monitoring Security Access

&

L

L

Companies will open a window to create Cardholder groups/companies, edit or view
existing companies. Cardholder Groups (or Companies) are only used in Operator
Profiles. They are used to segregate cardholder, and limit operators in their availability
to cardholders. (For more information on creating Companies see page 269.)

Cardholders

Cardholders will open the Cardholder screen to add cardholders, edit existing
cardholders, or view cardholder properties. (For more information on creating
Cardholders see page 273.)

Cardholder Types

Cardholder Types will open the Cardholder Type configuration screen to add, edit, or
view Cardholder Types. (For more information on Cardholder Types see page 297.)

Assets

Assets will open the Asset configuration screen to add, edit, or view assets. (For more
information on Assets see page 297.)

Cardholder Reader Access

Cardholder Reader Access will open the Cardholder Reader Access Update window to
create special access for cardholders. (For more information on creating Reader Access
see page 301.)

Departments

Departments will open the Departments window. Departments are used to fill the
Department 1 and Department 2 fields in the Cardholder screen. (For more information
on creating Departments see page 268.)

Finger Print Readers

Finger Print Readers will open the Finger Print Readers. (For more information on
creating Finger Print Readers see page 265)

Finger Print Reader Query

Finger Print Reader Query will open the Finger Print Reader Query window. (For more
information on creating Finger Print Reader Query see page 267.)
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Q}Visitors

Visitors will open the Visitors window. (For more information on Visitors see page 304.)

B
% AxiomLinks

AxiomLinks™ will open the AxiomLinks™ window to create new links, edit the existing
links, or view the properties of existing links. (For more information on creating
AxiomLinks™ see page 314.)

@ Global Commands

Global Commands are the same as AxiomLinks™ except that the CommsServer executes
them instead of the NC-100/UNC500. Therefore (unlike AxiomLinks™) Global
Commands can bridge networks. A command triggered on one network can be executed
on another network. (For more information on creating Global Commands see page
320.)

' Facility Codes

Facility Codes will open the Facility Codes window to enter new facility codes, edit the
existing facility codes, or view existing facility codes. (For more information on creating
Facility Codes see page 321.)

@ Message Ports

Message Ports will open the Message Port window to configure your ASCII message
ports. You can setup new message ports, edit existing ports, or delete ports that are no
longer required. (For more information on Message Ports see page 323.)

DVR
The database selection DVR will call up the same connection/configuration window as
the View DVR menu selection. (See View DVR on page 47 for more information.)

Guard Tour4Error! Bookmark not defined.
A2

“B  Tour Routes

4 This selection is only available if the optional license for the Guard Tour Software has been purchased and installed.
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Tour Route will open the configuration window for tour route as described on page
329.

@ Guard Groups

Guard Groups will open the configuration window for guard group as described on
page 331.

Guard Tours

Guard Tours will open the configuration window for guard tours as described on
page 332.

Tools

f‘é AxiomV Enterprise Security System

]Eile Wiew System Status Database | Tools Reports Help

=] 5 Copy Wizard... -

Log Off Events Viewer | Systt b Map Maker... Can
‘%’ﬂ|i$ﬂ|ﬁisﬂl Custom Fields v |
System Status Badge Templates P i

‘ I Backup L

Date Restore ge

Metwarks

History Settings

s Feset ToolBar

Void Cards
T4 Card Import
174 Card Export

External Tools k

ntrollers

Copy Wizard...

Copy Wizard will open the AxiomV™ Data Copy Wizard. Through the Copy Wizard the
operator can copy selected data from one item to multiple like items.
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Data Copy Wizard

EE Axiom Data Copy Wizard
Thiz wizard will guide you through copying information
fram one record to other recaords

Zancel = Back Mexk = Eimish

The Copy Wizard is a very versatile and quick way to program the AxiomV™ system.
After programming one item, that item can be used as a template to program all of the
other items of the same type. For example if one access point was programmed then all
the other access points could be programmed from that one.

> To copy data from one item to another start the Copy Wizard and click Next. Then follow
the steps on the following pages.

1. First select a category from the pull down list.
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Data Copy Wizard

Select the source record. Thiz information in thiz record will be copied over
records you select in the next step.

Access Poinks j
— Access Levels =
Description |Arcress Poink Groups

RCZ 1-1-1\RgAreas
JCardhalders
Cards
Comparies
RCZ 2-2-1\ReFlevators -

RCZ 2-2-1\Reader 2 Access RCZ 2-2-1 MNC100 2-2 Metwork 2 (TCPIP 152)

RCZ 2-3-1\Reader 1 Access RCZ 2-3-1 MNC100 2-3 Metwork 2 (TCPIP 152)

RCZ 2-3-1\Reader 2 Access RCZ 2-3-1 MNC100 2-3 Metwork 2 (TCPIP 152)

RCZ 2-4-1\Reader 1 Access RCZ 2-4-1 MNC100 2-4 Metwork 2 (TCPIP 152)

RCZ 2-4-1\Reader 2 Access RCZ 2-4-1 MNC100 2-4 Metwork 2 (TCPIP 152)

RCZ 2-5-1\Reader 1 Access RCZ 2-5-1 MC100 2-5 Metwork 2 {TCPIP ISEin
3

1

Cancel < Back Mexk = | Eimish ||

2. Then choose the source record to be copied from.

Data Copy Wizard

Select the source record. Thiz information i this record will be copied over
records you select in the nest step.

I.ﬁ.n:n:ess Poinks j

Tvpe Device Mame |MC100 Mame | Metwork Mame -
MC100 1-1 Metwork 1 {direct)
Access  RCZ 1-1-1 MC100 1-1 Metwork 1 {direct)
fccess  RCZ 2-1-1 MNC100 2-1 Metwork 2 (TCPIP 152)
fccess  RCZ 2-1-1 MNC100 2-1 Metwork 2 (TCPIP 152)
fccess  RCZ 2-2-1 MNC100 2-2 Metwork 2 (TCPIP 152)
fccess  RCZ 2-2-1 MNC100 2-2 Metwork 2 (TCPIP 152)
fccess  RCZ 2-3-1 MNC100 2-3 Metwork 2 (TCPIP 152)
Acoess RCZ2 2-3-1 MZ100 2-3 Metwork 2 (TCPIP 152)
Acoess RCZ 2-4-1 MNZ100 2-4 Metwork 2 (TCPIP 152)
Acoess RCZ 2-4-1 MNZ100 2-4 Metwork 2 (TCPIP 152)

Arccess  RCZ 2-5-1 MiZ100 2-5 Metwork 2 (TCPIP 152) -
Kl >
Zancel | Mexk = | Eimish ||
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3. Now select all of the destination records that are to be programmed.

Data Copy YWizard

Select destination records. The list contains all records of selected record
@ kype, Select one or more destination records, In the next step, wou wil
select the Fields vou want to copy.

D eszcription | Type | Device Mame | MC100Mame | Metwork Name -

RCZ21-1-1%Reade  Accesz RCZ21-1-1 MC1001-1 Metwork, 1 [direct]
-1-14Reader? -1- MC1001-1 -

Cancel < Back |

Finish ||

4. At this point the fields to be copied are selected (choose from the list).
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Data Copy Wizard

Select the figlds pou want to copy. Only these figldz in the
deztination recards will be replaced.

| Field Mame -
Alarm Configuration
Alarm Lockout Time
Antipazzback,
Card Formats
CCTY Canfiguration
Configuration Maode
DHO Alarrn Time
DHO Y arning Time
Entering Area
E siting Area
Events Configuration
Eutented Unlock Time

JORKERDOOR R E® O R E

[Felaly oo

00 Linkz

Reader Betries LI
Cancel | < Back | Mexk = | Eimish ||

Completing Wizard. ..

Y'ou have provided the infarmation required to start coping the

records, Rewview the selections below and click on Start
bttar

Surmmary:

Fron hawe selected to copy the fallowing helds from BC «
Alarm Configuration

Alarm Lockout Time

Card Faormats

CCTY Canfiguration

Configuration Mode

DHO Alarrn Tirne

DHO “Warning Time ;I

Start |

Cancel | < Back | Mext = Einish ||

5. The final screen will allow you to review your selection before continuing. Click Start to
execute the copy. As each item is updated it will be listed on the screen. You can go
Back to do another copy or exit by clicking Finish or Cancel.
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Data Copy YWizard

Completing Wizard. ..

Y'ou have provided the infarmation required to start coping the
records, Rewview the selections below and click on Start
bttar

RC2 1-1-1%Reader updated
RC2 1-1-1%Reader? updated
RCZ 2-1-1%Reader 1 updated
RC2 21-1%Reader 2 updated
RCZ 2-2-1%Reader 1 updated
RCZ 2-2-14%Reader 2 updated

Start |

Cancel | < Back | Mext = Einish ||

Map Maker...

Map Maker is a module used to create maps (graphic displays) of a location. Devices
and other items (like links to other maps) can be added to these maps. These maps can
then be used to display the current status of the equipment in the chosen area. The Status
Bar of this screen will display the number of maps already created.
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| File Draw Insert Display Settings |
H Save Edit v Cancel | 7 Delete | @Erint | ﬂﬂemmre
OO ™NEZ? G AL
AT~ BEEO=-

M ame
IN e Map

kap Count:0 y

File

E save

Edit

7 Cancel

@ Brint

ﬁ Printer Setup

New Fi

Exit Background

Import

Use Import to enter a pre-created graphic as a background for the map.
New File will import a graphics file as the background to a new map.
Background will import a graphics file as the background to an existing map.

Draw
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. Straight Line
I Rectangle
2 Ellipse

™ Curved Line
£Z Poligon

¢ Poliline

Gj Rotate

A Text

[ Select

Use the Draw tools to enhance the map. Lines and shapes can be added to emphasize
aspects of the map. Text can be added to label portions of the map for clarity.

Insert

ﬂl Area

Ef Access Point
" Input Point
i Output Point
B Nc-100

Bl rc-2

M 10c-15

€3 Map Link
'=n Camera

& Picture

Use the Insert tools to add device icons to the map. These icons (Access Points,
Inputs, Outputs etc.) will show the status of the devices when the map is displayed.
The Map Link icon can be used to call up another map to be displayed.

Display Settings

File Draw Insert | Display Settings

Commands Toolbar

Commands Toolbar is a toolbar on the Maps Display that provides the commands for
the last selected icon. If this feature is not selected, the operator needs to right-click
on the selected icon to get a command list. This feature was developed to make it
easier for operators using touch-screens to execute commands like Grant Access for
selected access point from a map.
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Cardholders Design =15 x|

J E Save &7 Cancel | By Tab B Text 123 Mumber A Label ﬁ Date Time EH Combo Image

Custom Fields

Tools Reports Help

Copy Wizard. .. ,5 H
E Map Maker... Cards Monitor  Maps

Cuskom Fields Cardholders

Badge Templates P Wisibars

This section allows additional user-defined cardholder and/or visitor fields to be setup
and given a field name. Additional fields might include emergency contact number, car
license plate number, parking spot number, hiring date, tax codes, or any other
information that is required for the cardholder.

Card Hurnber

Last Mame First Mame [nitialz

Generall F'ersu:unall I:Ipticunsl EDdeLinksI Eru:uupsl FPhoto — new |

Tab
Click on Tab to create a new tab. Just enter a new name for the tab and click OK.

Text

Click on Text to insert a text box on to the current tab. Text boxes can contain both
alpha and numeric characters.

Number

Click on Number to insert a number box on to the current tab. Number boxes can
only contain numeric characters.

Label
Click on Label to create a label to describe a box or a group of boxes.
4
Date
Click on Date to insert a date box on to the current tab. Date boxes only contain
valid calendars dates. You can pull down a calendar to scroll through and select a
date or you can simply type over the day/month/year to change them.
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==1 Time
Click on Time to insert a time box on to the current tab. Time boxes only contain

valid clock times. You can select hours, minutes, seconds, or AM/PM and use the
up/down buttons to change the time or simply type over the current entry.

% Combo

Click on Combo to insert a combo box on to the current tab. Combo boxes provide a
pull down list of all the different entries already entered into the box. You can either
select an entry from the list or type in a new one.

Image

Click on Image to insert a combo box on to the current tab. Image boxes are combo
boxes that provide a pull down list of images. Image files are entered here or
selected from the list if they were entered previously. These images are stored in the
RBH Image folder along with cardholder pictures, and can be added to a Badging
Template so that the picture appears on the cardholder’s badge.

Field Properties

B Properties x|

Field Mame

Fozition
Top Left Height Width
|558 4492 5 2025

Tool Tip Text b ax Length

| |?5

(] I Cancel

Creating a new box will pop-up the properties window for that field. Enter the name
of the field to be added to the database (it will be a searchable field). You may also
enter your own ‘Tool Tip’ for this box; as well you may determine the maximum
length of the field. The box can be repositioned on the tab by dragging it to the
desired location. In the properties window its position can be set precisely
(numerically).

Label properties have only Caption (instead of Field name) and Position, no Tool Tip
or Max Length.

/ Right click on a box to delete the box or edit its properties.
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A Badge Templates®

This section allows designing Badge templates for Cardholders and/or Visitors

Tools Hepotts  Help

Copy Wizard. .. E e - F] =
Busvder..  |[mmmmnn
Cuskam Fields r

Badge Templates P Cardholders

ﬂ Backun Yisitors

Badge Template Designer

£8: Badge Template Designer =01 x|

File Edit Show
"’i%New I' (= Cpen ESave | o Front Side fiy) Back Side | B2 Copy EF‘aste
Horizontal Card LU T LT
1.5 20 25 3.0 3.5 4.0 4.5 5

YWertical Card
Hotizontal ID
Yertical ID
Customized Card

IIIIIIIIIIIIIIIIIIIl
—
-

I
ra
=

_ac
|SEIE|:t MHew or Open a template to edit 2

® This selection is only available if the optional license for the Badging Software has been purchased and installed.
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HELD
=1 New Template

Click on the down arrow to choose from the menu the size and orientation of the card
template to be created.

1. Horizontal Card (Width 3.36”, Height 2.18”)

2. Vertical Card (Width 2.18”, Height 3.36”)

3. Horizontal ID (Width 3.50”, Height 2.11”)

4. Vertical ID (Width 2.11”, Height 3.50”)

5. Customized Card(Size set by user)

~

Open

To edit or view an existing template, click on Open.

H Save

To save the current template, click on Save.

a Front Side

Clicking on Card Front will switch the card view to show the front of the card.

E Back Side

Clicking on Card Back will switch the card view to show the back of the card.

Copy

Copy is used to create duplicate boxes on a card. If you need two Text boxes the
same size, you can make a copy of the one you created to create the other. You can
then edit box to have different data entered into each box.

7=
=] Paste
Clicking Paste will actually create the copy.
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Create a Badge

££ Badge Template Designer 10| x|

File Edit Show
‘ 1% Mew ~ [ Cpen E Save | o Front Side g Back Side | oy E Faste

oo 04 1.0 15 20 25 3.0 3.5 4.0 4.5 5
—oao

_—|:|.5 Ml Create Window - Front Side x|

Paste

—-15 Insert Text Field
Insert Image Field

-7 Insert Signature Field
Insert Finger Prink Field
- Insert Barcode Field

—25

= Insert Shape
Z Save

—3.0 Save As

- Properties
_2E
| Creating a new template s

> To create a badge template:

e Select the size and the orientation for the template.

¢ Right click on the card image to pop-up a menu where you can select Properties to
choose a background picture or a background color for the card template.
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X

#|

—Appearance
" Tile
" Center
" Shetch
" Orignal Size
&+ Mo Picture

[ o ]

Cancel

The Background Picture tab allows you to add a background picture to the card template.
Use the Find button [ﬂ] to browse for a picture and set its appearance as Tile, Center,
Original Size, or Stretch. No Picture is used to remove a previously chosen picture. This
feature can be appropriately used to select the company logo, picture of the company
building and such similar images as the background picture for the card template.

Template Properties

Backaround Picture | Backgraund Color I

Picture Path

II::"'.DDcuments and Settingzhad ﬂl

x|

—Appearance
= Tile
" Center

™ Orignal Size
i~ Mo Picture

o |

Cancel

The Background Color tab will allow you to add a solid color to the background of your

card. Choose a color by clicking on the Change button.
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Template Properties 5[

Background Picture | B

Calar

Background D Change... |

1]3 I Cancel

e After setting up the card’s background, right click on the card template again to insert one
of the fields available.

£5 Badge Template Designer - 0] x|
File Edit Show
‘ Bl New ~ [ open [ save | o Front Side g Back Side | Copy [, Paste

oo 04 1.0 15 20 25 3.0 3.5 4.0 4.
—0.o

_—|:|.5 Ml Create Window - Front Side x|

-0 Paste

- Insert Text Field
- Insert Image Field

_ Insert Signature Field

Insert Finger Print Figld
=20 Insert Barcode Field

= Insert Shape

Save
Save As

—3.0 Properties

—35
|Ereating a new template A
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e Select Insert Image Field to insert a picture field in the card template.

Il Create Window X|

o Right click on the Picture box and select Properties.

Copy

Delete

Bring Field To Fronk
Send Field To Back

Propetties

/ You can arrange overlapping boxes on your card template with Bring Field to Front
and Send Field to Back.

Image Field Propetties 5[

General | Details |

Field Hame

iStatic Ficture
Picture Figld 1
Picture Field 2

— Appearance

¥ Stetch ™ Best Fit

Phata Size |

1] 3 I Cancel
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A Static Picture is usually something like a company logo, (use the Find button [M] to
browse for the required picture) while Picture Field will insert the cardholder’s picture.
Best Fit will display the picture in its actual size and Stretch will fill the available space
completely with the picture. The default picture box size is 1440 by 1800 (that’s a
standard portrait ratio of 1:1%). The Photo Size button changes the box size to 1600 by
2000.

Image Field Properties ﬂ

— BorderSiyle
= Mone {* Fixed Single
— Pozition — Size
Top Width
520 I'I GO0
Left Height
I?E |2EIEIEI

Ok I Cancel

Under the Details tab you can choose to have a border around the picture box. You can
adjust the size and position of the box as well.

Next add a Signature/fingerprint box the same way you added the picture box.

Bl Create Window X|

Right click on the Signature box and set the properties for signature box as you did for
the picture box. Signature and Fingerprint boxes only have one tab in their properties.
You can set the size & position of signature/fingerprint box either by stretching and
moving the box in the card template itself or by setting its position in the properties
window.
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Singature and Fingerprint Field Properties ﬂ

General |
— BorderShyle
" Mone {% Fized Single
— Position — FieldM ame
Top width FieldN ame
2025 2180
Left Height Signature Field
[1335 [450 M
Signature Figld 1

Ok I Cancel |

Add Text boxes the same way that you’ve added the Picture and Signature boxes.

Bl Create Window X|

A Text box like Picture boxes can have fields inserted from the Cardholders Database, or
it can have static (or fixed) text.
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Text Field Properties x|

Field Marme Static Data
IStati-: Text j ;I
[T [hwerted LI
— Position — Size — Alignrment

Top Witk o

[1185 [1635 * Left

rl .
Left Height Fiight
|1 7700 375 " Center

Ok I Cancel

Size and Position can be set exactly and Alignment can be configured.

Text Field Properties x|

General | Details |

Field Mame
ILastN ame j [ Inwerted
— Pozition — Size —Alignment

Top "fidth

IEIEI IEEIEIEI

Left Height

I'I G20 400

Ok I Cancel

Text Details tab is where the font for the text can be changed. Foreground color will
change the color of the text itself, while Background color will change the background in
the text box only. A pure white background will not be printed; therefore the card
background will show around the text. To print a white background change the color to
something that is close but not pure white.

If you have selected a background color for the card template, you would probably like to
have the same color selected as the background for the text box.
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i
General Dretails I
— Font
MS Sans Seri £.25 Al
— Colars
Fareground D Change | Background
BackShle BorderShyle
" Tranzparent " Mone
{* Opague {* Fized Single
Ok Cancel

RBH Badging Module also supports what is called Vertical Text.

In Text boxes that are taller than they are wide (and have a TrueType font selected) the
text will be rotated 90° (or 270° if the Inverted box is checked).

x
=Lastname:=> g
L=
3
3
L]
g
L]
oy
<Signatures oy

& Only TrueType fonts can be rotated.
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Text Field Properties x|

] Detailsl

Field Marm= Static: D ata

Static Text j IHBH access Tech Inc v lreverted
— Pozition — Size —Alignment

Top "fidth

I—1 5 370  Left

R
Left Height Fiight
|43I]5 IEEEIE &% Center

1]3 I Cancel

The same text can be rotated 270° if the Inverted Box is checked in the Text Field
Properties Window.

x
< Lastname:> x
o
3
L]
g
<Signatures E

=

The inverted Box is visible only if the text selected is vertical.

AxiomV™ User's Manual Version 5.2.81 RBH Access Technologies Inc.

76



Chapter 5
Monitoring Security Access

Il Create Window

When you are finished with the front of your card flip it over by clicking on the backside
button in Badge Template Designer window and design the backside.

f‘ﬁ Badge Template Designer o ]
File | Edit  Show
‘ E Mew = [ Open n Save | ol Front Side g Back Side | Copy it

i I I I [ [ [ T
oo 04 1.0 1.5 2.0 258 3.0 3.5 4.0
-oao

—0.5 Il Create Window - Front Side

|E|:|iting a zaved template With template Indes az 3 o

You will have to save your template before flipping to the backside of the template.
The same procedures apply to the back that applied to the front.

Add Bar Code field the same way that you’ve added the Text, Picture and Signature
boxes
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I Demo Template - Back Side X|

To add a barcode you will need to install the required barcode fonts (available in
Resources folder on the CD). Select from the list under Barcode Type and choose a
Barcode Size. Select under Field Name the source of the data for the barcode. You have
the option to select Static Text or one of the Cardholder’s fields, as the field for Barcode,
same as in case of Text Field. Preview will show you how the barcode will appear.

Barcode Field Properties x|

General | Details |

Field Mame
I Card Humber j

— Preview
Barcode Type: Barcode Size:

||:|:|DE39 =l |4=3 x| Preview |

o |[C

The Details tab allows you set the Size, Position, and Alignment for the Barcode box.
Border or no border and the back style for the Barcode is also selected here.
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Barcode Field Properties x|

General | Detals
—Postion——— ~Size—————— [ Alignment
Top Width -
[2220 [1695 &=
" Right
Left Height
1590 375 £ Center

" Transparent + Opaque " Mone * Fixed Single

Ok, I Cancel

You can add extra text in a Text box one line at a time, or you could create a bitmap with
multiple lines and add it as a picture.

Il Demo Template - Back Side X|

—BackShle "BurderSt}lle

8 If this card is found ... text '

When you have completed your design; save it. It can then be used with RBH database
to display cardholders and print cards.

Template Name Input Window X|
Select a template name here:

Cancel

ID emo Template

/ Saved templates can be viewed with the cardholder data under the Photo tab in the
cardholder\visitor screen.
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Backup...

Backup will open the AxiomV™ System Backup Wizard. Through the Backup Wizard
the operator can either run a backup immediately or configure the backup to run
automatically.

Run Now
AxiomV System Backup Wizard
The wizard will guide you through configuning sypstem
backup.
% Run Mow
" Corfigure Auto-Backup
Cancel <= Back Mext == Fimishi

» To run the backup immediately, select ‘Run Now’ and click Next.
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AxiomY¥ Backup Yizard

Backup Files =i
Select filez you want to backup "ﬁ'ﬂ

@ Ao’y Databases

AxiomData Database

i [#] AwiorLog Database

i [#] BxiomLanguage Database
Axiamy Graphics Falder
Axiamy Images Folder
Axiarny Maps Falder
Axiom Feparts Folder
Axiomy Audio Falder

Zancel |

Mext == Fimist

1. Select the items to be backed up by clicking in the box to check or uncheck the

selection.

AxiomY¥ Backup Yizard

Backup Destination

Select the destination backup device "ﬁ'ﬂ

Destination Device
IFu:ulu:Ier j

Enter ar select the Folder name

IC:'I,F'rn:ngram FilesREH  Axiamy \DatalBackup! v |

Zancel << Back

Finish |
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2. Enter or select the folder the backup files will be sent to.

Axiom¥ Backup Wizard

Completing Wizard. ..

ou have succeszsiully specified the information required,
Resview the selections belaw and click on Start to
execute

Summary

Ackion:

‘fou have Selected:
AxiomData Dakabase
AxiomLog Database
AxiomLanguage Database
Axiomy Graphics Folder
Axiomy Images Folder
Axiomy Maps Folder
Axiom Reports Folder
Axiomy Audio Folder

Backup folder: LI

Skart |

Cancel | <« Back | fdext = | Fimish |

3. Verify your backup parameters by reviewing the summary, then click Start to execute
the backup.

A progress bar will appear and each file will be listed as it is backed up. You can
click Stop during the procedure to cancel the backup. Click Finish to exit.

AxiomY Backup YWizard

Completing Wizard...

Starting Backup... -

Backing up AxiomData. ..
Succeeded

Backing up Axiamlog...
Succeeded

Backing up Graphics Folder. ..
Succeeded

Backing up Images Folder. ..
Succeeded

Backing up Maps Folder., ..
Succeeded ;I

Skart |

Cancel I =< Back I Mext =2 | Finish
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AxiomY Backup YWizard

Axiom¥ System Backup Wizard

The wizard will guide you through configuring spstem
backup.

£ Run Mow

% Configure Auto-Backup!

Cancel I =< Back | Mext == I Finish

» Click on Configure Auto-Backup to set the parameters for a scheduled backup.

AxiomY¥ Backup Yizard

Backup Files

Select files you want to backup

@ Ao’y Databases

Zancel |

AxiomData Database

-[¥] AxiomLog Database

-[w] AxiomLanguage Database
Axiamy Graphics Falder
Axiamy Images Folder
Axiarny Maps Falder

Axiom Feparts Folder
Axiomy Audio Falder

Mext == Fimist
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1. Select the items to be backed up by clicking in the box to check or uncheck the

selection.
AxiomY¥ Backup Wizard
Backup Destination =i
Select the destination backup device ""i-lﬁ
i Destination Device
IFu:ulu:Ier j
Enter or select the Folder name
IC:'I,Pru:ugram Files REH Axiom®y | DatalBackup! v |
Cancel I Fimist |

2. Enter or select the folder the backup files will be sent to.

AxiomY¥ Backup Wizard
Backup SChEdljlle =i
Select the time and day(z] to rn backup "ﬁ-!ﬁ
— Draily
Run Backup at
\aC. =l
B
[T sun W Mon [ Tue W wed [ Thur W Fri [ Sat
Crerwrite backed-up Files after Following number of dayis)
|55 =1
=1
Cancel << Back Mext == Finish
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3. Choose the time of day and the days of the week the backup is to be executed. Also
select number of days old backup files are to be kept before overwriting them.

AxiomY¥ Backup Wizard

Completing Wizard...

You have successiully specified the information reguired.
Review the selections below and click on Start bo
erecute

Summary

fxiomLog Database x|

AxiomLanguage Database

Heiony Graphics Folder

Aiony Images Folder

Axiom' Maps Folder

Aiomy Reports Folder

Axiom' Audio Folder
Backup Folder:

C:\Program FilesiREHLAxiomy! DakalBackup!
Schedule Options: —

Man ‘Wed Fri at 02:35:00 =

Cancel I << Back | Mext == I

4. Verify your parameter choices and select Finish to complete the setup.

/ Archived Log databases cannot be backed up through above Backup Module. To
backup those databases, user needs to copy both.mdf and .Idf files of archived log
databases (AxiomLogl, 2, 3---- and so on). For better understanding of Archived log
databases, call RBH Technical Support)
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Restore

Restore will open the Axiom V™ System Restore Wizard. Through the Restore Wizard the
operator can run a restore to replace existing data with previously backed up data.

AxiomV System Restore Wizard

The wizard will guide you through configuning sypstem
restore,

Warning:

Restore will copy all selected files From
the source folder to the current systenm.
Before running Restore Wizard ensure
that all other clients and programs are
closed. Failure to do so may result in a
corrupted system and data loss.

Cancel << Bach Mext =3 Fimist

» Click on Next to set the parameters and continue with the Restore
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Source Files

Select the zource device

Enter ar select the Folder name

IC:'I,F'rn:ngram Files\REH Axiomyi DatalBackupl 20040302409 |

Zancel << Back | Mext == I
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Fimist

1. Enter or select the folder from which the backup is to retrieve the files from.

AxiomY¥ Restore Wizard

Restore Files

Select files you want to restore

@ Ao’y Databases

i [#] AxiomY Databases
i [#] BxiomLanguage Database
] AxiomY Graphics Folder
[+#] Aiom Graphics Fold
] Axiom' Images Falder
] Aoy I Fald
] AxiomY Maps Folder
[«#] Aiom Maps Fold
Axiom Feparts Folder
Axiomy Audio Falder

Finish |

2. Select the items to be restored up by clicking in the box to check or uncheck the

selection.
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Axiom¥ Restore Wizard

Completing Wizard. ..

You have succezsfully zpecified the infarmation required.
Review the selections below and click on Start to
execute

aurmmmary:

Ackion:

‘fou have Selected:
Axiomy' Databases
AxiomLanguage Database
Axiomy Graphics Folder
Aoy Images Falder
Acxiomy' Maps Folder
Axiomy Reparts Folder
Acciomy' Audio Folder

Backup Folder:
Y\ Testing_#iDatalBackuph 200406161 121 9351

Skart |

Cancel I << Back I Mexk = I Fimish I

3. Click Start to execute the restore. Restored files will be listed as they are restored.
Clicking Finish will exit the Restore Wizard.

AxiomY Restore Wizard

Completing Wizard. ..

Skop |

Cancel I << Back I [exk =2 I Fimish I

&\\ AxiomLog and Archived Log databases cannot be restored through above
Restore Module. To restore these databases, call RBH Technical Support.
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>< History Settings
ES

Higtary Duration [days] Ok

P

Execute

Cancel

History Duration (days) is used to set the number of days of history that are to be kept.
Any records beyond this duration are deleted. Clicking OK will accept any changes
made and exit the window. The change will take effect during the next History Purge. If
Execute is clicked then the change is applied immediately. Reducing the number could
mean the deletion of some files. Cancel will exit the window without saving any changes
that were made.

G Reset Toolbar

Reset Toolbar will return the Toolbar to its default settings. These settings though will
be subject to the current user’s Operator Profile. Selecting that part of the Toolbar’s
default setting will not be shown if the current user does not have access to these items.
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Void Cards

From Void Cards the operator can manually void (deactivate) cards that have not been
used for a preset number of days. The number of days is set under the

Magnetic Encoder Setup ﬂ
Frititer Marne IMagicard =]

Track 1 Track 2 ITrackE I

Field Mame | Length | Field Seperator
MHone j d

Phone Ll
Motes

DeEartment

CardMame
IlzeCount
FALID

CardType

Field Separatar = Field Length |3?

k. | Cancel |

System tab in File - System Settings.

=lolx
&hPrint () Woid  # Select Al
Select | Cardnurber | Lask Marne | First Marne | Deparkment

[ @varkas Mark,

% Print will produce a hard copy of the cardholders listed at the time Print is selected.

Void will immediately deactivate all selected cards.
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v

Select All will put a check mark in the select field for all of the listed cards.
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i Import

Selecting Import will start the Card Import utility.

» AxiomV™ Card Import Wizard is used to import cardholder information from
other sources into AxiomV™,

+ Axiom¥ Card Import Wizard o [m] S

The wizard will guide vou through configuring Sxiomy Import kit

Select the Source Farmak

SQLDataI:uase
M3 Access Dakabase

= Back Mext = Eimish |

= Select one of the three available Source Formats of the file to be imported (the file with
the cardholder data) and then click the Next button.
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Text Format

£ Axiom¥ Card Import Wizard

C:icardholders kxk |7

= |If you selected Text File as the Source Format, select the file to be imported from and
click the Next button. You can use the Browse/Ellipsis button (...) to search for the
path to the required file.
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£ Axiom¥ Card Import Wizard o [m] S

[ Firsk row in kext file has column headers

Field Separator

ITaI:u j

[v Upon successfull Import delete the File.;

Cancel < Back, ek = Eimish

= Select the type of Field Separator used in the source file and click the Next button.
Separators can be:
Tab
Comma (,)
Semicolon (;)
Pipeline (])
Colon (2)

»  Check ‘First row in text file has column headers’ if it is applicable.

Check ‘Upon successful Import delete the file’ if you want the text file deleted after
the data has been imported.
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Map the figlds to be imparked
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=101 %

Sxiom Figlds |

Inique Field

Lastnane Hone . O
Firskname Fieldd — 4
Initials Figld1 O
Skreet F!Eldz O

i Field3 0
Ciky Field4 —
Pastal Fields O
Skate Fielda bl O
Counkry [l
Phone O
Ernail O
Ext O ;I
Warning! Mapping wrong figlds will result in invalid cardbolder data ...,
Enter D'ate Format in Source File

[T Add card usage to existing count, if selected
Cancel | < Back | ek = Eimisti

= Map the source fields to AxiomV™ cardholder fields. Mapping the wrong fields
may result in invalid cardholder data. Enter the Date Format of the source file if you
are importing date fields as well. Card usage count can be increased by the inputted
number instead of being set to that number by checking the box. Check the
appropriate box for any Unique Fields. If nothing is checked, then Card Number is
taken to be the unique field by default. Click Next to launch the window to schedule

the import.
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£ Axiom¥ Card Import Wizard o [m] S

Set up the schedule for auto run or dick next to run the import now,

[ Start import program with the 05,

v Scheduled Import

r E'-.-'EF':.-' I Hours

% Daily |12:3n:nn Ph j

WV Mom | Tue | Wed [V Thu
v Fri [T 5atk [ Sum

Cancel < Back | ek = | Eimish

= Configure the Schedule for importing cardholders’ information. Click the Next
button to have the option of selecting Run (to import the selected information right
away) or minimize the Wizard to auto run the import at the scheduled time. The
utility can also be set to start up when the Operating System starts.

= The import utility can be set to run at an interval set in hours (e.g. every two hours or
every five), or it can be set to run on specific days at a specific time (e.g. 12:30pm).
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£ Axiom¥ Card Import Wizard

[y T p———
VIEW REDErL

= Click on Run button to start importing the selected fields from the source file to
AxiomV™ cardholder.
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£ Axiom¥ Card Import Wizard o [m] S

Y¥au have successfully provided the infarmation required For impart. To execute
the impart now click on Fun butkon or minimize the window o run ak a
scheduled time.

Processing record 41 of 55 :l
Froceszsing record 42 of B8
Processing record 43 of BS
Proceszsing record 44 of 55
Froceszzing record 45 of B5
Processing record 46 of 55
Processing record 47 of 55
Froceszzing record 48 of B5
Processing record 49 of 55
Froceszsing record 50 of B5
Processing record 51 of BS
Proceszsing record 52 of 55
Froceszzing record 53 of B5
Froceszzing record 54 of 55
ihg record 5

Cancel | < Back | [ e | Einish |

= Minimize the Import Wizard to have in auto run mode. Clicking on the Finish button
will shut down the AxiomV™ Card Import Utility.

= Click on View Report button to view Axiom Import Log information once the
cardholder information is imported to AxiomV™ cardholder.

& Aviomimp_info.log - Notepad - 10| x|
File Edit Format Help
=
This loq File was writken by Axiomimp program
03f11/2004 17:24:55 Import Initialized. ..
03/11/2004 17:25:02 Import completed, .,
o
4| | d
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MS Access Database Format

£ Axiom¥ Card Import Wizard =01 x|

The wizard will guide wou through configuring Axiomy Impork ukiliksy

Select the Source Farmak

Tesxk File
SOL Database
M5 Acoess Dakabase

Cancel | = Back Mext = Eimishi

= Select the Source format as MS Access Database and click on Next button.

RBH Access Technologies Inc. AxiomV™ User's Manual Version 5.2.81

99



Chapter 5
Monitoring Security Access

% Axiom¥ Card Import Wizard - SALES DEMO PRO =10 x|

Select File Marme

IC:'I,D-:u:uments and ettings\administrator\DeskkoplaxuserlTl.m . |

IR,
Conneckion Skring

Test Connection

Cancel < Back

= Select the File Name or write in the Connection String, whichever way the source file
from where the cardholder information to be imported, is available.
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% Axiom¥ Card Import Wizard - SALES DEMO PRO

i\Documents and Settings\administratoriDeskiophaxuserLT1.m

P ovider=Microsoft, Jet, OLEDE. 4.0;Data Source=databasename

= Select Table or Query for importing Cardholder information.
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£ Axiom¥ Card Import Wizard

£ Axiom¥ Card Import Wizard

Select cardnumber,Last name, First name, City from Cards Where
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= Click on Next button to Map the fields to be imported.

£ Axiom¥ Card Import Wizard =01 x|

Map the figlds to be imported

Axiom Fields | |Llni|:|ue Field | -

Action [

Lastname | pal =
Firstname Hone = O

Initials CardhalderID — [

Street e Ol

: irstnanme

City Initials O

Postal Street [

State ity Ol

Country Poskal = O

Phone [

Email O

Ext [l |
Warning! Mapping wrang fields will result in invalid cardholder data ...

Enter Date Format in Source File I

[~ &dd card uzage to existing count, if zelected
Cancel | = Barck | Mext = Eirishi

* Map the source fields to AxiomV™ cardholder fields. Mapping the wrong fields
may result in invalid cardholder data. Enter Date Format of the source file if you are
importing date fields as well. Card usage count can be increased by the inputted
number instead of being set to that number by checking the box. Check in the
Unique Field. If nothing is checked, then Card number is taken to be the unique field
by default. Click Next to launch the window to schedule the import.
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£ Axiom¥ Card Import Wizard o [m] S

Set up the schedule for auto run or dick next to run the import now,

[ Start import program with the 05,

v Scheduled Import

r E'-.-'EF':.-' I Hours

% Daily |12:3n:nn Ph j

WV Mom | Tue | Wed [V Thu
v Fri [T 5atk [ Sum

Cancel < Back, ek = Eimish

= Configure the Schedule for importing cardholders’ information. Click the Next
button to have the option of selecting Run (to import the selected information right
away) or minimize the Wizard to auto run the import at the scheduled time. The
utility can also be set to start up when the Operating System starts.

= The import utility can be set to run at an interval set in hours (e.g. every two hours or
every five), or it can be set to run every day at a specific time (e.g. 12:55 p.m.).
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£ Axiom¥ Card Import Wizard

[y T p———
VIEW REDErL

= Click on Run button to start importing the selected fields from the source file to
AxiomV™ cardholder.
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£ Axiom¥ Card Import Wizard o [m] S

Y¥au have successfully provided the infarmation required For impart. To execute
the impart now click on Fun butkon or minimize the window o run ak a
scheduled time.

Processing record 41 of 55 :l
Froceszsing record 42 of B8
Processing record 43 of BS
Proceszsing record 44 of 55
Froceszzing record 45 of B5
Processing record 46 of 55
Processing record 47 of 55
Froceszzing record 48 of B5
Processing record 49 of 55
Froceszsing record 50 of B5
Processing record 51 of BS
Proceszsing record 52 of 55
Froceszzing record 53 of B5
Froceszzing record 54 of 55
ihg record 5

Cancel | < Back | [ e | Einish |

= Minimize the Import Wizard to have in auto run mode. Clicking on the Finish button
will shut down the AxiomV™ Card Import Utility.

= Click on View Report button to view Axiom Import Log information once the
cardholder information is imported to AxiomV™ cardholder.

& Aviomimp_info.log - Notepad - 10| x|
File Edit Format Help
=
This loq File was writken by Axiomimp program
03f11/2004 17:24:55 Import Initialized. ..
03/11/2004 17:25:02 Import completed, .,
o
4| | d
AxiomV™ User's Manual Version 5.2.81 RBH Access Technologies Inc.

106



Chapter 5
Monitoring Security Access

SQL Database Format

£ Axiom¥ Card Import Wizard =01 x|

The wizard will guide wou through configuring Axiomy Impork ukiliksy

Select the Source Farmak

S0 Dakahase
M3 Access Dakabase

Cancel | = Back Mext = Eimishi

= Select the Source format as SQL Database and click on Next button.
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% Axiom¥ Card Import Wizard - SALES DEMO PRO

= Click on Browse/Ellipsis Button to provide the information about the connection
string for the SQL database from where the cardholders’ information is to be
imported.

Build Connection String

FOLOLEDE
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= Provide the above information to build a valid connection string. Use ‘sa’ as the
‘User Id” and ‘password’ for the ‘password’ if you haven’t changed them.

= Select Auto detect SQL servers and databases option, if import utility is opened from
an AxiomV server machine. If an Axiom client connection cannot detect other SQL
installation on the same network, it will allow to put in the SQL information
manually and will disable this option

Build Connection String

Provider ISQLOLEDE

Server | TESTINGA |

Trusted Connection [~

User Id Isa
Passward Ipasswurd|
[DakaBase I AxiomDaka j

™| Auto detect SGL servers and databases

Ik Zancel |

= Click OK to get back to connection string window.
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% Axiom¥ Card Import Wizard - SALES DEMO PRO =10 x|

Conneckion Skring

provider=5QLOLEDE; server=TESTEMAILSERVER | AXICMSYSTEN

Test Connection

Cancel < Back | Mext = | Einishi

= Click on Test Connection button to verify a valid connection string.

Axiom¥ Data Imp El

Connection Succeszstul.

= If the information provided is correct, you will get the message ‘Connection
Successful’, otherwise

Axiom¥ Data Imp El

Connection Failed
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= Click on Next button after providing a successful connection for importing cardholder
SQL database.

£ Axiom¥ Card Import Wizard

wini_ardholders |_

= Select Table or Query for importing Cardholder information. Select the name of the
table if “Table’ option is selected or write the query if ‘Query’ option is selected.

RBH Access Technologies Inc. AxiomV™ User’'s Manual Version 5.2.81

111



Chapter 5
Monitoring Security Access

£ Axiom¥ Card Import Wizard

seleck * from data where idsort = “valid|

= Click on Next button to Map the fields to be imported.
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£ Axiom¥ Card Import Wizard o [m] S

Map the figlds to be imparked

Axiom Fields | | Unique Field |«
Action O

|Lastname | ~|
Firstname None = O

Initials CardhalderID = O

Street o O

cw e 5

Postal Street O

State City O o
Country Poskal i O

Phone O

Email O

Ext [l |

Warning! Mapping wrong fields will result in invalid cardholder data .....

Enter Date Format in Source File I

[T Add card usage to existing count, if selected

Cancel | < Back | ek = Eimish

» Map the source fields to AxiomV™ cardholder fields. Mapping the wrong fields
may result in invalid cardholder data. Enter Date Format of the source file if you are
importing date fields as well. Card usage count can be increased by the inputted
number instead of being set to that number by checking the box. Check in the
Unique Field. If nothing is checked, then Card number is taken to be the unique field
by default. Click Next to launch the window to schedule the import.
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£ Axiom¥ Card Import Wizard o [m] S

Set up the schedule for auto run or dick next to run the import now,

[ Start import program with the 05,

v Scheduled Import

r E'-.-'EF':.-' I Hours

% Daily |12:3n:nn Ph j

WV Mom | Tue | Wed [V Thu
v Fri [T 5atk [ Sum

Cancel < Back, ek = Eimish

= Configure the Schedule for importing cardholders’ information. Click the Next
button to have the option of selecting Run (to import the selected information right
away) or minimize the Wizard to auto run the import at the scheduled time. The
utility can also be set to start up when the Operating System starts.

= The import utility can be set to run at an interval set in hours (e.g. every two hours or
every five), or it can be set to run every day at a specific time (e.g. 12:55 p.m.).
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£ Axiom¥ Card Import Wizard

[y T p———
VIEW REDErL

= Click on Run button to start the import.
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£ Axiom¥ Card Import Wizard o [m] S

Y¥au have successfully provided the infarmation required For impart. To execute
the impart now click on Fun butkon or minimize the window o run ak a
scheduled time.

Processing record 41 of 55 :l
Froceszsing record 42 of B8
Processing record 43 of BS
Proceszsing record 44 of 55
Froceszzing record 45 of B5
Processing record 46 of 55
Processing record 47 of 55
Froceszzing record 48 of B5
Processing record 49 of 55
Froceszsing record 50 of B5
Processing record 51 of BS
Proceszsing record 52 of 55
Froceszzing record 53 of B5
Froceszzing record 54 of 55
ihg record 5

Cancel | < Back | [ e | Einish |

= Minimize the Import Wizard to have in auto run mode. Clicking on the Finish button
will shut down the AxiomV™ Card Import Utility.

= Click on View Report button to view Axiomimp_info.log file to check the error
messages for import, if any.

& Aviomimp_info.log - Notepad - 10| x|
File Edit Format Help
=
This loq File was writken by Axiomimp program
03f11/2004 17:24:55 Import Initialized. ..
03/11/2004 17:25:02 Import completed, .,
o
4| | d
AxiomV™ User's Manual Version 5.2.81 RBH Access Technologies Inc.

116



Chapter 5
Monitoring Security Access

i Export6

Selecting Export will start the Card Export utility.

> Export module has two options to select from: Local export, and Remote ftp export

Local export

% Axiom Card Export - SALES DEMO PRO -10] x|

The wizard will guide wou through configuring Axiomy Export utility

{* Local export " Femote fip export

Save file name as

| -

[~ IF file already exists overwrite

[ Firsk row in kext file has column headers

Field Separator

! =

Zancel | < Back | Mext = | FEimish |

= Browse or type the name of the file to be saved. Check the box if you wish to overwrite
an existing file of that name.

® This selection is only available if the optional license for the Import & Export Utilities has been purchased and installed.
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Remote ftp export

£ Axiom Card Export - SALES DEMO PRO - 0] x|

The wizard will guide wou through configuring Axiomy' Export ukility

¢ Local export 7+ Remote fip expart
ftp site
User ID I

Passward I

File name I

[ Firsk raw in kext file has column headers

Field Separator

= Fill in the required ftp information

= Check the second box if you wish to include column headers in the text file.

= Select the Field Separator to be used and then click Next.
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=T

Map the fields to be imported

Axiom Fields | Dest Fields i
Motes

Department

PictureData

SignatureData

FingerPrintData

Cardrumber Field 3
Issue Level

Arcess Level

Activation Date Field 4
Expiry Date Field 5
Pin

Usage Count

Card Status Field &

a€|

Enter Date Formatfor expoart file I_.r.}._.r._.r. i dd

Cancel | < Back |

FEimish |

= Select which AxiomV™ fields are to be saved and to which destination fields.

= |If adate field is being saved enter the desired date format to be used.

RBH Access Technologies Inc. AxiomV™ User's Manual Version 5.2.81

119



Chapter 5
Monitoring Security Access

% Axiom Card Export

Set up the schedule for auto run or dick next to run the export now,

v Start program with the 05,

[¥ Scheduled Export

=101 x|

" Every I_ Hrs
{* Daily |4:15:nn YR

=]

¥ Mon [ Tue |v Wied
v Fri [T sat [ Sum

[~ Thu

Cancel < Back Mext =

FEimish

= |f you want the Export utility to start very time the computer starts then check the

top box.

= Check the second box to configure a schedule for periodic exports, every X
number of hours (up to twenty-four), or on specified days at a specified time.

= Click Next to go on to the next screen.
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% Axiom Card Export

I m [P &
yIEW KEmOrn
JEW BEEOFT
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/ After setting up the export you can either Run it now, minimize the screen to run in
the background, or shut it down by clicking on Finish.

_[Eix

You have successfully provided the information required for export. To execute
the export now dick on Fun button or minimize the window to run at a

scheduled time,
Fleaze W ait writhg zource file ...

Starting expart ..
Ewport Completed..

View Report | Fun |

/ The green RBH globe icon can be found in the bottom right corner of your computer
screen when the Export utility is running in the background.

|<< SR Fy WYl s:30eM

External Tools

External Tools allows the user to access programs, utilities, and tools that are not part of
the AxiomV™ gystem.
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£ ' External Tools x|

J 2 Mew = Cancel X Delete

MHame

|=an

Apphcation Path

o1

= lzon Path Application Fath

Name

Enter the name (description) of the desired program (utility or tool) as you would like
it displayed in the menu.

Icon

Browse or enter the path to the icon that is to be displayed in the menu (optional).

Application Path

Browse or enter the path to the desired program (utility or tool).
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£ ' External Tools x|

J [ Save w0 Cancel 2 Delete

MHame

IMImpnrt
|=an
I"-.HT esting_4%C\Program Filesh\REH\Axiom™binhdiomLogo.ico _|

Apphcation Path
I"-.HT esting_4%C\Program Files\REBH\Axiormbinhbd mport. exe

= lzon Path Application Fath

Save the entry and it will be added to the External Tools menu.

External Tools W 32 add Tool

i:.:"_ﬂ MIrnport
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Reports
ff-: Axiom¥ Security System

” File Miew Swskem Status Database Tools | Reports Help

=3 5 = B History
Log CFf Events Viewer | Swskemn Skak Datahase

%2 £QAD BALWN-"DED

i History Reports

History Report will open the AxiomV™ History Report window. The operator can
generate reports from the history files, filtered and sorted as needed.

/ Main. Operator and Alarms History Report is shown only under Master Profile

1o
L& = =n A &

Preview Prink DR Fork Find

M ain Report General l Messages | Saorting | Save
MC100 Report
Device Controller Repaort Date Time
Accessz Point Report

Input Freport Stat| 1 714/2008 x| [12:00:00 &M
Qutput Report
CardHolders Report End| 1/14/2008 |  [11:5%53PM
Operator Aeport

Time & Attendance Report
Alarmz Report

K.eyPad / Apartment Beport
Metwork. Report

Accesz Granted Hourly Count
Azzetz Report

Vigitors Details

Wigitors activity

Yigitors Currently Checked In

[~ Daily Repart

EEL EE

KN o
| 4
Information on how to create Event History Reports is given on page 333 of Chapter 8.
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Maintaining History Files (Archive Log database)
SQL Server Agent

&\\ To maintain your Event History, SQL Server Agent must be running

To confirm that SQL Server Agent is running double click the SQL Server Service Manager icon
(found on the right-side of the Task Manager, near the clock display).

50 SOL Server Service Mana o [m] S

Server |TESTING_2 =]

Services: I SOL Server Agent j

Refrezh services. . |

Ll Start/Cantinue
%} ll Fauze
]

Stap

I &to-ztart service when 05 starts

|Hunning SAWTESTIMG 2 - SOLS erverdgent

SQL Server Agent maintains the AxiomLog files. Additional history files will be created (e.g.
AxiomLogl, AxiomLog2) as the amount of history data increases. After a history data file
surpasses 1.5 GB a new file is created.

/ This option is available for all supported SQL server and /or MSDE 2000 based
systems only.

/ For SQL Express 2005 and 2008 based system SQL Server Agent is disabled and
history data file is maintained through a program within AxiomV™ system

&\\ If your history data file (AxiomLog.mdf) grows beyond 1.6 GB contact RBH
Support for assistance. You will likely lose history if your history data file reaches
2048Mb.
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“*| Database Reports

Database Report will open the available AxiomV™ Database Reports and Database
Report Designer” window. This window will allow the operator to generate reports from
the database files, designed as needed by the operator.

£5 Axiom¥ Database Reports ) [w]
& S A ¥
Preview Designer  Prink Font  Refresh [Delete Find
Access Level Report | | General l Sarting |

Arcceszs Point Group R eport
Arccezs Point Beport
Apartments Repaort

Area Report

CardHaolder High Security Read
CardHaolder Link Report
CardHolder Lock Unlock Read
CardHolder Readers Report
CardHalder Repaort
CardHolder Simple Report
Company Bepart

Device Contraller Report
Elewvatars Groups Repart
Elevators Report

Facility Codes Repart
Global Commands Repart

[] Drezcription

Haoliday Report

|rput Group Report

Input B i

‘”plu =por | L|LI W Select Al

| 4

Information on how to create Custom Database Reports is given on page 344 of Chapter
8.

" Licence is required for enabling Designer in Database Reports
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Help

+= AxiomY Security System

|

” File “iew Swstem Status Database Tools Reports | Help

g =
= a: ] 1 contents...
i ¥ Ind
Lag CFf Events Wiewer | System Staktus | &larn =7 ANOEx...

“ a.'f i | i @ ﬂl | F; Ez |.|.|. | Hﬂuﬂ j; Technical Suppart

ﬂ Axiamy COn The Web
vents Yiewer

| Date ':-:E Abauk, ,

Pressing F1 while in the program will bring up a portion of the Help Utility relating to
the current screen.

Systerm Statuz
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?
ﬁ Contents...

(ol x|

Hide Back Forward  Home Print  Optiohs

LContents I Index | Eearchl [~

= | welcome to Axiomy

L] L L] L]
[2) Copy Richt and Trademarks Conventions in this guide
Abaut This Guide
rventions used in this guide
Before Installing Axiom'

Menu options, window titles_ fields, and buttons are indicated

@ 1. Introduction to Axiomy by italic tupeface. For example, “choose Computer Config
@ 2. Fie from the System menu” or “click Cancel to cancel vour
@ 2 view changes™.

@ 4. System Stakus
@ 5. Datahase

@ & Reports Keyhoard actions and function keys are denoted by bold

@ 7. Tooks tvpeface. For example, "press F1 to display online help”.
@ 3. Digital Wideo Recorders (DVRs)
@ 9. Optional Madules Kevboard control sequences (i.e.. using two or more

kevboard keys in combination), are denoted by kevs in bold
tvpeface separated by a plus sign (+). For example, “press
Citrl + Alt + Delete to reboot the system™

A section beginning with an arrow symbol indicates the
start of a task or procedure. Following the
intfroductory statement are step-bv-step instructions
necessary to complete the procedure.

A section that begins with a pencil symbol indicates
ﬁ special information of which you may want to take
additional notice.
= A section that begins with a hand symbol indicates
cautionary information.

o\.'_;% A section that begins with a bomb symbol indicates
warning information. |

Contents will take you into the online help.

RBH Access Technologies Inc. AxiomV™ User's Manual Version 5.2.81

129



Chapter 5
Monitoring Security Access

Index...

0 e o @ &
Hide Back Forward  Home Pint  Options

=0l x|

Contents  Index |§earch|

Custom Fields

Type in the keyword to find

| Custom Fields

Copyright -

Custom Reports
D atabase Report . X R X
Date Time other information that is required for the cardholder.
Department
Device Acoess _ -
Device Cortroller Status New : Now Combo Box can be added as custom field.
DHO "W arning
Disarm Input
D-Net Errars
Drovwnload

This section allows additional user-defined cardholder fields to be setup and given a field name. Additional fields might
include, who to call in case of emergency, car license plate number, parking spot number, hiring date, tax codes or any

Duplex Printer
DR
Ewent Blocking

Cardholders Design i

Events [ Maximurm] | & save | &7 Cancel | B Tab  F Text 183 Number A Label E Date ! Time B Combo

~=10lx]

Evertts Viewer Card Mumber Lazt Mame First Mame
Execute on holidays

Initials

Expiry Date I I I
Extended High Security
Facility Cade

Facility Codes
Fingerprint

Firmware Upgrade Statues Card Type

Firsh
Fied Holiay | ]| I

Flip Card lszue Level PIN Code  Usage Count Card Mame

General | F‘ersonall Dptionsl CodaLinksI Groupsl F‘hotol

Grant Access o -

Guard Group I 0 j Im I j I
Guard Tour

Hard AP Enabled —
Hardware Setup [inoeo0z x| fononm =
High Security

Activation Date

iozozzoe x| |ococoo

k

Holidays
Harizontal Card Labell

Horizantal [T :
lgnare High Security I Aocess Level Special Access Levels MNates
Import Map

History Repart Deactivation Date Iﬁ
History Settings = lﬁ ¥ 16/10/2000

Input Groups
Inputs Groups Status
Inputs Status

Instuction Meszages J|

Inter Lock Groups
Interock

lszue Level
KeyBoard Timeout
Language

Lastname -
Sl = EI Tab
Display

Click on Tab to create a new tab. Just enter a new name for the tab and click OK.

Index will take you into the online help.
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Technical Support

E? AxiomY =10l x|
= 2 6y & 0

Hide Back  Forward  Home Frint  Options

Search
antentsl Index =2 Sll]]lml‘t:

Type in the kepword to
find:

Lt T | Address EBH Access Technologies Inc

2 Automatic Foad |
Sutte 103 —
Brampton , ON - L&3 KB

Canada

Select Topic to dizplay:

Emall  Supporti@rbh-access.com

Web www. Ebh-Access.com

Dizplay |
=

Clicking support brings up a window that has information on how to contact RBH for
technical support.

é AxiomV™ on the Web

Clicking here will launch the Internet Explorer and take you to the RBH web site.
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/2 RBH Access Technologies Inc. - Axiom¥ Overview - Windows Internet Explorer = =] |
‘ ] e s L[S
5\-\9 - |g, hittpf e, rbh-access, com/ axionmy: j |§||ﬁ| |£| IﬁGoogle |P v|
~ . m »
. Favorites @ REH Access Technologies Inc, - Axiomy Overview J M- + [ g v Page~ Sofety~ Tooks~ (@~

H.O['-ﬂE SOLUTIONS PRODUCTS SUPPORT CONTACT LOGIN

Products = AxiomV

o . _. = EO
iegraz2 AxiomyvVv ouel e [} S8

AxiomV

Hardware
Software A)uc.m\f. Enterprise Securﬂy Management System for large mul.t|-s?tefmult|-le.nant TETTETEE
Accessories applications, seamlessly integrates Access Control, Alarm Monitoring, and Video
AxiomView Surveillance into an elegant and versatile building management and security system.
SafeSuite i ; - ’ -
Bringing together different aspects of security management can be challenging. AxiomV
Readers/Keypads stands up fo the challenge by combining Access Control and Alarm Monitoring with
Cards Video, Building management automation, Asset tracking, Guard tour and
Accessories Visitor management, and many more important security functions into an elegant and
o . A
[ [ | @ | |6 mntemet hov | R0 -
About...
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Sciomy Yersion 5.2.61 Release 3

Copyright €1 1995-2012 REH Access Technologies Inc.(Canada)

REH Access Technologies Inc,
Email: info@rbh-access.com
e, tbh-access, com

This Product is licensed ko
SALES DEMO PRO i’

Cptions selected:

Guard Taur Syskem

Card Import

Asset Tracking Swskem LI

Dealer Information

AEC Company
123 Some Street
Mothing

Clientz Connected

TESTEMAILSERVER  1bh 08 23202 10:44:42

Ok |

This window will display the current version of the software.
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/ To input information into the ‘Dealer Information’ box create a notepad file called
“rbh.ini” as shown below and save it in the ‘bin’ folder under AxiomV™, (Enter your
company’s name in place of "RBH Access Technologies Inc.”). You can also add an
additional ten lines to your dealer information.

& rbh.ini - Notepad - O] x|

File Edit Format Help
[Dealer] =]

DealerMame=REH Access Technologies Inc.
CealerInfol=
Cealerinfoz=
CealerInfo3=
CealerInfod=
Cealerinfob=
CealerInfo&=
CealerInfo?=
CealerInfoi=
DealerInfob+
DealerInfoli=

[0 Al

The bottom part of the screen provides information about all the axiom clients connected
at that time and also the time client logged on and connected to the server.
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Toolbars

AxiomV™ has customizable toolbars. Items can be added to or removed from the
standard toolbar. As well additional toolbars can be added. Any selection from any
menus can be added to any toolbar.

|T Standard
|T Database

Cuskomize, ..

Right click in an open space of the menu or toolbar and a menu will pop up. Click to
uncheck or check the availability of the listed toolbars. Click Customize... to open the
customization window.

x

Toolbars |§Dmmands I Options |

Toolbars:

Fename...

[elete

Re=et

Close

The Customize window has three tabs. The Toolbars tab is where new toolbars can be
added, existing toolbars can be renamed or reset to their default settings, or non-required
toolbars can be deleted.
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Customize

Toolpars  Sommands Igptinnsl

Categories:

Selected command:

De=crigtion

Commands:

=2 Log Off
Exit
System Settings. ..
System Seftings. ..

| | Wity Selection ™

Reset

Delete

Name: Interlocld Groups

oze

Default Style

Texk Only (Ahways)

Text anly (in Menus)
|T Image and Text

Eeqgin a Group

From the Commands tab items can be added to the toolbars. Make a selection from the
Categories on the left, Commands will be shown on the right. Simply click and drag the

appropriate command to its desired location on a toolbar.

Select a button on a toolbar and click Modify Selection or you can right click on the
button. The menu revealed is used to modify the button itself. You can choose from
image only (Default Style), text only, or both (Image and Text). Reset will change the
button’s setting back to their default values, and Delete will remove the button from the
toolbar. Dragging a button off of a toolbar will also remove it. Name will give you the
true name of the button while Description will show the displayed name. Begin a Group
inserts a separator to the left of the button.
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x

Petzonalized Menus and Toolbars

v Menus show recently used toolz first

V¥ Show Tull menus after a short delay

Feset my uzage data

Cther

| Large icons
v Showy ScreenTips on toolbars

[ Showe shortcut keys in ScreenTips

Menu animstions: I(Nu:unej i I

Close

Select from:
M Menus show recently used tools first.
M Show full menus after a short time.
M Large Icons.
M Show Screen Tips on toolbars.
M Show shortcut keys in Screen Tips.

Menu animation can be set as None, Random, Unfold, Slide, Explode, or Fadeln.

Add or Remove Buttons

Eﬁ AxiomY¥ Security System = |I:I|£|
” File Yiew Swstem Status Database Tools Reports Help
=0 & ] 1k o) IS B
Log Off Events Yiewer | System Status | &larms Monitor Cards Monitor  Maps Display Hiskary: -

”% 1 | l @ ﬂ | % E: |.|.|.| Huuu :_;: @ EZ ﬁ Log CFf Chrl+L ||5|:Id or Remove Buttons -
_ v @ Events Yiewer
System Statuz vents Yiewer 3 '_l.;;l oetem state

Date

< I Alarms Maonitor
Cards Monitar
aps Display

=1

<l<fef<]

e
B

T

iskary

set Toolbar

stamize. ..

Re
U
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Only the two default toolbars will have the feature to add or remove buttons. There is a
pull-down indicator () at the end of the standard or database toolbars, click on it. Move
your cursor over the Add or Remove Buttons selection to open a list of buttons that can be
easily added or removed. Simply click to check or uncheck selections. Buttons added
under Customize will show on the list but will be grayed-out to show that they can only
be changed under Customize.

Customize will open the same window as show above on page 135. Reset Toolbar will
restore the selected toolbar back to default settings the same as the Reset selection under
Customize does.

[

l_ % Operator Profiles Add or Remove Buttons -
IT i Operators

IT i Holidays |
IT @ Schedules

IT ﬂ reas

IT Messages

IT F; Hardware Setup

IT EHE Elevators

IT |_|_|_ Floor Groups

IT Huﬂu AccessPoint Groups

IT 7 Input Groups

IT 'EEE? Qutput Groups

IT - Interlock Groups

IT ?;H Access Levels

l_ ﬁ Departments

l_ ﬁ Companies

l_ > Asset

IT (] Cardholder Types

IT 174] Cardholders |

_|
8o
=
rg:.
i

e

E-% Cardholder Reader Access
v W AxiomLinks

IT 49 Global Commands

\v [A Facility Codes

IT ﬁ Message Ports

|v =n DVR
IT [ Guard Tour

Beset Toolbar

Customize...
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Module Selector

The Module Selector has two tabs, System Status and Database. Under System Status the
operator can select which category of items to display in the System Status Pane. The list
of choices is the same as the list in the System Status menu: Networks, NC100s, Device
Controllers, Access Points, Inputs, Outputs, Access Point Groups, Input Groups, and
Output Groups.

The Database tab gives the operator access to all the database modules available from the
Database menu. These include, Cardholders, Access Levels, Operators, Database
Profiles, Schedules, Holidays, Areas, Messages, AxiomLinks™, Facility Codes, Access
Point Groups, Input Groups, Output Groups, and Hardware Setup.

To switch from System Status items to Database items click the ‘Database’ box at the
bottom of the Module Selector. The Database box will move up and the database items
will be displayed. To switch back to System Status items from Database items click the
‘System Status’ box at the top of the Module Selector. The Database box will move
down and the system status items will be displayed.

System Status System Status

[ atabaze

Cperator Profiles

L 4

Operatars

Device Contrallers

Halid ayE

W

]
o

Cutputs

4[]

D atabaze

2=l The scroll up and down buttons will reveal more selections if there isn’t enough
room to display all of the choices on the screen.
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Status Bar

The Status Bar will display the name of the logged on operator. It also displays alarms
count, total items loaded on system status pane and current date and time.

Events Viewer

J Semi-permanent * || |

Date Message Device Cardholder -

25/06,/2003 11:21:43 AM Door not open alarm RC2\Reader?

The Event Viewer displays the messages of events as they happen. These events are also
logged to history for later retrieval. Which messages are displayed can be set for each
operator.

The top messages can be locked so that scrolling up and down will not affect them.
Move your curser to the line between the headers and the top message. When the curser
changes (to2), click and hold the left mouse button. Then drag the line down to include
all the lines to be locked (all messages above the line will not move during scrolling). To
remove the lock drag the dividing line back up above the top message.

Right click a header in the event window to bring out the pop-up menu as shown below.
Other pop-up menus will appear when you right click on a specific message. The menu
items will correspond to the device in the selected message.
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%l Sort Ascending
Z } sort Descending

Hide Colurmn
Freeze Column

Showa all

nfreeze Al

Il Display Paused

25 Clear

24
Z Sort Ascending

Click on Sort Ascending to sort the selected header ascending. Events in the monitor
screen now appear sorted with the lowest value at the top.

Av
A Sort Descending

Click on Sort Descending to sort the selected header descending. Events in the monitor
screen now appear sorted with the highest value at the top.

Hide Column

Use Hide Column to hide the selected column from view, so that unnecessary information
does not take up space on the monitor screen. Hidden columns can be brought back
when their data becomes relevant again.

Freeze Column

Freeze Column is used to lock columns. These columns include the selected column and
any columns to its left. Locked columns will not shift with left and right scrolling. The
line separating the locked and non-locked columns can be shifted. Just click and drag the
line to move it. Look for the curser to change (toa=) indicating the ability to move the
dividing line.

Show All

To display all hidden columns, click on Show All. Showing only some columns is not
directly possible. To achieve the same end result, unhide all columns and hide again the
columns not required.

Unfreeze All

Unfreeze All will shift the column lock dividing line all the way to the left, thereby
unlocking all columns.
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" Pause Display

New messages are always added to the bottom of the log display, and the log display is
moved to show these messages as they come in. Select this option to hold the display on
the desired messages and not automatically move to show the new messages just added.

x Clear

Click here to permanently clear all events from the monitor screen, and to begin
accumulating new events. Once events have been cleared, they will only be accessible
through history reports.

Event Viewer Commands

Pop-up menus will appear when you right click on a specific event message. The menu
items will correspond to the device in the selected message.

Standard Commands

Standard Commands are commands that are common to all items, although some
commands are only available if the option has been configured. Where applicable
commands can be executed as permanent, semi-permanent, or timed.

> Clear

5 Configuration. ..
Monitoring. ..

=n Play
TR Live
Send ASCII

Il Display Paused

& print

Status...

x Clear

Click here to permanently clear all events from the event viewer screen. Once events
have been cleared, they will only be accessible through history reports.

ﬁ§ Configuration...
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Choosing Configuration will take you into the properties window of the selected item.
More detailed information is given in Chapter 7 Database.

Monitoring...

In Monitoring, alarms can be set to trigger, messages can be blocked and/or sent out as
ASCII messages, and the status icons for the item can be changed.

Play

Selecting Play will start DVR playback for the selected item starting from the time stamp
of the selected event. DVR and cameras must be configured for this command to
function.

Live

Selecting Live will start live play of a camera configured for the selected item.

Send ASCII

Send ASCII will activate the message module for the selected item. This option must be
configured for the item for the command to appear in the menu.

Pause Display

New messages are always added to the bottom of the log display, and the log display is
moved to show these messages as they come in. Select this option to hold the display on
the desired messages and not automatically move to show the new messages just added.

= -

Use Print to produce a printout of the current status of all selected items.

Status...

Status will bring up a status window as shown in System Status AccessPoints, see page
180.

RBH Access Technologies Inc. AxiomV™ User's Manual Version 5.2.81

143



Chapter 5
Monitoring Security Access

NC-100 Commands

Version
Log Size
D-Met Errors

Set Date/Time
Get DateTime

DownlLoad

DownLoad Pending Commands
i Card Dump
& Firmware Upgrade

Device Firmware Upgrade Virtual RC2PC 100 Firmware Uparade
Virtual I0C16-PC 100 Firmware Lpgrade
1JC 100 Firmware Upgrade

Initialize

Clear Log

Clear Memory

Schedule Inquiry

Version

Version will return the firmware version of the selected NC100/UNC500.

Log Size

Log Size will return the amount of memory the selected NC100/UNC500 has to store
event messages when it is not connected to the PC.

D-Net Errors

D-Net Errors will return the error count window for that NC100/UNC500.

Set Date/Time

Set Date/Time is used to set the date and time for the selected NC100/UNC500.

Get Date/Time

Get Date/Time: will return the current date and time in the selected NC100/UNC500.

Download

Download: will download all the files on the selected NC100/UNC500. Download server
service should be started for download to work.
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Download Pending Commands

Download Pending Commands: will execute the pending commands immediately on the
selected, NC100/UNC500, otherwise system takes care of them at 1:30AM. Download
server service should be started for this functionality to work.

Card Dump

Card Dump: is functionality available just for the first NC100/UNC500 on the network.
This utility shows all the binary information about the card read on any reader connected
on the devices of first NC100/UNC500.

Firmware Upgrade

Firmware Upgrade: is used to upgrade firmware on selected NC100/UNC500

Device Firmware Upgrade

Device Firmware Upgrade: is used to upgrade firmware on the devices connected on D-
Net of the selected NC100/UNC500

Initialize

Initialize will initialize the microprocessor of the selected NC100/UNC500.

Clear Log
Clear Log will delete all messages from the selected NC100/UNC500’s log buffer.

Clear Memory

Clear Memory will remove all data in the selected NC100/UNC500’s RAM. This will
include all database files and log messages.

Schedule Inquiry
Schedule Inquiry will return the status of all schedules for the selected NC100/UNC500.

RC-2 /10C-16 /Keypad Commands

Version

Test Battery

Version

Version will return the firmware version of the selected device RC2/10C16/Keypad.
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Test Battery

Test Battery is used to immediately have the battery tested on the selected device. This
command is available only for RC2 and 10C16.

SafeSuite™ Commands

Arm
Disarm

Forced Arm

Default
Set User
Send Message

Arm

Arm will arm the keypad of the selected apartment.

Disarm

Disarm will disarm the keypad of the selected apartment.

Forced Arm
Forced Arm will arm the keypad of the selected apartment even though one or more
zones are in violation.

Default

This selection will reset the user codes of the panel back to default. User 1 is reset back
to 1234 and the other seven are cleared.

Set User
The user codes can be set up for the keypad of the selected apartment.

IJzer Index

Uzer Code Site Code

0k | Carnicel |
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Cards for the specific formats can also be setup on the keypad of the selected apartment.

IJzer Index

=
I_ — v Card
Lzer Code Site Code

E4 bit REH |
B0 bit FEH

Send Message

This button will pop up a small screen so that you can enter a text message to be sent to
the Liquid Crystal Display of the panel. (See Send Message in Apartments for more
details.)

Select Meszage

! =~

Line 1

Line 2

Send | Cancel |

Access Points Commands

Grant Access

Lock
Unlodk

Set Mode
Reset Mode

Grant Access

Grant Access will grant access at all selected access points.
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Lock

Lock will lock at all selected access points.

Unlock

Unlock will unlock at all selected access points.

Set Mode and Reset Mode

Set Mode and Reset Mode are used to turn on or off different modes (High Security, Two
Person, Door Held Open, Interlock, Request to Exit Disabled, Hard Antipassback
Enabled, and Facility Code) on the selected access points.

Input Commands

Arm Input
Disarm Input

Arm Input
Arm Input is used to arm the selected input.

Disarm Input
Disarm Input is used to disarm the selected input.

Outputs Commands

Turn On
Turn Off

Turn On

Turn On will turn all selected outputs on.

Turn Off

Turn Off will turn all selected outputs off.
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System Status Pane

I
” ﬂ X | | % | Seni-permanent -

The System Status Pane will display the current status of items from a selected group
(inputs, outputs, access points, etc.). Operators can also send commands to the items
displayed here as well as edit their configuration and monitoring parameters. Commands
can be sent to a single item or a group of items. Highlight the desired items then right
click on one of them to bring up the command menu. Clicking on a command will cause
it to be executed for all highlighted items.

M Use Search to display the required items.

x Use Clear to remove any highlighted items that are no longer required.

[~

+|  Use Refresh to update the status of highlighted items.

% Use Print to produce a printout of the status of all highlighted items.
System Status Commands Menus

Configuration...
Choosing Configuration will take you into the properties window of the selected item.

This is where the properties of the item can be changed. Detailed information on the
properties windows is given in Chapter 7 starting on page 197.

Monitoring...

Monitoring is where alarms and ASCII messages are configured. Status icon for the item
can be changed here as well. More information on Monitoring is provided below.

Status...

The Status selection will bring up a detail status window for the selected item. More
information is given on the detail windows in Chapter 6 starting on page 166.
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Other menu selections for each item will be detailed in Chapter 6.

Monitoring

Each item has its own list of events. From this list each item can be selected and have the
following parameters set.

/ Please note that not all tabs will be applicable for every item. Only the applicable tabs
for the item will be provided, and all tabs are shown here for reference purposes.

x|

Alarms | Events | ASCIl | GlobalCommands | Icons | DVR |

karitaring 5chedule

L

[nztructions Schedule

L

On Meszage Off Meszzage

| I i

Action Required Schedule

]

Friority

__I=

Cancel

J

Alarms

Monitoring Schedule

Use the Browse/Ellipsis button to select the Schedule during which this event is
added to the Alarm Queue.

Instruction Schedule

Use the Browse/Ellipsis button to select the Schedule during which this event will
display an instruction message in the Alarm Detail Window of this event.

On Message

AxiomV™ User's Manual Version 5.2.81 RBH Access Technologies Inc.

150



Chapter 5
Monitoring Security Access

Select from the pull down list an instruction message to be displayed when the
schedule is on.

Off Message

Select from the pull down list an instruction message to be displayed when the
schedule is off.

Action Required Schedule

Use the Browse/Ellipsis button to select the Schedule during which this Alarm Event
can only be cleared if data has been entered into its Action box.

Priority

Give this Alarm Event a priority from 1 to 99.

g Event Blocking Schedule [Screen]

-]

™ Block Event Logging to History

)3 I Cancel

Event Blocking Schedule

Use the Browse/Ellipsis button to select the Schedule during which this item will not
display messages on the Event Viewer.
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Meszage

| [

Raoute mezzage to selected part:

Part | Scheduls

)3 I Cancel

ASCII Message

Select from the pull down list an ASCII message to be transmitted when the event
occurs.

Port Type

After selecting the message to be sent, select the method of sending that message
from the list provided. You can send out the message from different ports, each on
its own schedule.
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Route mezsage to selected ports

Fart | Scheduls
bezzage Port COR1

bezzage Fort TCP

bezzage Port etail

Global Commands

x|

| Icunsl DR I

. E secute this link

L

)3 I Cancel

Execute this link

Select an event then click the Browse/Ellipsis button to find the link to be executed
when the chosen event occurs

/ Global Commands are executed by the CommsServer. The event that triggers the
link (Global Command) must be on a network connected to the same
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CommsServer that the network on which the link is being executed on is
connected to.

Ilcons

x|

.-’-‘-.Iarmsl Eventsl .-’-'-.SEIII GlobalCommatnds

[
Ok I Cancel |

Click the Browse/Ellipsis button to change the status icon for the selected event. Some
icons are provided with the system or you can create your own.
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DVR

%R Mame
[T Send ASCH Meszage To DVR I j
— Camera [nfarmatian m Histan Settings
Camera Murnber Fre Event Time
- [ e o
[T PTZ Camera Past Event Time

I_ﬂlﬁec vI

)3 I Cancel

Send ASCII Message to DVR

With ‘Send ASCII Message to DVR’ not selected the system can send messages to a
known DVR to playback a camera associated with a specific device.

DVR Name

Select a DVR from the pull-down menu.

Camera Information

Camera Number

Enter the camera number associated with the chosen item that is attached to the
above DVR. The video from this camera is to be played back to view alarms
associated with this item.

M PTZ Camera

Check here if this camera is mounted with Pan/Tilt/Zoom capability. PTZ cameras
can be controlled with the DVR module.

History Settings
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Pre Event Time:

For history playback from a DVR the Pre Event Time is the amount of time before
the Event’s time. A five second Pre Event Time will start the playback five seconds
before the event.

Post Event Time:

The Post Event Time is how long the playback will run from the Event’s time. A
fifty-five second Post Event Time means that; the playback will continue for fifty-
five seconds after the time of the event.

Send ASCII Message to DVR

Checking Send ASCIl Message to DVR configures the system so that ASCII
messages can be sent to the DVR. ASCII messages are messages created by the user.
(For information on ASCII messages see Messages on page 215.)

x|

.-’-‘-.Iarmsl Eventsl .-’-'-.SEIII GlnhaIEDmmandsl leans | DY I

¥ Send ASCI Message To DWVE

CF Server | P Address

Port #

Eeuea " Label

-

£ Hiztom

Ok I Cancel

DVR Server IP Address
Enter the IP Address of the DVR associated with the chosen item.

Port #

Enter the Port Number for the above IP address of the DVR.
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Camera

Enter the camera number associated with the chosen item that is attached to the
above DVR. The video from this camera is to be played back to view alarms
associated with this item.

®© Label

When label is selected the Alarm Event message is sent to the DVR along with the
time and date of the event, and the camera number. The DVR then plays back that
camera from that time/date displaying the Alarm event message on the video screen.

® History

When History is selected, only the time and date of the event, and the camera number
are sent to the DVR. The DVR then plays back that camera from that time/date.

/ More details on System Status are provided in Chapter 6 on page 166.
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Cards Monitor

The Cards Monitor Screen will display cardholders (First Name, Last Name, and Card
Number), the area the cardholder is in, the last reader the cardholder presented their card
to, and the time they presented their card at that reader. The system first has to have
areas created and access points need to be configured with those areas before this

information can be displayed.

ﬂ Areas

Cardholders can be selected and sorted by Areas, as chosen in the Search Window.

£E Aniom¥ Cards Monitor =10l x|

| Eile
|4l =) 68 X
Area | Counk |Car|:| Mumber [Last Mame | First Mame |Time
ﬂl Entering 5
el 1861 Shah Govind 18/A0q/2003 4:54:30 PM
7a) 1891 Riarh Jinder 18/A0q/2003 3:02:13 PM
iTd] 1857 Test Card 1857  18/Aug/2005 1024126 AM
174 1865 Janda Michelle 13/A0g/2003 10010014 AM
174 1895 Michael Anna 12/60g/2003 11:24:26 AM
] Exit ]
[=1548 Cormpuker, Fasx raom 1
174 1865 Michael Anna 10/A0q/2003 11:51:53 AM
| /
I"'f'f.j;
Frent Cards
Display cardholders from the selection made in the Search Window
£5 Axiom¥ Cards Monitor - O] x|
| Bt
|4 il ee X &
Card Mumber |LastName |Firstr'-.lame Tirne: |.ﬁ.rea |Reader Isage Counk I:I
179 2375 Murmford  Jane 2-Mov-2005 11:22:42 am Reader 1 Direct
] fec=m Aubresy Douglas 24-0ck-2005 10:5%:52 am Reader 2 Direck
1TH] 2395 Roback, Francis 24-0ck-2005 10:56:54 am Reader 2 Direck
175 20941 Durnst Sonia 2-Mov-Z005 11:22:57 am Reader 1 Direct
174 20945 Gresne Victoria 2-Moy-2005 11:23:12 am Reader 2 Direct
e e n= k) Cumka Helen 24-0ck-2005 10:56:56 am Reader 2 Direck
T4 53050 Barnett Amanda 2-Moy-2005 11:53:068 am Reader Z Direct 11
175 53057 Barnett Erent 1-Mow-2005 11:58:24 am Reader Z Direct |
| 4
AxiomV™ User's Manual Version 5.2.81 RBH Access Technologies Inc.

158




Chapter 5
Monitoring Security Access

Alarms Monitor

The Alarms Monitor Screen will list all of the Alarms to be acknowledged and cleared.
Alarms are events that are significant enough to require operator intervention. (E.g. a
‘Door Held Open Alarm’ might not be important enough to require the attention of the
operator.) Access Point and Input states with the word ‘alarm’ in then are not necessarily
Alarm events. Which events are Alarms is set in Monitoring of each individual item.

The Alarm Monitoring screen will maintain its view when an alarm is selected so that
new alarms coming in won’t affect the operator’s ability to handle the selected alarm.

~1olx|
lvuox®Rn S0 |

Date |Message |Dperatur Priority |In5tructiun5 |
8-Jun-2004 8:29:55 AM  Input: alarm RCZ-154 " Tmeoees 1 rbh 2

8-Jun-2004 8:30:30 AM  Forced entry alarm R ¢ acknowledge
8-Jun-2004 8:35:41 AM  Input: alarm RCZ-1 548 Rt 2 o
§-Jun-2004 8:36:50 AM  Input: alarm RC2-154 > Clear
8-Jun-2004 8:36:55 AM  Inpukt: alarm RCZ-154
8-Jun-2004 8:39:36 AM  Device controller: bal SR ECE
8-Jun-2004 8:43:10 AM  Input: alarm RCZ2-154 .
8-Jun-2004 8:44:09 AM  Device controller: bat &b rint
8-Jun-2004 8:45:33 AM  Device controller: batflL= 84

Il Pause Alarms

Configuration, ..
Manitoring. ..

Arm

Disarm

'EH Live
= Play
Send ASCII

£ status...
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Standard Commands

2

¢ Acknowledge
3 Unacknowledge

> Clear
@ Details
&h Print

B History

Il Pause &larms

Configuration. ..
Monitoring. ..

TR Live
=n PFlay
Send ASCII

& status...

Acknowledge

Acknowledge is the first step in handling Alarms. All queued Alarms must be
acknowledged to turn off the Alarms’ audible, if selected. Acknowledged Alarms will be
shown in green or yellow, depending upon if Alarm shown on monitor in the first place
was in blue or red.

Unacknowledge

Only the operator that acknowledged an Alarm can clear the Alarm. Therefore in order
to change operators, an Alarm must first be unacknowledged, so that another operator can
acknowledge it.

Clear

Clear is the final step in handling Alarms. When an Alarm is cleared all data pertaining
to that Alarm is saved. Alarm reports can be generated from the History Reports Screen.

Acknowledge All

Acknowledge All acknowledges all the unacknowledged alarms in Alarm Monitor
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iz

Clear All
Clear All clears all the acknowledged alarms in Alarm Monitor.

v

‘\ Only the operator that acknowledged the alarm can clear the alarm. It is important
therefore that an operator is not deleted if that operator has outstanding
acknowledged alarms, as other operators won’t be able to clear the alarms (not even
by re-creating the operator). Therefore, the later versions of AxiomV™ doesn’t let
you delete an operator if it has outstanding acknowledged alarms in Alarm monitor.

@ Details

Alarm Details provides a place where instruction messages can be located. It also
provides a space for the operator to enter what action was taken in regards to this Alarm.
Instruction and Action messages are included in the Alarm Report.

x
v O X

General |

Date Age Statusz
|1 B-Jun-2004 10:26:40 &b 218 se I.ﬁckncuwledged

Alarm

IInput: alarm

| nztruchions

Actionz T aken || j

Ok Cancel

An Alarm can be acknowledged, unacknowledged, or cleared from the Details Window.
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=

Print

Use Print to produce a printout of selected alarms.

History

Clicking History will produce a report of up to the last ten events that occurred for the
selected item(s) for the current date.

Pause Alarms

Like the Events Viewer the Alarm Monitor Screen shifts down to the bottom of the queue
to display all new incoming alarms/messages. Pause Alarms will freeze the Alarm
Screen view so that this won’t happen. Incoming alarms will not then hinder the operator
from handling alarms that already exist in the queue.

Configuration...

Configuration will call up the configuration window for the device associated with the
selected alarm event.

Monitoring...

Monitoring will call up the monitoring window for the device associated with the
selected alarm event.

Live

Selecting Live will start live play of a camera configured for the selected item.

Play

Selecting Play will start DVR playback for the selected item starting from the time stamp
of the selected event. DVR and cameras must be configured for this command to
function.

Send ASCII

Send ASCII will trigger the sending of the appropriate ASCII message for the selected
alarm. This option will only show up for items that have previously been programmed
for ASCII Messages.
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@ Status...

Status will call up the detail status window for the device associated with the selected
alarm event.

Maps Display

The Maps Display can provide a graphical view of system status. Maps are first created
in MapMaker to display specific items in a graphic view.

The list contains maps defined in the Axiom system. Select a map from the list to preview it. Click
Show button to display the map.

Map 1

M3290.emf

Print Status |

Click on Maps Display and select one of the maps from the list by highlighting the map’s
name and clicking Show.
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r Map 1 i \ | B

i M : e fin
| Semi-permanent ~

Refresh  Find Arm  Disarm

Icons for each item will change as that item’s status changes. You can also right-click
on an icon and the system will produce a command list. The commands for each item are
listed in Chapter 6 System Status.

File Draw Insert | Display Settings

|_ Commands Toolbar |

If Commands Toolbar is activated the associated commands for an icon will appear on
top of the map in the toolbar. Only the last selected icon’s commands will be on the
toolbar.
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Alarms can also be handled from the Maps Display. A red box will appear around the
item in alarm. Right-click on the icon and the command list will include alarm handling
selections (acknowledge, unacknowledged, and clear). Alarm handling is not available
from the Commands Toolbar.

o
' M Semi-permanent ~

- Refresh  Find

Input 1b: Armed - Normal

Alarms ¢ Acknowledge
o Arm O Unacknowledge
<= Disarm X Clear
4 Configuration... > Acknowledge Al
Monitoring... Unacknowledge All
B History B¥ Clear Al
- Iive @ Details
=x Play History

@ Status...

Input 1b - Alarms:1
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Chapter 6
System Status

This chapter describes how to use the System Status pane in the AxiomV™ system.
Operators can view the status of items in the system and execute commands on those
items. Selections can be made from the Module Selector, Menu, or Toolbar.

System Statuz

EEE AriomY¥ Security System
IFI|E Yiew | System Skatus Database Tc
@ Locations
L Oﬂ: B ricioos
“t i | E AccessPoints

. Device Controllers
Syzh e Inputs

P

'E:' Outpuks

E Apartments

'iﬂ; Accesspoink Groups

?_a_: Input Groups

'iﬁf:' Output Groups
Guard Tours

[nputs

e
el
w2

Outputs

Database Refresh

”%..|EHU\ ;&@|a Guard Tours
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Networks

Networks

¢ x| 2| &

Description | Type | Status
Direct Metwork:, Direct Connected
Metwark 152 TCPAP Connected
MHetwork 156 TCFAP Connected
Mebwork 154 TCRAP Connected

Right click on a network to bring up the command menu.

8 Configuration, ..
Monitoring. ..

&} Print

B History

% Configuration...

Choosing Configuration will take you into the properties window of the selected item.
More detailed information on the Network Properties window is given in Chapter 7.

o
Monitoring...

The following list of events for an NC100 can be set in Monitoring to trigger alarms
and/or send ASCII messages.

Network Online
Network Offline
Controller Online
Controller Offline
NC100 Trouble
NC100 Restore
Device Trouble
Device Restore
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% Print

Use Print to produce a printout of the current status of all selected items.

i History

Clicking History will produce a report of up to the last ten events that occurred for the
selected item(s) for the current date.

/ See Chapter 5 System Status Pane — Monitoring for more information on the
monitoring parameters.
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NC100s/UNC500s

NC100s/UNC500s

Version
Log Size
D-Met Errors

Set Date Time
Get Date) Time

DiownLoad

Download Pending Commands
@ Card Dump
< Eirmware Upgrade

Device Firmware Lpgrade

Irikialize
Clear Log

Clear Memory

Wirtual RC2-PC100 Firmware Upgrade
Wirtual IO 16-PC100 Firnware Uparade
IIZ 100 Firrnware Upgrade

Schedule Inquiry

% Configuration, ..

¥ Prirt

B Hiskory

@ Skatus. ..

Version

Version will return the firmware version of the selected NC100s/UNC500s

Log Size

Log Size will return the amount of memory the selected NC100s/UNC500s have to store
event messages when they are not connected to the PC.

D-Net Errors

D-Net Errors will return the error count window for that NC100/UNC500.

Set Date/Time

Set Date/Time is used to set the date and time for the selected NC100s/UNC500s.

Get Date/Time

Get Date/Time: will return the current date and time in the selected NC100s/UNC500s.
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Download

Download: will send all database files to the selected NC100s/UNC500s.

%ﬂ Card Dump

Card Dump is a diagnostic tool used to verify card data.

_loix]
50 Bits. Interval = 255,

goooooo1o0011
50 Bits. Interval = B2. [

The card data (in binary) will be displayed after the card is read.

@ Firmware Upgrade

Firmware Upgrade is used to change the firmware in the NC-100/UNC500. It may be
necessary to browse your machine or network depending on where the firmware file is
being stored. All firmware files end with the extension rbh.
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Select Firmware upgrade file i |
Laak jm: Ia bin j = £ E-

w712u.rbh
w71 3u.rbh

[} 714u.rbh

Hiztary

@

] p

rx-»,\

ty Documents

File name: Iv?1 4y j Open
=

Files of type: | NC100 Firmware Files [*rbh] Cancel |
P

[ Open az iead-only

Device Firmware Upgrade

All of the Device Firmware Upgrades start the same as the NC100 Firmware Upgrade.
First you select the firmware file (by browsing, just like the NC100 Firmware Upgrade),
and then you have to select the range of addresses of the devices that are to be upgraded.
The file is first sent down to the NC100/UNC500, and then to the devices from the
NC100/UNC500 after the file type has been verified.

£ Select Device Addes 7| x|

Start Addreszs
|-| ="

=1
End Address

=

Ok | Cancel |

Select the starting address and the ending address. These are the addresses of the devices
(RC2s, 10C16s, or UC100s) that will have their firmware upgraded (inclusive). When
you select RC2 Firmware Upgrade you will only be allowed to select addresses 1 to 4.
Selecting 10C16 Firmware Upgrade will allow only addresses from 5 to 20 to be
selected. While the selection of UC100 Firmware Upgrade allows addresses form 1 to
255. If you try to upgrade a device with the wrong type of firmware the upgrade will not
proceed, and the message will indicate that there is a file type mismatch.
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/ All UC100 (SafeSuite™) firmware is upgradeable, but only RC2 v40+ and IRC16 v40+
are upgradeable. Earlier versions still require a chip change.

Initialize

Initialize will initialize the microprocessor of all selected NC100s/UNC500s.

Clear Log
Clear Log will delete all messages from the selected NC100s/UNC500s log buffer.

Clear Memory

Clear Memory will remove all data in the selected NC100s/UNC500s” RAM. This will
include all database files and log messages.

Schedule Inquiry
Schedule Inquiry will return the status of all schedules for all selected NC100s/UNC500s.

W Configuration...

Choosing Configuration will take you into the properties window of the selected item.
More detailed information on the NC100 Properties window is given in Chapter 7.

% Print

Use Print to produce a printout of the current status of all selected items.

i History

Clicking History will produce a report of up to the last ten events that occurred for the
selected item(s) for the current date.
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@ Status...

x
& O B

General |

Status

IEInIine - Marmal

Firrveare Yersion Lag Size Memary Size
IE.'I 03/07/2003 8veE 1k

Cabinet T amper

IN-:urmaI

Command Buttons

Clear Memory
This command will delete the entire memory of the NC100/UNC500.

ﬁ Initialize

This command will re-boot the NC100/UNC500’s processor.

Clear Log
This command will delete all of the logged history in the NC100/UNC500.
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Status

Status will display the current status of the NC100/UNC500 (e.g. Online — Normal).

Firmware Version

Firmware will display the firmware version of the NC100/UNC500.

Log Size

Log Size will display the amount of memory available to log history events.

Memory Size
Memory Size will display the memory capacity of the NC100/UNC500 (256k, 8M).

Cabinet Tamper

Cabinet Tamper will display the status of the NC100’s cabinet tamper input.
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Device Controllers

B8 Devices

Wetsion

Tesk Battery

+ Configuration. ..

&F Prirt

B Hiskory

@ Status. ..

Version

Version will return the firmware version of the selected devices.

Test Battery

Test Battery is used to immediately have the batteries tested on all selected devices.

W Configuration...

Choosing Configuration will take you into the properties window of the selected item.
More detailed information on the RC2 Properties window and the IOC16 Properties
window is given in Chapter 7.

% Print

Use Print to produce a printout of the current status of all selected items.

i History

Clicking History will produce a report of up to the last ten events that occurred for the
selected item(s) for the current date.

@ Status...

RC2
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General |

Statuz

IEI mline - Trouble
Firrmware Yerzsion Battery A
|35 IFaiIEu:I Harmal
Auziliary Fuze Reader Fusze
INu:urmaI INDrmaI
D-HMET CH-1 D-MET CH-2
INDrmaI INDrmaI
Cabinet T amper Fire [nput
INDrmaI INDrmaI

Command Buttons

Battery Test
This command will immediately test the battery of the RC2.

Firmware Version

The RC2’s firmware version will be displayed here.

Battery
Battery will display the status of the RC2’s battery (normal or failed).

AC
AC will display the status of the RC2’s 16vac input (normal, high or low).

Auxiliary Fuse

Auxiliary Fuse will display the status of the RC2’s auxiliary power fuse (normal or
failed).
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Reader Fuse

Reader Fuse will display the status of the RC2’s reader power fuse (normal or
failed).

D-Net CH1

D-Net CH1 will display the status of communication channel 1 of the RC2’s D-Net
(normal or failed).

D-Net CH2

D-Net CH2 will display the status of communication channel 2 of the RC2’s D-Net

(normal or failed).

Cabinet Tamper

Cabinet Tamper will display the status of the RC2’s cabinet tamper input.

Fire Signal
Fire Signal will display the status of the RC2’s fire signal input (normal or failed).

I0C16

x

General |

Statuz

IEI nline - Maormal

Firmware Werzion Battery A
|31 tormal tormal
Auiliary Fuge
INDrmaI
D-MET CH-1 D-MET CH-2
INDrmaI INDrmaI
Cabinet T amper Fire [nput
INDrmaI INDrmaI
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Command Buttons

+
a Battery Test

This command will immediately test the battery of the IOC16.

Firmware Version

The IOC16’s firmware version will be displayed here.

Battery
Battery will display the status of the IOC16’s battery (normal or failed).

AC
AC will display the status of the IOC16’s 16vac input (normal, high or low).

Auxiliary Fuse

Auxiliary Fuse will display the status of the IOC16’s auxiliary power fuse (normal or
failed).

D-Net CH1

D-Net CH1 will display the status of communication channel 1 of the [OC16’s D-Net
(normal or failed).

D-Net CH2

D-Net CH2 will display the status of communication channel 2 of the [OC16’s D-Net
(normal or failed).

Cabinet Tamper

Cabinet Tamper will display the status of the IOC16’s cabinet tamper input.

Fire Signal
Fire Signal will display the status of the IOC16’s fire signal input (normal or failed).

AxiomV™ User's Manual Version 5.2.81 RBH Access Technologies Inc.

178



Chapter 6
System Status

Access Points

@ AccessPoints

Gtant Access

Lock
LInlock:
Set Mode k High Security
Reset Maode k Twio Person Mode
DHO Warni
48 Configuration. .. = | T:nlng
Int
Monitoring.. . nLeriac
RTE Disabled
% Prink Hard 4PE Enabled
B History Eacility Code

@ Status. ..

Grant Access

Grant Access will grant access to all the selected access points.

Lock

Lock will lock all the selected access points.

Unlock

Unlock will unlock all the selected access points.

Set Mode and Reset Mode

Set Mode and Reset Mode are used to turn on or off different modes (High Security, Two
Person, Door Held Open, Interlock, Request to Exit Disabled, Hard Antipassback
Enabled, and Facility Code) on the selected access points.

% Configuration...

Choosing Configuration will take you into the properties window of the selected item.
More detailed information on the Access Point Properties window is given in Chapter 7.
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Monitoring...

The following list of events for an Access Point can be set in Monitoring to trigger
alarms, to block message, and/or to send ASCII messages.

Access Granted
Access Denied
Door Not Open
Door Held Open
Forced Entry
Tamper

Secure

In addition, the status icons for the Access Point can be changed here.

% Print

Use Print to produce a printout of the current status of all selected items.

i History

Clicking History will produce a report of up to the last ten events that occurred for the
selected item(s) for the current date.

@ Status...

Command Buttons

@ Grant Access

This command will immediately execute a grant access on the access point.

8 L

This command will immediately lock the access point.

Unlock

This command will immediately unlock the access point.
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Status
E IL-:u:ked - Mormal

Type

I.":'RCCESS

bodes

v X

@ High Security

@ Two Person

@ DHO Warning
@ |nterlock

@ Feader Fequired
@ K evpad Fequired
@ Dizable RTE

@ Code Tracing
@ Faciity Code Mode

Status

Status will display the current status of the Access Point (e.g. Locked — Normal).

Type

Type will indicate this access point’s type.

Mode

Mode will show (via the LED icons) which access point modes are on and which are
off. These modes can be turned on and off by highlighting the mode and either

clicking the green check (on) or the red X (off).

v/ X

Mode List:

RBH Access Technologies Inc.

High Security
Two Person
DHO Warning
Interlock
Reader
Required

Keypad Required
Disable RTE

Hard APB

Code Tracing
Facility Code Mode
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Inputs

~"* Inputs

A Inpuk
Dizarm Inpuk

e Configuration...
Monitaring. ..

&3 Prirt

B Hiskaory

@ Status...

Arm Input

Arm Input is used to arm the selected inputs.

Disarm Input

Disarm Input is used to disarm the selected inputs.

%’f‘g Configuration...

Choosing Configuration will take you into the properties window of the selected item.
More detailed information on the Input Properties window is given in Chapter 7.

% Print

Use Print to produce a printout of the current status of all selected items.

i History

Clicking History will produce a report of up to the last ten events that occurred for the
selected item(s) for the current date.

Monitoring...

The following list of events for an Input can be set in Monitoring to trigger alarms, to
block message, and/or to send ASCII messages.

e Alarm, Restore, Abnormal, Normal, & Trouble
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In addition, the status icons for the Input can be changed here.

@ Status...

RCZ4Input 4

= oz | SEmi-permanent |
General |
Statug
—
= Iﬁ.rmed-NDfmaI
Type

General Purpose

Command Buttons

Arm

This command will immediately arm the input.

o=

Disarm

This command will immediately disarm the input.

Status

Status will display the current status of the input (e.g. Armed — Normal).

Type
Type will indicate this input’s type.

Chapter 6
System Status
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Outputs

Outputs

Turn o0
Turn CEF

Set Counter

8 Configuration, ..
Monitoring. ..

&} Print

B History

@ Skatus, ..

Turn On

Turn On will turn all selected outputs on.

Turn Off

Turn Off will turn all selected outputs off.

Set Counter
Set Counter will set the current level of the count for all selected outputs

W Configuration...

Choosing Configuration will take you into the properties window of the selected item.
More detailed information on the Output Properties window is given in Chapter 7.

Monitoring...

The following list of events for an Output can be set in Monitoring to trigger alarms, to
block message, and/or to send ASCII messages.

. On, Off
In addition, the status icons for the Output can be changed here.

% Print

Use Print to produce a printout of the current status of all selected items.
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Clicking History will produce a report of up to the last ten events that occurred for the

selected item(s) for the current date.

@ Status...

I0C16 2-1-1-50utput 1

g g | Semi-permanent T

General |
Statuz
@ IEIff
Type

IG eneral Purpose

[T tomaly Energized

¥ | Counter Operation
Walue

e

Command Buttons

Y on

This command will immediately turn on the output.

Vo

This command will immediately turn off the output.

Status

Status will display the current status of the input (e.g. Armed — Normal).
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Type
Type will indicate this input’s type.

Apartments

Apartments

A
Disarm

Forced Arm

Default
Set User
Send Message

5 Configuratiarn...
Maonitoring. ..

& Print

B Hiskaory

@ Skatus...

Arm

Arm will arm the keypad(s) of the selected apartment(s).

Disarm

Disarm will disarm the keypad(s) of the selected apartment(s).

Forced Arm

Forced Arm will arm the keypad(s) of the selected apartment(s) even though one or more
zones are in violation.

Set User

Set User will allow the operator to set user codes in the SafeSuite™ panels.
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Idzer Index

=1
I_ — [T Card
Ilzer Code Site Code

)3 | Cancel |

User Index
Select the user (1-8) whose code you wish to set.

User Code
Enter the code for that user.

Card

Check this box if you are actually entering a card number and not a user code.
Limited card formats are available through this function; other formats can be used
by inputting the card data directly at the reader.

Site Code
If a card number is being entered, input the appropriate site code for that card here.

Default

This selection will reset the user codes of the panel back to default. User 1 is reset back
to 1234 and the other seven are cleared.

Send Message

This button will pop up a small screen so that you can enter a text message to be sent to
the Liquid Crystal Display of the panel. (See Page 189 for more details.)

%’f‘g Configuration...

Choosing Configuration will take you into the properties window of the selected item.
More detailed information on Keypads given in Chapter 7.

Monitoring...

The following list of events for an Apartment can be set in Monitoring to trigger alarms,
to block message, and/or to send ASCII messages.
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. Zone Restore e Zone Output

. Zone Alarm e Zone Arm/Disarm
. Zone Trouble e User Commands
. Zone Shunted o Keypad Messages
. Zone Unshunted o Keypad Alarm

In addition, the status icons for the Apartment can be changed here.

% Print

Use Print to produce a printout of the current status of all selected items.

i History

Clicking History will produce a report of up to the last ten events that occurred for the
selected item(s) for the current date.

@ Status...

Mew Apartment ﬂ
m l&_ ﬁ | i NSS! | Semi-permanent v |
General |
Statuz

llﬂi.i_ IDisarmed - Marmal
Zones and Outputs ﬂ( x.
<t ZonelEnterance Marmal (=
=+ Fones Window K armal

= Zonel Exterior K armal

= Zoned Fallower Narmal

% Fone Narmal

= Fone B Narmal

= Fone 7 Narrnal

= Fone B Narrnal o
@ Output 1 s

@ Output 2 s

@ Output 3 Off hd

m Armed Away
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This button will arm the panel in the Away Mode.

>

Disarm
This button will disarm the panel.

M Forced Arm

This button will arm the panel in the Away Mode even if one or more zones are in
violation.

E Default

This button will reset the user codes of the panel back to default. User 1 is reset back
to 1234 and the other seven are cleared.

i

Message

This button will pop up a small screen so that you can enter a text message to be sent
to the Liquid Crystal Display of the panel. Two lines of sixteen characters each can
be typed in, or predefined Instruction Messages may be selected. After typing in or
selecting the message click Send.

f;—__ﬁ Send message -7 | [

Select Meszage

I -

Line 1

Line 2

Send | Cancel |

/ Messages can only be sent to LCD panels, LED panels cannot display messages.

Status

Status will display the armed and alarm status of the panel.

RBH Access Technologies Inc. AxiomV™ User's Manual Version 5.2.81

189



Chapter 6
System Status

Zones and Outputs

/ Set Mode On

Set Mode On will shunt zones and turn on outputs.

& Set Mode Off

Set Mode Off will unshunt zones and turn off outputs.

Highlight the desired zone(s) or output(s) then click Set Mode On or Set Mode Off.

Access Point Groups

mﬂmﬂ AccessPoint Groups

‘ﬂ -~ | | §| Semi-permanent ¥

Dezcription |Netwu:urk Marme |Access Paoirt Mame |5‘tatus |T§.-'pe | |Device Mame | MC100 Matne
Euauu Access Point Group  Repair Bench
Reader 1 Locked - Mormal  Access 2049 RC2 100 A
Reader 2 Locked - Marmal  Access 2000 RC2 MC100 &
Reader 3 Locked - Mormal  Access 4233 MRC MZ100 B
Reader 4 Locked - Mormal  Access 42534 MRC MZ100 B
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Lok,
LInlock:
Set Maode k High Security
Reset Mode 4 Twio Person Mode
DHO Warni
i Configuratian. .. = =i
Interlock.
& Frint ETE Disabled
Hard 4PE Enabled
Eacility Code

Lock

Lock will lock all selected access points groups

Unlock

Unlock: will unlock all selected access points groups.

Set Mode and Reset Mode

Set Mode and Reset Mode are used to turn on or off different modes (High Security, Two
Person, Door Held Open, Interlock, Request to Exit Disabled, Hard Antipassback
Enabled, and Facility Code) on the selected access points.

%’f‘g Configuration...

Choosing Configuration will take you into the properties window of the selected item.
More detailed information on AccessPoint Groups is given in Chapter 7.

% Print

Use Print to produce a printout of the current status of all selected items.

/ Commands can be sent to the group or to individual members.
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‘M - | | %| Semi-petmanent *

Description |Netwu:urk Mame |Au:u:ess Pairt Matmne |S‘tatus |Type | |Device Mame |RC100 Matme

uauu Access Point Group Repair Bench

The minus sign will hide the group members and the plus sign will reveal them.

Input Groups
-
ﬂ_r/_'_
<+ |nput Groups

arrn Inpuk

Dizarm Inpuk

i Configuration. ..

&} Print

Arm Input

Arm Input is used to arm the selected input groups.

Disarm

Disarm Input is used to disarm the selected input groups.

% Configuration...

Choosing Configuration will take you into the properties window of the selected item.
More detailed information on Input Groups is given in Chapter 7.
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% Print

Use Print to produce a printout of the current status of all selected items.

Output Groups

@B@ Output Groups

Turn On
Turn 2FF

5 Configuration. ..

&P Print

Turn On

Turn On will turn all selected outputs on.

Turn Off

Turn Off will turn all selected outputs off.

W Configuration...

Choosing Configuration will take you into the properties window of the selected item.
More detailed information on Output Groups is given in Chapter 7.

% Print

Use Print to produce a printout of the current status of all selected items.
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Guard Tours8

Guard Tours

b Start Tour
B Suspend Tour

158 Configuration. ..

@' Status. ..

’ Start Tour

Start Tour will immediately start the tour manually.

Suspend Tour

Suspend Tour will immediately stop the tour manually.

W Configuration

Choosing Configuration will take you into the properties window of the selected item.
More detailed information on Guard Tours is given in Chapter 7.

@ Status

Status will display the current status of the selected guard tour.

8 This selection is only available if the optional license for the Guard Tour Software has been purchased and installed.
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£ 'Guard Tour Status O] x|

p Start Tour M Suspend Tour

i ame Statuz Start Time
IGuard Tour #1 IGuard Tour Started |21 Feb 2006 2:30:00 PM
» Access Poink Status Time Mame

1 [Main Entrance

2|EmployeeEntrance| | [ 0 [\
3|warehousebntrancl | 00000 [ 00000 [\
4[shippingEntrance | | 0000000 [ 00000000 ||

Guard Tour Status can show you if the tour has started and if so when. It can show
which guard has reached which access points and when. With the DVR module setup the
Guard Tour Status can access live views from cameras associated with access points in

the tour.

Refresh

Refresh

Refresh will re-query all highlighted items and update their status on the display.
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Database

Chapter 7
Database

This chapter describes how to program the AxiomV™ system Database parameters.
Typically the System Administrator performs this function. Make a selection from the
Module Selector, Menu, or Toolbar.

System Statuz

[ atabaze

Operatar Profiles

L

Operators

Holidays
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=) AxiomV Security System - SALES DEMO ALL
‘Eile View System Status | Database Tools Reports Help

‘ =2 & #: Operator Profiles = IE

Log Off Events’ P Operators nitor Cards Monitor  Maps [

22 EQAD & oy g Plaud &N

Schedules
Syztem Status
i Areas

Messages

ﬁ] Hardware Setup
B Elevators

! Floor Groups

Device Groups '.'. AccessPoint Groups

55; Input Groups

(¥ Output Groups
- Interlock Groups

% Access Levels

KE Companies

4] Cardholders

(] Cardholder Types
<y Asset

& Cardholder Reader Access

E Departments

5 Finger Print Readers
i3 Finger Print Reader Query

& Visitors

W AxiomLinks

49 Global Commands
Facility Codes

@ Message Ports

=n DVR

© T % TourRous
2 Guard Groups
# Guard Tours

Apartments

P

(%2 £QAD BAWL R PE OFEE D=l & NI F o cudTour,

)
Syztemn Status Events Viewer e Tour Routes
‘ I @ Guard Groups

- [#] Guard Tours
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Operator Profiles

Operator Profiles set the privileges for the operators. Create as many profiles as
required. The Master Profile can be renamed but otherwise cannot be edited.

|2 New By Edit <> Cancel | X Delete | Bz Copy | @4 Eind | [ View
M arme
IMaster Prafile

Devices | Eardhu:uldersl System Messagesl Mu:u:lulesl Commands

ERE Y N1 00 Hetworks
=¥ Metwark 100
El Farels
=B NC1
H-b RC-2s
#-[ 10C-16s

..... K.evpads
#-[¥] Mon Reader &ccess Points

|4  1of1 > DI

Name

Up to 50 alphanumeric characters may be entered here.
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Devices

From the Devices tab the operator can be restricted in which device they can see and
interact with in the system. The operator can be restricted by networks, panel, access
points, or even inputs and outputs. Only items that are selected here will be available to
the operator.

|8 New By Edit > Concel | X Delete | B2 Copy | @4 Eind | [ View

M ame

IDave‘s Prafile

Devices | Eardhu:uldersl System Messagesl Mu:u:lulesl Commands

SR NC100 Networks
=[] Metwork 100
El Farelz
=-E NC 1
=-F RC-2s
=-E 1.RC1
-] Access Points
FH-E Inputs
-] Outputs
=-[2 10c18s
=-[ 510C16
FH-E Inputs
-] Outputs
..... Kevpads
=[] Mon Reader &ccess Points
..... Cioar 1
[ Doarz
[ q 20f2 B Dl
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Cardholders

From the Cardholders tab the operator can be restricted by which groups of cardholders
are available to them. Cardholders are grouped in Companies and operators can be given
limited access to the cardholders by not giving them every company.

‘-‘i% New b Edit «3 Cancel | X Delete | Bz Copy | @4 Find | [E View

M ame

IDave‘s Prafile

Devices Cardhalders | System Messagesl Mndulesl Commands

b azter Compary
Production 1
Production 2
Metwork 5
Metwork &

KRR

|4 q 2of2 > D
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System Messages

The System Messages tab not only allows the restriction of messages the operator can see
but also provides the ability to play a .wav file when the message appears. The sound can
help alert the operator when certain events happen.

‘-‘i% New b Edit «3 Cancel | X Delete | Bz Copy | @4 Find | [E View

M ame

IDave‘s Prafile

Devicesl Cardholders  System Meszages I Mndulesl Commands

¥ Cardholder Messages -
JF AccessPoint Messages
O Input Meszages
O Output Messages
MC100 Meszages
¥l Device Controller Meszages

m

mmmmmmmm
[ iy By By By By By |

System Messages
F.eppad Meszsages
----- [rput; restare
----- Input; alarm
..... [nput; trouble
----- [riput; shurted
----- [riput; unzhunted

----- Cuatput; off
----- Cutput; on
| por] IR Vil T PN SR T | s i
| { 2of2 B D
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From the Modules tab the operators’ access to the software can be restricted. They can
be given No Access, View Only, or Full Access to sections of the software.

‘-‘i%uew B gdit « Cancel | X Delete | B2 Copy | @ Find | E View

oo 5 |

M ame

IDave‘s Frofile

Devicesl Cardholders | System Meszages  Modules | Eammandsl

[] Cards kaonitar

b odule Mame | TabMame |Acces: Type -
[ Access Levels Full Access
[ Alarmz Monitar Full dccess =
[ Areas Mo Access
[] Badge Maker Wies Orly
1 Cardholder Types Full Acoess
=l Cardholders Full &ccess
Gereral Full &ccess
Perzanal Full &ccess
Optionz Full Access

CodeLinks Full Access
Compary  Full Access
Phata Full Aocess

Mo bdcoess

Il ¢ 2of2

> P

Each tab under Cardholder has its own ‘Access Type’ so that operators can have access
to some cardholder data without having access to all cardholder data.
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Commands

From the Commands tab the operator can be restricted to perform only certain
commands. These commands of course can only be executed on devices selected in the
Devices tab.

‘-‘i% New b Edit «3 Cancel | X Delete | Bz Copy | @4 Find | [E View

M ame

IDave‘s Prafile

Devicesl Cardholders | Spstem Meszages Modules | I:::ummanu:lsl

b odule M ame | TabMame |Acces: Type -
[ Access Levels Full &ccess
[ Alarmz Monitar Full &ccess =
[ Areas Mo Access
[] Badge Maker Wi Oy
1 Cardholder Types Full Acoess
=1 Cardhalders Full &ccess
General Full Access
Ferzanal Full dccess
Optionz Full Access
Codelinks  Full Access
Compary  Full Access
Phiata Full &ccess
[ Cards Maritar Mo Access il
| < 2of2 > Dl
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Operators

From the Operators Screen the following can be done:

o Create and manage operator accounts for the AxiomV™ system
e Set the operator’s logon password
e Set the operator’s language preference.

Operator rights are defined by Operator Security Profiles (which are created elsewhere).
The built-in administrative account cannot be deleted. It can be edited by changing its

name, its password, or its language but its profile cannot be changed (there must be at
least one operator with full access).

il
J:i% M Eu:lit kT Cancel | >< Delete | Copry | % Find | Wi

M arne Lagin D

Ibuilt-in adminiztrative account Irbh

FPaszward

Ixxxxxxxx

@ O perator Security Profile
| 1 J|M azter Profile
Language

g IEninsh |

[<] < 1of1z > DI

If the system is setup and licensed for the Active Directory option then the AxiomV™
system can use the current domain user’s authentication to login. For more information
on Active Directory see Appendix B.

Name

Up to 50 alphanumeric characters may be entered here.

Login ID

The operator when logging into the software uses his/her Login ID.
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Password
This is the log in password for the operator. It is entered twice for confirmation.
Operator Security Profile
Click the Browse/Ellipsis button and select a profile from the list.
Language
Click the down arrow and select a language from the list. When the operator logs in this
language is set up in the software.
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Holidays

Use the Holidays window to define Holiday dates. AxiomV™ allows any day or days of
the year to be designated a Holiday — Type 1 or Type 2. These days provide an automatic
override of normal Schedule parameters for the seven days of the week, and invoke the
appropriate Holiday scheduling instead.

Zi:Holidays - | Ellil
I & save Edit k7 Cancel | > Delete | Copy | itk Eind | E= Wiew E‘
M ame Zarry Forward
INew Huoliday
M etwark:
T e
Start date End date
21 Jun 2006 | J21 dun 2008 |
Holiday Dezgination———— Holiday Type
{* Holiday 1 % “Yarable Date
™ Haliday 2 {~ Fized Date
<] <] Mew Record = Pl

Name

Up to 50 alphanumeric characters may be entered here.

Network

Holidays can be designated for all networks or for one specific network. In this way
holidays can be different for different locations using the same database. To designate a
holiday in multiple networks, but not all networks, will require multiple holiday records.

Start Date

Start Date is the date on which the holiday begins in MM-DD-YYYY?® format. For
single day holidays (e.g., Labour Day), enter the date only. For holidays that span several
days (e.g., Christmas break) this is the first day of the holiday (e.g., Dec 25/04).

° Date is displayed in the format selected in the Windows — Control Panel — Regional Settings Properties-Date. If a two-digit year was chosen
then it will be displayed in that form here.
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End Date

End Date is the date on which the holiday ends in MM-DD-YYYY? format For
holidays that span several days (e.g., Christmas break), this is the last day of the holiday
period. For example, if the Christmas break is from Dec 25/04 through Dec 28/04, enter
12/28/2004.

Holiday Designation

Radio buttons (Holiday 1 or Holiday 2) designate the holiday as one of two types. The
holiday type depends on the Schedule settings that are specified for Holidays type 1 and

type 2.

Holiday Types 1 and 2

AxiomV™ provides two distinct Holiday types to increase system flexibility. Each
Holiday type has its own schedule. Holiday Type 1 is normally used for Statutory
Holidays, where all employees are off. Holiday Type 2 is commonly used in
situations such as a summer shutdown, where the majority of employees take a fixed
2-week summer vacation but certain maintenance staff members continue to work
during this period. When assigning access levels, maintenance workers can be given
access during the 2-week vacation shut down and all other employees can be denied
access.

All Schedules have a nine-day schedule, with the eighth day designated the Holiday 1
schedule and the ninth, the Holiday 2 schedule. Holidays replace the regular day of
the week. The week with Labour Day in it will be; Sunday, Holiday, Tuesday,
Wednesday, Thursday, Friday, and Saturday. There won’t be a Monday in the week
with Labour Day.

Type

Radio buttons (Fixed Date or Variable Date) designate whether the holiday occurs on the
same calendar date each year (Fixed Date) or varies from year to year (Variable Date).
E.g. Labour Day is a Variable Date while New Year’s Day is a Fixed Date.

Carry Forward

Click on Carry Forward to copy Fixed Holidays that have past to the next year. For
example it would create the Fixed Holiday ‘New Year’s Day — 1 Jan 2013’ from the
Fixed Holidays ‘New Year’s Day — 1 Jan 2012°.

10 Date is displayed in the format selected in the Windows — Control Panel — Regional Settings Properties-Date. If a two-digit year was chosen
then it will be displayed in that form here.
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Schedules

Schedules are a fundamental concept of access control, and they assume that the week is
the basic recurring unit of time to be used in defining how the system will operate. A
Schedule is essentially a two dimensional matrix with the days of the week along one
axis and user-defined start time and end time settings along the other axis.

Once Schedules are defined they may be assigned, along with various operating
instructions, to components of an access control system, thereby governing how the
system behaves from week to week. Components that may be controlled using Schedules
include Access Point operation, Input arming and disarming, Output switching,
Cardholder Modes and Privileges, Printers, Modems, Event Log Messages, and more.

A Period is comprised of a start time, an end time and the days of the week to which the
start and end time settings apply. A Schedule, such as Business Hours for a company,
may contain one or more periods (maximum sixteen). In a schedule when the first start
time occurs on any day, from any period in the schedule, the schedule will turn on. Any
system features, functions, and operating modes associated with that schedule are enabled
until the next occurrence of an end time from any period for this schedule, or in the case
of individual functions, until manually turned off by operator command or a pending
command.

It is important to note that a Period does not represent a continuous block of time. The
start and end times are independent of one another, although AxiomV™ requires that the
Start Time be a lower value than the End Time. It is useful to think of start and end times
as on and off commands for the Schedule. It is possible to define a Schedule where
multiple start times occur before any stop times. The only effect of consecutive start
times is to re-enable any functions that have been disabled with a semi-permanent
command.

For additional programming flexibility, AxiomV™ defines the week as having 2
additional days (Holidays Type 1 and 2) which can be scheduled differently than the
normal 7 days, thereby providing a means of accommodating irregular days such as
holidays (see Holidays setup on page 207).

As An example you want to define “Business Hours” as 8:00 a.m. to 5:00 p.m. Monday
through Friday, plus 11:00 a.m. to 5:00 p.m. Saturday and Sunday, excluding Holidays.
The Business Hours Schedule, contains two periods, and appears as follows.
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Y =
‘S new Eredt <0 Cancel | ¥ Delete | Copy | % Find | Yiew
Marme
IEusiness Howrs
Start End Sun |Mon | Tue |“wed | Thu |Fri [Sat (H1 |H2
Period 1: | | 0800 | 1700 / / / / /
Peiod 22 | [ 1100 | 1700 / /
| m P | I
Period 15: I |
Period 16: | | | | ] |
I<] <] 2of1t b Bl
Name
Up to 50 alphanumeric characters may be entered here.
Start Time
Start Time (using a 24-hour clock hh:mm) defines the starting time of a period.
End Time
End Time (using a 24-hour clock hh:mm) defines the ending time for a period.
Weekday/Holiday check boxes
Use these check boxes to select days on which the Period applies. H1 and H2 refer to
Holiday Type 1 and Type 2, as defined in the Holidays window.
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Schedule Tips

Schedule Operation during Panel Reset

Whenever the NC100 panel is reset, (due to operator command, power loss etc.), the
following decision process takes place.

First, the system checks to determine if the current date is a holiday and if it is, the start
and end times for the respective holiday type are used for the reset test. Otherwise the
day of the week determines which start and end times are considered in the reset test.

Second, the current reset time is compared against the start time and end time for each
time zone under the day of the week selected in the first step above. Unless the following
Reset Condition is satisfied, for at least one time zone in a Schedule, the underlying
Schedule will be inactive (turned off) on reset. The Schedule will remain inactive, until
the next start time occurs for that Schedule.

If, the following Reset Condition is satisfied, for at least one period in a Schedule, the
underlying Schedule will be active (turned on) on reset. The Schedule will remain active,
until the next end time occurs for that Schedule.

/ Reset Condition

Start Time < Current Reset Time < End Time
If TRUE, THEN restart with Time Group active.
If FALSE, THEN restart with Time Group inactive.

When designing Periods and Schedules, AxiomV™ insists that start times should always
be less than end times for all Periods. Otherwise, the current reset time may not fall
between the start time and end time, and the system would reset with the Schedule
inactive.

/ However, “24:00” and “00:00” are both legitimate times for the Reset Condition
testing in the previous section. Therefore, it may make sense to include 24:00 as an
end time in a time zone in order to insure proper reset behavior.

Schedules that Span Midnight

When creating a schedule that needs to remain on through midnight, care should be
taken. For example, suppose you want to define a Schedule as Late Shift from 6:00 p.m.
to 4:00 a.m. Monday through Friday. Since the End Time must be greater than the Start
Time, time groups that span midnight will require at least two Periods.
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Y =
B New Edil: & Canicef | ¥ Delete | Copy | i Find | Yig
M e
|Night5hift
Start End Sun [Mon | Tue |“Wed | Thu | Fri Sat H1 [H2
Period 1: | | 1800 | 2400 / / / / /
Peiod 22 | | 0000 | 0400 / / / / /
| m P | I
Perod 15: I |
Period 16: | | | | ] |
[<] <] saf1t R

The above Schedule restarts at midnight on Tuesday, Wednesday, Thursday, Friday, and
Saturday even though it is already on from the previous day at 18:00. The midnight
schedule activation on these five days is not problematic for AxiomV™. Note, however,
that the restart will turn on the schedule if any semi-permanent operator commands were
issued to turn it off since 18:00 the previous day.

24 Hour “On” Schedules

Occasionally a Schedule that provides 24-hour access may be required. In the following
example, the first time zone sets up a perpetual schedule that will never stop, not even on
reset. The second time zone causes the Schedule to turn off at 00:01 a.m. on Saturday.
The Schedule is turned on again at 00:00:01 a.m. on Monday.
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e
B New Edil: & Canicef | ¥ Delete | Copy | i Find | Yig

M armne

I.-’-‘-.II Draw Manday-Friday

Start End Sun |Mon | Tue |“wed|Thu [Fri [5Sat |H1 |HZ2

Period 1: | | 0000 | 2400 / / / / /
Peiod 22 | | 0000 | ooo1 /

Pmri- 1o | I

Period 15 I |

Period 16: | | | | ] |

|4 < sofit > Pl

Duplicate Start Time or End Time Entries

Duplicated start time or end time entries within the same Schedule may yield unexpected
results and should be avoided. The following is an example of a poorly designed
Schedule.

=
B Mew Edit k7 Cancel | < Delete | Copy | i Find | Yigw
Mame
IWarehnuse Staff
Start End Sun |Mon |Tue |“wed|Thu [Fn [Sat ([H1 |H2
Period 1: | | 0800 | 1700 / / / / /
Peind 2. | [ 1200 | 1700 / /
[P | I
Period 15: I |
Period 16: | | | | ] |
|<] <] 20ofi1 D
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Areas
Areas need to be setup to control and monitor cardholder movement. They are primarily
used in conjunction with Antipassback.
=101 x|
H% Mew ElEdit «3 Cance | ¥ Delete | Copy | % Find | View ‘
Mame
IInside
Reszet cardholder area Schedule
ok
Input
[k
Output
| Ej|5pare Output #2
[~ Antipassback Area
[ < tof3 L Dl
Name
Up to 50 alphanumeric characters may be entered here.
Reset Cardholder Area Schedule
Click on the Browse/Ellipsis button and select a schedule for when the reset is active. A
Monday to Friday schedule would mean that the reset wouldn’t happen on Saturday or
Sunday. Reset will be executed at the start time of the schedule. If more than one line is
configured in the schedule selected, it will reset the Area at the start time of each line.
Input
Click on the Browse/Ellipsis button and select an input. When that input goes into an
Input Alarm state it will immediately generate an area report for the area listing all the
cardholders that are currently in the area.
Output
Click on the Browse/Ellipsis button and select an output. When the area becomes empty
(cardholder count drops to zero) the output will turn on (semi-permanently).
This feature automatically turns ON the output selected when Area is Empty, but doesn’t
turn off the output when Area is not empty (cardholder count>0). The operator needs to
turn it Off by operator command.
Antipassback Area
This is a check box to select if this area is an Antipassback Area. See Antipassback on
page 20 for more details on antipasshack.
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Messages

Use the Messages window to define text to be associated with alarm messages. The
message text provides instructions to operators monitoring security access with
AxiomV™, These instructions can provide information on how to respond to a specific
alarm, and standardized operator actions taken in response to an alarm. In this screen you
can add, delete, change, or view these messages.

S5
‘ [ save Eredi v cCancel | ¥ Delete | Copy | ¢ Eind | Wiew

M ame

I MHew Meszage

" Instructions
£ Action

TIMESTAMP
EVENTID
EVENTDESC

ME TWORKID

ME T*ORKDES
NC100ID
NC100DESC
oEvicEn =l

|nzert |

<] <] Mew Record ER |

Name

Up to 50 alphanumeric characters may be entered here.

Message Type

® Instructions

Instruction message types are standard phrases that outline how an operator should
respond to a particular alarm event. These instruction messages may be attached to
specific alarm events and will pop-up to prompt the operator to behave in a
predetermined way. Instruction messages are used to ensure standardized response to
alarm events no matter which operator handles the alarm.

These messages can also be selected to send to SafeSuite™ keypads under the
keypad command Send Message.
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{Eﬁ Send message [~ T[]

Select Meszage

| -

Line 1

Line 2

Send | Cancel |

® Action

Action message types are standard descriptions of the actions an operator might take
frequently in responding to alarms. These messages are available for the operator to
use when documenting how they handled a specific alarm event in the Alarm Details
screen.

® Messages

‘Message’ messages constitute an electronic instruction that may be defined and
saved for transmission via a RS232 serial port on the Host PC, to any peripheral
device that supports the ASCII standard. These messages may be assigned to access
control events in the Advanced Programming screens for C-Net Networks, Access
Points, and Inputs. The message will then be sent automatically upon the occurrence
of the underlying event within the specified schedule.

There are a number of variables that may be inserted into your messages so that you
can possibly use one message multiple times. Messages that you want to have the
name of the point that caused the event or the time the event happened are examples
of how these inserts can be used.

Inserts

TIMESTAMP Date & Time of the event, acquired from the event message.
EVENTID Identification number associated with the event.

EVENTDES Description of the event, acquired from the event message.
NETWORKID Identification number associated with the network of the event.
NETWORKDES Description of the network, associated with the event message.
NC100ID Identification number associated with the NC100 of the event.
NC100DES Description of the NC100, associated with the event message.

DEVICESID Identification number associated with the device (RC2, 10C16,
or SafeSuite™ panel) of the event.

DEVICEDES The description of the device (RC2, 10C16, or SafeSuite™
panel) associated with the event message.

CARDID Identification number associated with the Card
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CARDNUMBER Card number associated with the event.
CARDHOLDER Name of the cardholder associated with the event.

USAGECOUNT  Usage count assigned to a card.

Any fields that have been added under Custom Fields will also be on this list.
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Hardware Setup

The Hardware Setup screen is where new hardware items are added to the system

“! Hardware Setup

m

E‘

&
B

o

_ Metwork, 1 [direct]
El’%ﬁ Metwork, 2 [TCPAP 152]

=10 x|

HC100s

-l 1. NCT00 24
E‘

RC-2z
=l 1. RC2 2441

28 Access Points
B RAC2 21-1\Reader 1
f ----- {j’ RC2 2-1-1%Reader 2
-\: |FpLts
L Outputs

IOCT6 2-1-1-B5Output 1
1OC16 2-1-1-550utput 2
IOCT6 2-1-1-B5Output 3
1OC16 2-1-1-550utput 4
[OCT6 2-1-1-B5Output 5
IOCT1E 2-1-1-BA0utput &
[OCT6 2-1-1-B5Output 7
[OC1E 2-1-1-B40utput 2

Kewpadsz
Maon Reader Access Points
2 MC100 22
3 MNCI00 23
4 MC100 2-4
5 MNCI00 25
6. MCI100 26
7OMCI00 27
3. MC100 28

bwork. 3 [TCP/AP 156]
WC100s

1. HC1001-156-1
2 MC100 2-156-2
3 MC100 3-156-3
4 MC100 4-156-4
5 MC100 51565
B MC100 B-156-6
7. MC100 7156-7
2. MC100 8-156-8
RC-2z
OC-16s
Keypads

H 2. Kewpad
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Networks

Right click on NC100 Networks to add a new network to the system. This will
bring up the network properties window to set the properties of the new network.
Under the newly created Network will be an icon to add NC100s. Up to fifteen
NC100s/UNC500s can be connected on one network.

':igghl Add Metwark |

Delet . . . .
X‘L Right click on a Network to either delete that Network or to go into the
Properties Network’s properties screen.

Network Properties

Name
Up to 50 alphanumeric characters may be entered here.

Comms Server
Select which Comms Server this network is connected to.

General
x
M armne: Cormms Server
[Direct Netwark [TESTING_5 =l
|| Advanced
Fort Type &lternate mazter panel addrezs
’7 Ilnactive j ’7 I ill

— PC Comm Parameters

Pall Bate Metwark, Timeout

% I 100 Milli Sec I 5000 Milli Sec

— C-Met Parameters

Slave Chechk-in time. Channel Monitor time

IE— jl Sec |1n—i|'s e
Ok, I Cancel
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Port Type

AxiomV™ supports the following applications for communication ports:

Inactive

Inactive is the default setting for ports not in use. This setting is also selected to
disable the port.

Direct Network

Direct Network supports a controller network (C-NET) connected directly to the host
PC via serial connections.

TCP/IP Network

TCP/IP Network supports TCP/IP controller network (C-NET) through a LAN
connection.

Alternate master panel address?!

Use the spin buttons to select the address of the alternative or backup master NC-100. If
the Axiom server loses communications with the primary master NC-100 panel (address
#1) it will switch to the alternate master panel to resume communications with the
network. This feature requires NC100 firmware version 7.40+.

Port Properties

Direct Network Properties

— Part Type — Alkernate master panel address
IDireu:t j IE—j
— Primary —Alkernate
Caornm Part Carnrn Pork
Baud Eaud

Select the Comm port and Baud rate for the direct connection of this network.

1 This selection is only available if the optional license for the Alternate Master NC100 Software has been purchased and installed.
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TCP Network Properties

— Paort Type — Alkernate master panel address
[TCPAP | =
— Primary — Alkernate
1P Addresz 1P Address
| 192168.168.001 | 192188188002
Port Eart
I 3002 I 300z

Enter the IP address of the LIF200 (Network module) connected to NC100 as well as
its port number.

PC Comm Parameters

PC Polling parameters specify the times used by the PC in polling the Master controller
on the C-NET. Normally, the default settings do not need to be changed.

Poll Rate
Poll Rate establishes the interval between PC initiated polling attempts.

Network Timeout

Network Timeout establishes the duration of time that must expire before the PC will
declare a ‘Communications Offline’ condition. AxiomV™ comes with a default
timeout of 1000-milliseconds

C-Net Parameters

The C-Net parameters are for communications between the master NC100 controller
and slave NC100 controllers on the C-Net. The master NC100 does not poll the
slaves. Rather, each slave NC100 on the C-Net sends test signals to the master
NC100 approximately every 10 milliseconds, alternating between communications
channel A, and communications channel B.

Slave Check In Time

Slave Check In Time establishes the maximum amount of time, in seconds that can
elapse between communications of any kind with the slave NC100 on either channel
A or channel B. Beyond this value, the master NC100 will declare the slave Offline
and generate an alarm.

Channel Monitor time

Establishes the maximum amount of time that can elapse between successful tests
either of the communication channels A and B. Beyond this value, a Channel Fault
Condition will be declared and reported for the channel whose monitor time expired.
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Advanced

The Advanced tab has additional parameters for the network.

Metwork Properties x|

M ame Comms Server
[Direct Network [ TESTING_B |

General Advanced I

— Day Light Savings Time——— — Time Zone difference
00:00° HH:bbd
Drate ta Maove 1 Hour Ahead
o
I|7 2 ipr 2007 j Backward
% Fonward
Date to Move 1 Hour Behind
|V 23 0ct 2007 =] ~Card Size
™ 16 Bit - Max 65535
= E-EIttEf_'rl Test Interval—————————— r" 24 Bit - Max 16777215
2400 HH: MM ¥ 32 Bit - Max 4294967295
' G4 Eit

)3 I Cancel

Day Light Savings Time

Check the boxes to enable the NC100 to change the time of day because of Day Light
Savings Time. Enter the dates to change on by selecting them from the pull down
calendar or by typing it in. These dates are not automatically set for the next year so they
need to be entered every year. The actual change is done by the NC100 (not the PC) so
the dates need to be downloaded to the NC100 before the change date.

Battery Test Interval

The Battery Test Interval is set in hours and minutes only.
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The battery test is an interval and not a time of day. The time of day that the battery is
tested cannot be set manually.

Time Zone Difference

The Time Zone Difference is set in hours and minutes. It is used when a network is
located in a different Time Zone than the server. Downloads to set the time on the
network will be adjusted by this setting.

Card Size

The card size will limit the functionalities of cards by not allowing certain functions like
Lock/Unlock and high security privilege for a larger card numbers(Card #> 65535) when
only 16 bit card size is selected. Maximum card number allowed in the cardholder
database is 4294967295.Allowing larger card numbers will use more of the NC100’s
memory.
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NC100s

‘2] add Mc1oo

| Right click on NC100s to add a new NC100 /UNC500 panel to the system. This
will bring up the panel properties window to set the properties of the new

> Delete

Properties

NC100/UNC500. Under the newly created NC100 will be four icons: to add
RC2s, I0C16s, Keypad and Non Reader Access points. Up to four RC2s, sixteen
I0C16s and 255 keypads can be connected on each NC100/UNC500.

Right click on an NC100 to either delete the NC100 or to go into the NC100’s

properties screen.

NC100 Properties

Properties for the NC100 are set in this window. The address is set when the NC100 is
created in the system and cannot be edited later.

Address M arne
| K
15 |NE1 00 1-1

General I
D-Met Protocol—————————————— [-Met Retriez
f* CRC1G =
| 5=
= Checksum =

{~ Checksum/dddress

QK I Cancel

Name
Up to 50 alphanumeric characters may be entered here.

General
D-Net Protocol

Select one of three protocols for the D-Net.

® CRC16 is a newer more up to date protocol that is now programmed into all
devices.

® Checksum is the original protocol for the D-Net and is still included in the
system for backward compatibility to original devices that are still working
out in the field.

® Checksum/Address was created for a special application and adds sixteen to
the address of all devices in the network.

D-Net Retries

D-Net Retries specify the number of times that the NC100 will try to communicate with
the D-Net (Device Network) controllers, i.e. RC2s and 10C16s before declaring and
reporting an Offline condition. The default is five.

AxiomV™ User's Manual Version 5.2.81 RBH Access Technologies Inc.

224



Chapter 7

Database
RC2s

2 addRC-2 | Right click on RC2s to add a new RC2 to the system. This will bring up the RC2
properties window to set the properties of the new RC2. Adding an RC2 will also
add two access points, eight inputs, and eight outputs. The eight outputs and four of
the inputs will be defaulted for the access points but can be changed to general

% Delete purpose if needed.
Propetties Right click on an RC2 to either delete the RC2 or to go into the RC2’s properties

screen.

RC2 Properties

Properties for the RC2 are set in this window. The address is set when the RC2 is created
in the system and cannot be edited later.

RCZ Properties ﬂ

Addresz Mame
| 1= |FH:2221

General I

] 4 I Cancel

Address

RC-2s can only be addressed 1-4; no other addresses are valid for RC-2s

Name

Up to 50 alphanumeric characters may be entered here.
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IOC16s

2 add 10c-16 | Right click on 10C16s to add a new 10C16 to the system. This will bring up the
IOC16 properties window to set the properties of the new I0C16.

75 Delste Right click on an IOC16 to either delete the IOC16 or to go into the IOC16’s

—— properties screen.
" Properties

IOC16 Properties

Properties for the IOC16 are set in this window. The address is set when the I0C16 is
created in the system and cannot be edited later.

|
Address Mame
[ 5= [iocie2115
General |
Input Cutput Input Cutput
1. @ O 3 (O -
2 @ O n O ®
3 @ O 1m0 -
. @ - 12 O ®
5 @ O 13 O -
B @ - 1w O ®
LA O B O -
5 @ O B O ®
’TI Cancel |
Address

I0C-16s can only be addressed 5-20; no other addresses are valid for IOC-16s

Name

Up to 50 alphanumeric characters may be entered here.

General

For each of the sixteen ports of the IOC-16 choose whether that port is to be an input or
an output.
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Keypads

add Kevpad Right click on Keypads to either add one new Keypad to the system or a
group of consecutively addressed Keypads. Adding one will bring up the
Keypad properties window to set the properties of the new Keypad.
Selecting Add Multiple Keypads will bring up a window to set the start
and end addresses of the keypads being added.

Add Mulkiple Keypads

£ Add Multiple Keypads 7| x|

Start Address

IE"I— Start

End Addresz

I.Iz?— Cancel

Click Start to add the keypads.

™ Delete Right click on a Keypad to either delete the Keypad or to go into the
—_— Keypad’s properties screen.
Properties

Keypad Properties

Properties for the Keypad are set in this window. The address is set when the Keypad is
created in the system and cannot be edited later.
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& Apartments

@ Addresz

I 1:II INewKeypad

Apartment M ame

IN e Apartment

Tenant Mame

Contact Mame

Emergency Phone Home Phone
Buszinesz Phone tdobile Phone
Parking 1 Farking 2
Comments

Address

Keypads can be addressed from 1-255. Be aware of RC-2 and I0C-16 addressing, it is
possible to duplicate addresses and cause communication problems. It is advisable to
start addressing Keypad at 21 so that future expansion can add RC-2s and 10C-16s.

Keypads added singly are addressed from the properties screen while keypads added as a
group are addressed as they are added.

Description

Up to 50 alphanumeric characters may be entered here.

General

Apartment Name

Up to 50 alphanumeric characters may be entered here.
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Tenant Name

Up to 50 alphanumeric characters may be entered here.

Contact Name

Up to 50 alphanumeric characters may be entered here.

Emergency Phone

Up to 50 alphanumeric characters may be entered here.

Home Phone

Up to 50 alphanumeric characters may be entered here.

Business Phone

Up to 50 alphanumeric characters may be entered here.

Mobile Phone

Up to 50 alphanumeric characters may be entered here.

Parking 1

Up to 50 alphanumeric characters may be entered here.

Parking 2

Up to 50 alphanumeric characters may be entered here.

Comments

Up to 255 alphanumeric characters may be entered here.
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Inputs
1"! Apartments EI
Addrezz Description
@ I 1 j INEW Feypad
| Elutputsl Litk I
] Deszcription Zone Type Circuit Type Application
1 E ik /E it M. Ho Resistor Steady Siren
2| Zone 2 General Purpoze MC, Mo Resistar Steady Siren
3| Zone 3 General Purpoze MWC, Mo Resistor Steady Siren
4 Faone 4 General Purpose MC, Mo Resistar Steady Siren
5| Zone & General Purpoze MC, Mo Resistar Steady Siren
E| Zone B General Purpoze MC, Mo Resistor Steady Siren
| Zone ¥ General Purpoze MC, Mo Resistar Steady Siren
8| Zone & General Purpoze MWC, Mo Resistor Steady Siren
Description

Up to 50 alphanumeric characters may be entered here.

Zone Type

General Purpose:

Entry/Exit:

Follower:

Interior:
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Never armed.

Provides Entry Delay time to disarm before the keypad goes into
alarm, and Exit Delay time to leave the protected area before the
keypad fully arms.

Follows the delay time of the Entry/Exit zone but only if the
Entry/Exit zone is tripped first.

Not armed in Instant mode or Home mode.
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Exterior: Instant acting zone that is armed and disarmed with the Keypad.

24 Hour Delayed: Always armed zone that provides a time period to clear the zone

before initiating an alarm.
24 Hour: Always armed zone.

Arm/Disarm Switch:  Tripping this zone arms or disarms the keypad.

Circuit Type
NC, No Resistor

NO, No Resistor

NC, One Resistor

NO, One Resistor

NC, Two Resistors

NO, Two Resistors

NC & NO, One Resistor

See the Hardware Manual for more information on Circuit Types.

Application
Buzzer: Sound only the Keypad buzzer on alarm.
Pulse Siren: Pulse the siren output on and off during an alarm.

Pulse Siren /Buzzer:
Silent:
Steady Siren:

Steady Siren/Buzzer:

RBH Access Technologies Inc.

Pulse the siren output and the Keypad buzzer on an alarm.
No output on an alarm.
Turn on the siren output during an alarm.

Turn on the siren output and the Keypad buzzer during an alarm.
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Outputs

1"! Apartments

Addrezz Description
@ I 1 j INEW Feypad
| Lirksz I
] Deszcription Type
1 General Purpoze
2| Output 2 General Purpoze
3| Output 3 General Purpoze
4 Output 4 General Purpose
5| Output & General Purpoze
B| Output B General Purpoze
¥ Output 7 General Purpoze
2| Output 8 General Purpoze
Description

Up to 50 alphanumeric characters may be entered here.

Type

General Purpose:
Siren:

Status LED:

OK to Arm LED:

Buzzer:
Lock:

AxiomV™ User's Manual Version 5.2.81

232

Has no predetermined function.
Turns on to power an audible device for Alarms.
Turn on to indicate that the Keypad is armed.

Turn on to indicate that all zones are normal and the Keypad
may be armed.

Turns on to drive an audible that follows the Keypad’s buzzer.

This output is used to activate a door lock.
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LED1: & LED2: These outputs are used to drive the red and green LEDs of a card
reader connected to the Keypad.

Links

&5 Apartments Xl

Addresz Description
=
@ I 1 = INEW K.eppad
Generall Inputsl Cutputs L |

Ewent Link. -

Zane 1 &larm
Zone 2 Alarm
Zaotie 3 Alarm
Zaone 4 Alarm
Zone 5 Alarm
Zare B Alarm
Zone 7 Alarm
Zone 8 Alarm
Zane Trouble Al
Zone Restore Al

K.eppad Fanic

k.eypad Emergency

K.evpad Fire

Dizarm

Haome j
Caricel

From here you can select a link and have it executed on an event appropriate to the
Keypad. For example you could turn on an output when a specific zone went into alarm.

To select a link click on the box under Link that is beside the event you want the link to
be executed by. Then click the Browse/Ellipsis button and search for the desired link.
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Access Points

Two access points are created automatically when an RC2 is added.

Access Point Properties

Set the Access Point’s properties from this window.

x
M arme
g [FC2 2114 Reader 1
II Reader Elptinnsl Links I Code Reader Linksl
Retries
Type
Accers j I g ﬂ
I Inlock time
[ Auto-relock I 10 ﬂ ISE:: j
? ;irst pn;:rdsu:un de'?‘l'l Extended unlock time
v Report door not open 305 -
[T Feport unknown fommat IDHEI jl = J
wWarhing
[~ Required PC D ecision £ [coe =
[T Disable forced entry IDHI:I ala%I I = J
[~ RTE Bypasz DC I ?ﬂISec j
Uz scloelfs Alarm Lockout Time
| s J| I 2 ﬂ ISE:: j
|Di$ahlz EE| Azzet Prezent Time
0=d[s =
DHO ‘warning Schedule I :I I = J
o)
¥ Enabled
] I Cancel
Name

Up to 50 alphanumeric characters may be entered here.
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General

Type

The types of access point are:
Access — normal operation, system controls access to door via a reader.
Elevator — allows user to select a floor button after valid card presentation.
Patient Door — patient monitoring system card reader.
Patient Elevator — patient reader installed in elevator cab.
Time and Attendance — for future use.
Sentex — for Telephone Entry integration.
Asset Door — for Asset tracking.
Asset Reporting — for Asset monitoring.

Random Search-for additional security screening where 12 out of every 256
reads are denied access randomly.

Auto Relock

Check this box to enable the Auto Relock feature. When enabled, the door will lock,
(or return to normal lock position), following a valid access code entry or access
request, as soon as the door contact closes. When disabled, the lock output remains
unlocked for the duration of the Unlock Time that is assigned. (See Unlock Time
below.)

First Person Delay

When this box is checked, the First Person Delay feature is activated. For systems
where the door is automatically unlocked by a schedule, this feature overrides the
unlock schedule until a valid card is presented at the reader. After the first valid
person enters the door, the lock reverts to the time group schedule.

As an example, consider a store that opens from 9am to 6pm and where the entrance
door is controlled by an unlock schedule. [If for any reason store employees are late
arriving, we do not want the schedule to open the store. By enabling First Person
Delay, the store will remain locked until the first person arrives regardless of how
late he/she may be.

Report Door Not Open

Check this box to activate the Report Door Not Open alarm feature. With this feature
enabled, a Door Not Open alarm will be generated and reported on the monitor
screen, each time a valid card is presented at the reader, but no one actually enters
through the access point. This feature is useful in time and attendance applications.

If this feature is disabled, the Door Not Open event will still be logged in the history
file, but will not display on the Monitor screen. If so selected under Advanced
Programming for access points, a Door Not Open alarm will display on the Alarm
screen.
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Report Unknown Format

Check this box to activate the Report Unknown Format feature. If a card with an
unknown format is then presented at this reader, the system will generate an
Unknown Format Alarm and display it on the Monitor screen.

If this feature is disabled, the Unknown Format event will still be logged in the
history file, but will not display on the screen. If so selected under Advanced
Programming for access points, an Access Denied alarm will display on the Alarm
screen each time a card with an unknown format is presented to this reader.

Required PC Decision

When this box is checked the decision to grant access is not made by the NC100.
The NC100 will do its regular verification of the card but will not grant access.
Instead it will simply notify the PC if access is to be granted a command must come
from the PC.

Disabled Forced Entry
Check this box, to disable normal Forced Entry alarm operation. When Forced Entry
is disabled, opening the door simulates the operation of the request to exit input.

RTE Bypass DC

Check this box to enable the Request-to-Exit Bypass Door Contact Only feature.
When enabled, a request to exit input at the access point, bypasses the door contact
only, and does not unlock the door. This operation is typically selected where a
motion detector is connected to the request to exit input and the door uses a door
strike that can be manually opened from the inside.

Unlock Schedule

Use the Browse/Ellipsis button to select the Schedule during which this access point
is to remain unlocked.

Disable Request to Exit

Use the Browse/Ellipsis button to select the Schedule during which the RTE function
is disabled at this access point. In other words, the system does not respond to
requests to exit.

Disable DHO Warning

Use the Browse/Ellipsis button to select the Schedule during which Door Held Open
(DHO) warning is disabled for this access point.

Retries
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Retries specifies the maximum number of consecutive invalid card/PIN reads
permitted (1-16), before a lockout alarm is created and the system rejects further
access attempts to grant access.

Unlock Time

Unlock Time sets the amount of time a door will remain unlocked after a valid RTE
or card presentation. The system default is 10 seconds. The Unlock Time applies to
the door and is valid for all cardholders in the system.

/ When Auto Relock is enabled on the access point window, the access point will
lock when the door is shut, or when the unlock time expires, whichever happens
first.

Extended Unlock Time

The Extended Unlock Time feature may be used to allow particular cardholders, who
require more than the standard Unlock Time, to pass through an access point. Use
Extended Unlock Time to set the amount of time, (usually more than the Unlock
Time), that a door remains unlocked after presentation by a cardholder that has been
given ‘Extended Unlock’ privilege.

/ When Auto Relock is enabled on the access point window, the access point will
lock when the door is shut, or when the Extended unlock time expires (for the
cardholders who are assigned Extended unlock time), whichever happens first.

DHO Alarm

This setting is used to set the maximum amount of time a door can be held open
beyond the expiry of the Unlock Time without generating an alarm. On expiry of the
DHO time, the system creates an alarm and emits a continuous warning sound until
the door is closed.

DHO Warning

This setting is used to set the maximum amount of time a door can be held open
beyond the expiry of the Unlock Time without generating a warning. On expiry of
the DHO Warning time, the system reports to the PC and the card reader emits a
periodic warning sound until the door is closed.(DHO Warning is reported on screen
only for the schedule assigned for DHO warning schedule and is not reported at all
if no schedule is assigned)

/ DHO Alarm overrides the DHO Warning. Generally the alarm time is longer
than the warning time so that a warning will be activated before the alarm. If
the alarm time is shorter than the warning time there won’t be a warning only
an alarm

Alarm Lockout Time
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This setting is used to set the minimum duration that a reader locks out any further
access attempts, when the Number Retries is exceeded.

Asset Present Time

Asset Present Time is the amount of time that the Access Point will be in Asset Mode
waiting for the Asset’s owner to present their card.

M Enabled

Unchecking the Enabled box will make the access point unavailable to the status list.
Since it is not on the status list commands cannot be sent to it. It will not be removed
from the database or prevented from sending messages.

Reader Options

Access Point Properties El

Mame

M |F|I:2 21-1%Feader 1

General | | Links I Code Reader Linksl
Card Formats High Security
[] 39 bit Kantech H5F = 0
39 b!t REH Twio Person
[ 40 bit GE
[ 40 bit PLSC = e
v E T ~ |  Code Tracing
[T Deduct uzage | 0 J|
[~ Facility code Fallback maode Exiting Area
[~ Reverse Data | 1] J|
[ In/Out Reader Enterning Srea
[~ Offline Operation Enabled | 1 j|Entering

[ Require Card and FIM
[~ AFE Enabled

(1] I Cancel

Reader Formats

This window lists all available card reader bit formats. Readers may be configured to
support up to five different formats simultaneously. Click to select (check) or
unselect (uncheck) a format on the list.
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Deduct Usage

If this box is checked, a usage is deducted each time access is granted to a card that
has been configured with a limited number of uses. (For more information on Usage
Count check page 282 in Chapter 7).

Facility Code Fall Back

When an access card is presented under normal conditions the NC100 gets the card
number and facility code from the RC2 and decides whether or not to grant access. If
communication is lost between the NC100 and the RC2, the RC2 still can grant
access based on correct facility code, if the Facility Code Fallback feature is enabled.
Check this box to enable the Facility Code Fallback feature for this access point.

Reverse Data

Check this box to enable the Reverse Data feature. When enabled, the RC2 will
reverse the data string read from the card. This is generally used in insertion readers
so that the proper data is read when the card is removed from the reader, and not
when the card is inserted.

In/Out Reader

In/Out Reader mode is used when a single RC2 has both its readers controlling the
same door, one for entry, and one for exit (two readers, one door lock, and one door
contact). The door lock, the door contact, and the entry reader are connected to the
A-side of the RC2. The exit reader is connected to the B-side of the RC2. In this
configuration, the B-side of the RC2 acts as a slave to the A-side. Both readers can
be configured separately with different parameters. Yet when activated the B-side
reader will use the A-side inputs and outputs.

& This box must be checked for both the side A and side B readers.

Offline Operation Enabled
Checking this box means that the NC-100 will download card data to the reader
controller. This will allow the controller to function after losing communications
with the NC-100/UNC500.
Hardware Requirements
NC-100 firmware must be 8.27. An NRC must be used with firmware version 9.1,
instead of RC-2. For more detailed information check Technical Bulletin ‘TB_58 RC
Stand Alone Mode”.
Require Card and PIN
Checking the Require Card and PIN box will cause this access point to only grant
access if the correct PIN is entered after a card is read. This is used to increase the
level of security at an access point, since only presenting a card will not be given an
access granted.
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High Security
Use the Browse/Ellipsis button to select the Schedule during which High Security
mode is automatically enabled. In High Security mode, only cards with high security
privileges, may gain access to this access point.
Two Person
Use the Browse/Ellipsis button to select the Schedule during which two valid cards
must be presented in order for access to be granted. Note that the second card must
be presented within ten seconds of the first.
Code Tracing
Use the Browse/Ellipsis button to select the Schedule during which this reader traces
cards that have been defined with the Trace This Card option enabled in the
Cardholder Configuration screen.
Exiting Area
Exiting Area is used to set the area from which the access point leaves. This area
must be specified in order to use the Area Antipassback feature.
Entering Area
Entering Area is used to set the area into which the access point goes into. This area
must be specified in order for Antipassback, Mustering, and Card Tracing features to
operate.
APB Enabled
Check this box to enable Antipassback.
¥ APB Enabled

Timed anti-pazshack

I 0 jSec j

Hard Dperation Schedule

[T Logif Doar Dpen
Timed Antipassback
Use this setting to set the minimum amount of time that must expire, before a card
that was presented to this reader previously, may be used again at this same reader.
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To use Reader/Area antipassback but not Timed Antipassback ensure that the
time in Timed Antipassback is set to zero. Once a time is set in Timed
Antipassback then Timed Antipassback will be in effect instead of any other form
of antipassback.

Hard Operation Schedule

Use the Browse/Ellipsis button to select the Schedule, during which, access will be
denied when either a Reader Antipassback or an Area Antipassback violation occurs.
When the violation occurs outside of this Schedule, access is permitted and reported
as an “Access Granted Antipassback Reader”.

Log if Door Open

Place a checkmark in this box to activate the Log If Door Open feature. When active,
the cardholder must present their card and actually open the door before they are
logged (in the Cardholder database) into the area being entered. If this box is not
checked then a successful grant access will log the cardholder into the Entering Area
even if they don’t open the door.

Links
x|

M ame

@ [RC22-1-14Reader 1

| Code Reader Links

Meszsage Link Dezcription |

Forced Entry

Tamper netz-h
Door Held Open J

Access Granted

Access Denied

Secure

Fatient

Code Tracing

Doaor Mat Open

QK. I Cancel

To establish a link click in the Link Description box beside the Message you want the
link activated on. Then click the Browse/Ellipsis button and select the desired link
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from the list presented. The name of the chosen link will be shown in the Link

Description box to confirm the link programming.

Code Reader Links

Access Point Properties

M amne

g [RC2 2-1-14Fieader 1

Generall Reader I:Ipti-:unsl Lirks i Code Reader Links |

Code | Link, Descriptian | Cardrurmber I;

1234 fgiomLink, #2 | 4z94sE7es

] I Cancel

Code Reader Links will execute the designated link after a specific code is entered.
The code is punched into a keypad after the noted Cardnumber has been Granted
Access. If the Cardnumber is left blank then after any Grant Access the code will

execute the assigned link.
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Inputs

Inputs are created with the creation of RC2s and IOC16s. They can be either
defaulted to an access point (RC2s only) or general purpose.

Input Properties

Set the Input’s properties from this window. A General Purpose input will be shown
here. Default inputs, being tied to an access point, don’t have all the features of a
General Purpose input to program.

Input Properties x|

I arne

|FEI:2 2-1-1"Reader 1 RTE

Gereral | Lirk |

v input Type Defaulted
[RTE =l
Circuit Type
I MO, Mo Resistor j [~ Forced Aim Alam
[+ Enabled
Q. I Cance
Name

Up to 50 alphanumeric characters may be entered here.

General

M Input Type Defaulted

Inputs 1 and 2 on an RC2 can be set as either general-purpose inputs or they can be
defaulted. Input 1, when defaulted will be used as a Request-to-Exit input for the
access point and Input 2 when defaulted will be used as a Door Contact input for that
same access point. Side A and side B of the RC2 both have their own input 1 and
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input 2 to be defaulted or used as general-purpose inputs. Defaulted inputs are part
of an access point and should not be considered as separate entities.

Input Properties x|

MName

|IDE‘I B 2-1-1-B\rput 1

Abort Delay

IGeneraI Purpoze j I 0 ﬂl@

Circuit Type
IND, Mo Resistor j [~ Farced Am Alam

Dizarm Schedule

o]

¥ Enabled

ak. I Cancel

Circuit Type

Use the list box to select the type of circuit that the Input is connected to. The system
supports seven different circuit types ranging from unsupervised loops to partially
supervised (single resistor) and fully supervised (two resistor) loops. Refer to the
Hardware Installation Manual for full details of the circuit types.

The selection must match the physical circuit connection. The system uses 1K
(1000 ohm) end-of-line resistors.

Disarm Schedule

Use the Browse/Ellipsis button to select the Schedule during which the input is
automatically disarmed by the system schedule (Option available only for General
purpose inputs).

Abort Delay

This field specifies the maximum duration (from 1 second to 127 minutes) that an
Input can remain in the Alarm State without reporting the alarm event to the
computer. If the Input changes state and returns to normal within the abort delay
time period, no alarm is sent to the computer. Each Input may be programmed with a
unique abort delay time.

Temperature monitoring is one application where abort delay is used effectively.
Suppose we want to generate a freezer alarm if the freezer temperature rises above a
preset threshold for more than five minutes. We are not concerned if the temperature
rises for a few seconds and then returns to normal. Try using a general-purpose Input
and setting the abort delay to five minutes to accomplish this.
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Forced Arm Alarm

Use the check box to specify whether this input generates a Forced Arm Alarm. A
Forced Arm occurs when an Input device is armed while it is in an abnormal state.
Once armed, by definition, the abnormal state becomes an Alarm state. The system
administrator has options in specifying how AxiomV™ should handle this Forced
Arm situation.

Checked

Check this field, and the system will generate an Alarm immediately upon arming,
and execute all attendant commands and messages.

Unchecked

Leave this field unchecked and the system will delay generating an Alarm until the
system Restores and goes into Alarm a subsequent time.

M Enabled

Unchecking the Enabled box will make the input unavailable to the status list. Since
it is not on the status list commands cannot be sent to it. It will not be removed from
the database or prevented from sending messages.

Links
x|

M ame

|||:|c1 6 2-1-1-5\ nput 1

o

Meszage Link Descrption

Alarm

Abnormal

Reztare

M arrnal
Trouble
[lleqal

(] I Cancel |

To establish a link click in the Link Description box beside the Message you want the
link activated on. Then click the Browse/Ellipsis button and select the desired link from
the list presented. The name of the chosen link will be shown in the Link Description box
to confirm the link programming.
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Outputs

Outputs are created with the creation RC2s and I0C16s. They can be either defaulted to

an access point (RC2s only) or general purpose.

Output Properties

Set the Output’s properties from this window. A General Purpose output will be shown
here. Default outputs, being tied to an access point, don’t have all the features of a

General Purpose output to program.

Output Properties

M ame

;@: IFH:E 21-1%Reader 1 Door Held Open

Gereral | Lirk |

v DutputType Defaulked

I DH Al j Counter Yalue

Or State I N ﬂ
IEnergized j

¥ Enabled

X

o]

Cancel

Name

Up to 50 alphanumeric characters may be entered here.

General

M Output Type Defaulted

RC-2 outputs can be set as either general-purpose outputs or they can be defaulted.
When defaulted, output 1 will be used as a Lock output for the access point. Output
2 when defaulted will be used as a Forced/Tamper output for that same access point.
Output 3 when defaulted will be used for Door Held Open warning and alarm.
Output 4 when defaulted will be used for Alarm Shunt. Side A and side B both have
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their own outputs to be defaulted or used as general-purpose outputs. Defaulted
outputs are part of an access point and should not be considered as separate entities.

Output Properties El

_ M ame
@ [10C18 21-1-5\0utput 7

General | Lirikz I

| General Purpose j Counter % alue

On State I 1] :II
IEnergized j

OM Schedule
0.
¥ Enabled
k. I Cancel
On State

Use the list box to specify the Output’s normal On State as either Energized or De-
energized. When the output is turned on is it powered or is power removed?

On schedule

Use the Browse/Ellipsis button to select the Schedule during which the output is
turned ‘ON’ (available only for General purpose outputs).

Counter Value

Enter a value greater than zero to activate Counter mode operation. Counter mode is
used in applications where the output is only turned on after a certain number of
commands telling it to turn on. Any General Purpose output in the system may be
configured for Counter mode. The Counter value can be set from 1 to 32,767, in this
box. This value is a threshold setting. When the count for an output is equal to or
above this value the output turns on. When the count is below this value the output is
turned off. The counter maintains a running count of on/off operations. Each time a
counter output is instructed to turn on, the count is increased by one. Each off
command decreases the count by one. The count will not go negative or increase
above 32767. When an Output is set to operate in Counter mode, the respective links
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Links

Output Properties il

@ [10C18 21-1-5\0utput 7

will only execute when the output turns on or off and not when the output’s count is
changed.

A ‘Lot Full’ sign in a parking lot is one application where the threshold counter
feature may be used. If the lot capacity is one hundred, the sign should turn on if the
number of cars reaches one hundred and turn off as soon as the number goes below
one hundred. In this example, the on link is executed when the count reaches one
hundred and the counter output is turned on. Subsequent ON commands will
increment the count but will not alter the state of the output or execute the on link.
An OFF command will turn off the output and execute the off link only when the
count value goes down to ninety nine. Subsequent OFF commands will reduce the
count but won’t alter the Output State or execute the off link.

M arme

tezzage Link, Description

k. I Cancel

To establish a link click in the Link Description box beside the Message you want the

link activated on. Then click the Browse/Ellipsis button and select the desired link from

the list presented. The name of the chosen link will be shown in the Link Description box
to confirm the link programming.
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Non Reader Access Points

Non-reader access points do not use reader ports and are created by the user from
selected General Purpose inputs and outputs.

"i% Add Mon Reader Access Poink

Right click on Non Reader Access Points to add a new Non Reader Access Point to the
system. This will bring up the Non Reader Access Point properties window to set the
properties of the new Non Reader Access Point.

> Delete

Properties

Right click on a Non Reader Access Point to either delete the Non Reader Access Point
or to go into the Non Reader Access Point’s properties screen.

Only General Purpose inputs and outputs on 10C16s connected to the NC100
should be used to create Non Reader Access Points for that NC100, even though
RC2s general purpose inputs and outputs may be available.

Non Reader Access Point Properties

Non Reader Access Points do not have all the features of regular Access Points (without
a reader, some features are irrelevant). The features they do have work the same way
they would for a regular Access Point. They can even be added to Access Point Groups.
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General

Access Point Properties
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IO Configuration

Access Point Properties 5[

M ame

g I.-'-‘-.u:u:ess Paint

...........................................

General IEI Configuration I Lirkz |

Droor Contact

o

RTE
s
Lok

o

Farced Entry

o

DHO Y arning

.

DHO Alarm

0]

] I Cancel

Click the Browse/Ellipsis button J for each point: Door Contact, RTE, Lock, Forced
Entry, DHO Warning, and DHO Alarm. A list of available points (input/Output) to select
from will pop up. Make a selection for each point and click OK. Points that are not
required may be left blank.

Regular Access Points have only one output for Door Held Open that pulses for warning
and is on steady for alarm while Non Reader Access Points have two outputs for Door
Held Open, one for warning, and one for alarm.
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Links

Access Point Properties il

I ame

g I.-'l‘-.ccess Paint

hezzage Link, Description

Forced Entry
Dioor Held Open

Secure

Dioor Mot Open

k. I Cancel

To establish a link click in the Link Description box beside the Message you want the
link activated on. Then click the Browse/Ellipsis button and select the desired link from
the list presented. The name of the chosen link will be shown in the Link Description box
to confirm the link programming.
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Elevators

I_l Elevators

"i% Bt Edil: &7 Cancef | > Delete | Copy | ik Find | Wi

For elevator control the system needs to know which outputs are to be associated with
which Elevator Reader. Every floor button on every elevator cab that is to be controlled
requires a relay output to activate or deactivate. For example, if you want to control
access to five different floors in a building with four elevators you will need twenty
outputs.

=10l x|

Mame

INEW Elewatarl

Feader

| 9 . |RC21522%Reader |

Aailable (ke

Mz Selected Itemsz

D'ezcription

Dezcription

Floor 4 Cab

Floor 1 Cab B
Floor 2 Cab B
Floor 3 Cab B
Floor 4 Cab B
Floor 5 Cab B
Floor 6 Cab B
Floor ¥ Cab B ‘
Floor 8 Cab B

Floor 1 Cab & o
Floor 2 Cab & e
Floor 3 Cab &

2

A ~|

<] <] toft

> Pl

RBH Access Tech

Name

Up to 50 alphanumeric characters may be entered here.

Reader

Browse and select the desired elevator reader.
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I5l Flevators O] x|
"i% Mew  [5g Save 2 Cancel | . Delete | Copy | i Eind | Wiew
M ame

INew Elewatarl

Reader

| 9 .. |RC2152-2Reader 1

Analable [tems Selected ltems
Dezcription | Dezcription
Floor 1 Cab B vy | Floor 1 Cab A
Floor 2 Cab B Floor 2 Cab A
Floor 3Cab B Floor 3 Cab A
Floor 4 Cab B 0 | Floor 4 Cab &,
Floor 5 Cab B i | Floor B Cab A
Floor 6 Cab B Floor 6 Cab A
Floor ¥ Cab B ‘ Floor 7 Cab A
Floor 8 Cab B Floor 8 Cab A

| ] 1ofi PPl

Available Items & Selected Items

Only general-purpose outputs related to the NC-100 (which the selected elevator
reader is connected to) will be listed in Available Items.

& It is recommended to use only the general purpose outputs of 10OC for elevators.
Shift the floor outputs between available and selected to configure the elevator cab
with the proper floor outputs.
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Floor Groups
Create Floor Groups to limit access to only the floors included in the group.
-l0ix]

‘1% Mew EbEdit «0 Cancel | > Delete | Copy | % Find | Mg

Mame
||:a|: A Floors 2.3.5

Elewatar

| 5 J|Elevatcur Cab A&

Ayvailable [tems Selected ltems
D ezcription D ezcription
Floor 1 Cab & - Floor 2 Cab &
Floor 4 Cab & Floor 3 Cab &
Floor 5 Cab & Floor 6 Cab &,
Floor 7 Cab &

Floor 8 Cab &

[<] <] 1of4

> DI

Floor Groups are tied to schedules and work in conjunction with Access Levels to

control floor access for cardholders.

The only floor buttons to become active are the ones included in the cardholder’s Floor
Group assigned in access level. Therefore cardholders can only go to the floors they have

access to.
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AccessPoint Groups

Access Point Groups are used to create groups of access points. Once created Access
Point Groups can be given commands, or they can be used in links. Access points are
grouped for convenience. Instead of issuing a command to six individual access points,
one command could be sent to a group of six, for example.

o x|
2 Hew |§|:Iit L Cancel | > Delete | Copy | & Find | Yiew

M ame

I"-Jew|
||'I Elaccezs Point Group

Metwark.
| 1732 .. [161 Network

Available [tems Selected lkems
Description Description
RC2 161-1-1'"Reader 1 . RC2 161-1-3\Reader 2
RC2 161-1-1'"Reader 2 RC2 161-1-4'Reader 1
RC2 161-1-2"Reader 1 RC2 161 -1-4'Reader 2
RC2161-1-2'"Reader 2 > Access Point
RC2 161-1-2'Reader 1

| < 20of3 > D

Name

Up to 50 alphanumeric characters may be entered here.

Network

Browse the list of networks available in the system to select from.
Available ltems

Available Items will show all of the access points of selected network.

Selected Items
Selected Item lists the selected access points that are members of the access point group.
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Input Groups

inpucoroups = I

Input Groups are used to create groups of inputs. Once created Input Groups can be
given commands, or they can be used in links. Inputs are grouped for convenience.
Instead of issuing a disarm command to six individual inputs, one command could be
sent to a group of six inputs, for example.

"i% Mew Eu:lit L Cancel | > Delete | Copy | & Find | Yiew
M ame
|170 RTE Input Giroup

I etwark:

| 1024 . [ Netwerk 170

Awailable [tems Selected lkems
Description Description
RiC2 170-1-1'Reader 1 Door Contact . RiC2 170-1-1'"Reader 1 RTE
RC2 170-1-1npst 1 RC2 170-1-1"Reader 2 RTE
RC2 170-1-1nput 2
RiZ2170-1-1'"Reader 2 Door Contact
RC2170-1-1nput 3
RC2170-1-1nput 4

| ] toft [ Dl

Name
Up to 50 alphanumeric characters may be entered here.
Network
Browse the list of networks available in the system to select from.
Available Iltems
Available Items will show all of the inputs of selected network.
Selected Items
Selected Item lists the selected inputs that are members of the input group.
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Output Groups

Output Groups are used to create groups of outputs. Once created Output Groups can be
given commands, or they can be used in links. Outputs are grouped for convenience.
Instead of issuing an on command to six individual outputs, one command could be sent
to a group of six outputs, for example.

¥ Output Groups - 10| x|
| 2 New | Edt 7 Cancel | > Delete | Copy | % Find | Wiew
M ame

I'I 70 Lock [Jutput Group

M etwark
| 1024 . ||Network 170

Available [tems Selected lkems
Dezcription De=cription
RC2170-1-1'Reader 1 Forced Tamper . RC2170-1-1'Reader 1 Lock
RC2170-1-1'"Reader 1 Door Held Open RiC2170-1-1'"Reader 2 Lock

RiC2170-1-1'"Reader 1 Alarm Shunt
RC2 170-1-1'Reader 2 ForcedTamper
RC2 170-1-1'"Reader 2 Door Held Open
RiZ2 170-1-1'"Reader 2 Alarm Shurit

I<] < tef1 > DI

Name
Up to 50 alphanumeric characters may be entered here.

Network
Browse the list of networks available in the system to select from.

Available Iltems
Available Items will show all of the outputs of selected network.

Selected Items
Selected Item lists the selected outputs that are members of the output group.
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Interlock Groups

Interlock Groups are used to create groups of access points. These access points are only
allowed to have one member open at a time. If one of these access point grants access
and is opened none of the other members of the group will grant access for selected
schedule. This feature is commonly used in mantrap applications.

%7 Interlock Groups

"i% Mew EbEdit <0 Cancel | . Delete | Copy | i Find | Wigw

=10l x|

M arme

IN e [nterlock Group

I etwaark.

Schedule

| 1024 .. |Network 4 (TCP/IP 154]

1 Jlﬂ.lways

Axailable [tems

Description

RCZ 4-4-1\Reader 1
RCZ 4-4-1\Reader 2
RCZ 4-3-1\Reader 1
RCZ 4-1-1\Reader 1

RCZ 4-1-1%Reader 2

Selected [tems

Description

RCZ 4-3-1%Reader 2
RCZ 4-2-1%Reader 1

RCZ 4-2-1%Reader 2

| < 1oft > DB
Name
Up to 50 alphanumeric characters may be entered here.
Network
Browse the list of networks available in the system to select from.
Schedule
Browse the list of schedule available in the system to select from.
Available Iltems
Available Items will show all of the available access point of selected network
Selected Items
Selected Item lists the selected access points that are members of interlock group.
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Access Levels

Access Levels are the main way to designate when a cardholder is allowed access.
Essentially Access Levels combine access points with schedules. (l.e. this door at these
times and that door at those times, etc.)

General(Standard Access Levels)

(o
‘ & save Eredi « Cancel | >4 Delete | Copy | ik Eind | Wiew

] I arne
I‘I I'I B Access Level

General | Elevator |

Accesz Schedule

| 1 jl&lways

Accesz Points Groups Avwailable [tems Selected lkems

De=cription

De=cription

1-1'"Reader 1 .
161 Access Point Group -1-1'"Reader 2 |
170 &ccess Point Group RC2 161-1-1'\Reader 1
RC2 161-1-1'Reader 2 »

RC2 161-1-2'Reader 1 —_—
RC2 161-1-2'Reader 2
RC2170-1-1'Reader 1 7 <
RC2170-1-1"Reader 2
RC2 133-1-1"Reader 1
RC2 155-1-1"Reader 2
RC2 133-1-2'Reader 1
RC2 133-1-2'Reader 2
RC2 133-1-3Reader 1
RC2 133-1-FReader 2 LI

<8

|<] <] Mew Record A |

Name

Up to 50 alphanumeric characters may be entered here.
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Access Point Groups

Access Point groups will show the list of all the access point groups configured in the
system. Selecting access point group will automatically select the access points
configured for those Access point groups at that time in the list of Available Items. This
option is more useful for bigger systems where there are a lot of access points configured
and grouping them would make it easier to create Access levels

Available Items

Available Items will show all of the access points in the system, (except the ones that
have already been selected).

Selected Items

Selected Item lists the selected access points that are members of the access level.

Access Schedule

For each required schedule shift access points from the Available Item list to the Selected
Items list. Access levels can have many access schedules but each access point can only
be selected for one schedule. Once selected the access point is removed from the
available list. All of the schedules don’t need to be used, nor do all of the access points
need to be selected.
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General (Multiple Access Levels)

& Access Levels

‘ & save Eredi « Cancel | >4 Delete | Copy | ik Eind | Wiew

=101 x|

] I arne

I‘I 4 IBu:uth Access Level

General | Elevator |

Accesz Schedule

Accezs Level Type

dard

[

Sta

ridard
Special

| 1 jl&lways

Accesz Points Groups

Axailable [temz

De=cription

166 &ccess Point Group
161 Access Point Group
irt Grougp

|<] <] Mew Record

RC2 1-1-1'"Reader 1
RC2 1-1-1'"Reader 2
RC2 161-1-1'"Reader 1
RC2 161-1-1'Reader 2
RC2 161-1-2Reader 1

RC2 161-1-2'Reader 2

RC2 155-1-1"Reader 2
RC2 133-1-2'Reader 1
RC2 133-1-2'Reader 2
RC2 133-1-3Reader 1
RC2 133-1-FReader 2

Selected ltems

De=cription

A
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For systems with Multiple Access Levels selected an Access Level Type needs to be

chosen  for

Magnetic Encoder Setup

Printer Hame

Track 1 Track 2 ITrackE I

=~

Figld Mame

| Length | Field Seperator

Mone

-] O

Phone
Hotes

faLID

Field Separatar

Departrment

CardMame
I1zeCount

CardType

0

Field Length

—

Access Level created (see

x|

] | Cancel |

System for information on selecting Multiple Access Levels).

System

Settings  —

The ‘Standard’ access level type is used as a base or foundation access level. Only a
‘Standard’ access level can have elevator control.

‘Special’ access level types are additional access levels that can be assigned to a
cardholder only as Multiple access level.

Access levels type as ‘Both’ can be assigned to a cardholder as either, a ‘General’ access
level, or a “Multiple’ access level.

See Cardholder General Tab (Multiple Access Levels) for information on assigning these

access levels to the cardholders.

There is more information on Special Access Levels under Reader Access.
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Elevator

Elevator tab in Access Level is available only for Standard Type AL

_lojx
"i% Mew [ Save 2 Cancel | > Delete | Copy | ¢ Eind | Wiew
Marme
[Met 152
General Elewator
Floor Group M ame Schedule Mame
Cab & Floors 2,36
Cab B Floors 2.3.6 Always
<] <] 4of4 A

Under the Elevator tab Floor Groups are tied to Schedules. For Elevator Access to work
the Elevator reader appropriate to the selected Floor Groups is not necessarily selected
under the General tab.

When access is granted on the Elevator reader the system checks to see which floors
associated with that reader are to be enabled. The Floor Group determines these floors.
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Finger Print Readers

Before entering a cardholder’s finger prints the reader needs to be setup.

_lalx]
A2 Add EpEdit X Delete W7 Config |
Address | Make [Name |
OR
x
ap Mew Edit % Delete @CDnFigure @System settings |
Deszcription lTDermlnaI | bdake | Reader
112 1 EFR-Series RC2 166-1-1%FReader 2
Add a reader to the system.
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I=IEY
Finger Print Device |
Addres= Dezcription
=
=
b ake
k. Cancel
Select the manufacture of the Finger Print Reader and give the reader a meaningful
description. The address entered here could actually be a Device ID.
Configure the reader according to the appropriate Finger Print Reader document. Look
for Bioscrypt AxionV.pdf, Keico AxiomV.pdf, RBH-BIO readerAxiomV.pdf, or
TB65_BFRQuickConfigGuide.pdf on the AxiomV™ installation CD.
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Finger Print Reader Query

Information can be obtained from the Finger Print Reader using Finger Print Reader

Query. (For RBH BFR reader it loads the same window as it loads for Finger Print
Reader)

£ Query Finger Print Reader x|

Connect

" Serial ' TCPIP

Device ID I

IP Address [ TCP Port [0
Password I

Card number I

Enter the appropriate data as configured in the Finger Print Reader to connect to the
reader. While connected to the reader you can execute commands on the reader. For
more information see the documents on the AxiomV™ installation CD (Bioscrypt
AxiomV.pdf, Keico AxiomV .pdf, RBH-BIO readerAxiomV.pdf, or
TB65_ BFRQuickConfigGuide.pdf)
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Departments
N e
"i% Mew Edit 7 Cancel | > Delete | ik Eind | Wiew
D M arme
[0 !
Motes
I < oofo > Dl
Here you can add the names of departments to fill the Department 1 and Department 2
fields in the Cardholder — Personal tab. These department names cannot be used in the
Departments field. Operator Profiles does include access to this feature under Modules.
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Companies

A company is a cardholder group and is used in operator profiles.

&z Companies -0 x|
‘1% Pty E-:Iit kT Cancel | > Delete | Copy | &k Find | Wi
WETN
ITesting
Contact Phone #
|[Jinder Fiiarh | 905) 670-1100
MHates

Contact Jinder

Iq d 30f7 > Pl

Name

Up to 50 alphanumeric characters may be entered here.

Contact

Up to 50 alphanumeric characters may be entered here.

Phone #

Up to 50 alphanumeric characters may be entered here.

Notes

Notes provide an area to enter information pertaining to the company that doesn’t fit into
any of the other fields.
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Assets

Add an Asset

Assets are usually portable equipment or hardware that needs to be kept track of, like
laptop computers or specialty metering/monitoring equipment.

x

"’i%ﬂew Er Edit Apply &2 Gancel | > Delete @ Find [ View ‘=4 Photo

Azzet |0 Azzet Dezcription Departrment
Card Halder
0] Last Mame Firzt Mame

! Lo !

Fhaoto  Compatgy

Agzet picture Card holder picture
Azzet Picture 1 Azzet Picture 2
I S b | I Show |
[<] < 0ofo b

Asset ID

Up to a ten digit number may be entered here.

Asset Description

Up to 50 alphanumeric characters may be entered here.
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Department
Type in or select a department from the pull-down list.
Cardholder

ID

Browse the cardholder list and make a selection.

First Name / Last Name

First and last name will be inserted automatically for the selected ID.

g
Edpk
TEH

View

An asset report can be generated to list all of the inputted assets along with their
associated Cardholders.

=N Photo

Capture and save one or two pictures of the asset. The cardholder’s picture will also be
displayed, based on the cardholder ID selected.

Company

The companies that the cardholder is associated with will be shown here.

Notes

Information regarding the asset can be entered here.
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x

‘ 2 New Bl Edit

Apply »2 Cancel | > Delete @ Find [ View ‘=4 Photo

Bgzet |0 Azeet Dezcription Department
— Card Halder
0] Last Mame Firzt Mame
Photo
De=cription

MHaotes

Master Company

l] <] oofo

> D
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Cardholder

The Cardholder screen is used to manage all of the cardholders in the system.

If you enter an existing Cardholder’s name the system will advise you of this before
creating a duplicate Cardholder.

AxiomV Database Manager |

Cardholder with this name and address already exists, do you want to
continue?
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Cardholder Screen

75 Cardholders

‘-’i% New B Edit  Apply 7 Cancel | By Copy |v| ® Delete (3 Delete SAL & Iris

Card Murmber Last Mame =4 Copy Card Finger Prints (5
| BB Copy Cardholder — FEind @& View F] -
Duplicate Card MultiCards [fy

Cardholder Type I

General | F'ers::nnall Elptin:-nsl EndeLinksI I:n:nmpan_I,II F'hn:-tn:nl

Statuz Card Type
I.-'l‘-.ctive ;I I Harmal ;I
lzzue Level FIM Code Jzage Count

o2 [ [ @

Activation Date

|2004ug 8 v|foDooo0 =

|
Deactivation Date

J|
|

I Aocess Level  Special Aocess Levels

Aocezs Level

I

<] «] DofD

Copy

)|

AxiomV™ User's Manual Version 5.2.81 RBH Access Technologies Inc.

274

Copy Card



Chapter 7
Database

Copy Card will bring up the Copy Wizard to copy card data only from one card to
one or more cards (e.g. Usage Count, Lock/Unlock, Activation Date, & De-activation
Date).

[ = Copy Cardholder

Copy Cardholder will bring up the Copy Wizard to copy cardholder data only from
one cardholder to one or more cardholders (e.g. Address, City, State, Department, &
Photo).

Duplicate Card

Duplicate Card is used to transfer a Cardholder’s record information to a new card
number. If the card number is the only data you want to change it is best to make a
duplicate card with the new number.

IEFH
B3R
(TEH

View

Cardholder Report

This selection will create a report showing the data on the current cardholder.

& Cardholder Reader Report

This selection will create a report showing all the readers that the specified
cardholder(s) have access to.

& Delete SAL

Click Delete SAL to remove all special access levels for the current cardholder.

% MultiCards

Use MultiCards to bulk add cards to your database.
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£ Add Multiple Cards X|

Start Card Mumber Card | Status
[
End Card Murnber

Aocezs Level

L

Active Date
|2‘I Jun 2008 ;"12:DD:EIEI£-‘«M j

E=piry D ate

Start |

Start Card Number

Enter the card number of the first card to be added.

End Card Number

Enter the card number of the last card to be added

Access Level

Enter the Access Level that is to be programmed in all added cards.

Active Date

Enter the date that all cards are to be activated on. Selecting the current date will
make the cards active right away.

Expiry Date

If applicable, enter the date that all cards are to expire on.

Start

Click Start to use the entered data to create new card in the system. Cards will be
added sequentially starting at the Start Card Number and ending with the End Card
Number.
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Start Card Mumber

|1 0oo

End Card Murnber

|1 939

Aocezs Level

Chapter 7

2 .t

Active D ate
| 1 -Aug-2008 - |[12:00:00 am -
E=piry D ate

||7 1 -Jan-2010

Database
x|
Card | Skakus |«
183 Added
184 Added
185 Added
186 Added
187 Added
188 Added
189 Added
190 Added
191 Added
192 Added
193 Added
194 Added
195 Added
196 Added
197 Added
198 Added
198 Added —

100

Aol ol

Card Number

Card Number is the number of the card held by the cardholder. After a Card Number has
been assigned it cannot be edited. All other data can be edited.

Last Name

Last Name is the family name or surname of the cardholder. The cardholder cannot be

saved if this field is left blank.

First Name

First Name is the given or common name of the cardholder.

Initials

‘Initials’ is a field available for saving the cardholder’s initials. Either the cardholder’s
full initials or just their middle initials can be entered here.

Cardholder Type

Select from the pull-down list which Cardholder Type (if any) that this cardholder is
going to be a member of. (For more information on Cardholder Types see page 297.)
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@ Finger Prints
At least one Finger Print Reader must first be configured before you can enroll a

cardholder’s finger prints.

Enroll Finger

Click ‘Enrall to start

Facility code

—

[~ Send card anly

Enrall |
I

The enrolment fingerprint varies depending upon the manufacture of the device. For
more information on finger print enrollment see the documents on the AxiomV™
installation CD  (Bioscrypt AxiomV.pdf, Keico AxiomV.pdf, RBH-BIO

readerAxiomV.pdf, or TB65_BFRQuickConfigGuide.pdf).

Iris
Iris integration is an eye scanner integration which requires IrisAccess® iData EAC
Software as well as ICU & ICAM as hardware. For more information on Iris integration
see the document AxiomV Iris.pdf on AxiomV™ installation CD.

Clicking on Iris button on Cardholder screen will open up Iris Enroliment window.
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% | RBH Iris Enrollment: Carolyn Jones

{0y Connect Connection Hme out (sec) 30 Disconmect | % query & Enrall J\.l'erify | K save ©3 Cancel

No configured iris devices found. Right-click on the grid
view to create a new server

— Eve selection Description., [Server Camera
™ Right " Left = Bl

—Sex
" Female " Male " Other

—Card type
{* Pros card ) Smart card " Mone

Iriz quality IBDD [600 - 2048]

Time out 30000 (10000 - 30000 )

[ Remember my settings

Right-click on the ‘grid view’ and add a new server.

% 'RBH Iris Device Configuraion ﬂ

Mame |IHIS Server

Make —iisiD 4000 =

Server IF address I-I 2R 100.75.197

=ecurity |D EERRRRRRARRRARER

Enrallment camera IP |1 25.100.75.79

[T Default device

k. Cancel

After adding the server, Click Connect to establish a connection with the Iris Server &
ICAM
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% 'RBH Iris Enrollment: Carolyn Jones
(&l Connect | Connection kime out (sec) 30 ¥f Disconnect
Zonneck
‘\’ " Ensure that you are logged into the Iris Server.
(Ek Conmect Conmection kime out {secy 30 | Disconnect | #% query {0 Enral J Werify |
Server and camera connection established.
System ready. ..
With the connection established you can now enrol the cardholder.
Select ‘Save’ to save the enrolled cardholder’s data.
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Cardholder General Tab (Special Access Levels)

‘-‘i% New Ebgdit  Apply 7 Cancel | By Copy »| ¥ Delete (& Delete 5aL 4 Iris »
Card Mumber Lazt Hame First M ame Imitialz

12345 [Dough [Jonathan |

Cardholder Type I ;I t

General | F'ers::nnall Elptin:-nsl EndeLinksI I:n:nmpan_I,II F'hn:-tn:nl

Statuz Card Type

I.-'l‘-.ctive ;I I Harmal ;I
lzzue Level FIM Code Jzage Count

o [ [ =

Activation Date

|2010 g 9

Deactivation Date

| |ononon =+

J|
|

I Aocess Level  Special Aocess Levels

MHotes

Aocezs Level

| 1 J|I'v1 agter

l] < 1efl

Status

> Pl

The status of the card can be set to Active, Inactive, Pending, Stolen, Destroyed, Expired,
Lost, and Suspended. New cards are set to Active unless their activation date is set to
sometime in the future, in which case they are set to Pending. Cards with a deactivation
date in the past are set to Expired. Stolen, Destroyed, Lost, and Suspended are different
ways of tagging a card for audit purposes. Inactive is an unspecified way of disabling a
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card with operator commands or links. Only Active cards will be granted access, all
others will be denied access based on the card’s status.

Card Type

There are four card types, Normal, Supervisor, Visitor, and Contractor. Almost all cards
will be left as Normal. The purpose of the Visitor card is to log the location of the visitor
and not allow them free access to the premises. Visitors are controlled through the
Visitor Management (see page 303.)

Issue Level

Issue Level is used with magnetic strip cards only. The issue level is a number from zero
to seven programmed into each Card. When a Card is first issued, its issue level should
be programmed to zero to match the issue level field in each cardholder record, which
automatically defaults to zero. If a card is lost, you can issue the cardholder with a new
card programmed with a higher level, for example 1, and set the issue level field in the
cardholder record to one as well. When you have done this, the old card with issue level
0 will not work and so cannot be used by someone who finds it to gain access.

The system also has the added benefit that the cardholder will always have the same card
number in the history files.
PIN Code

PIN Code is a keypad-entered code. A PIN Code is required for Card & Code operation
or for code only operation.

/ AxiomV™ only accepts PIN Codes that are transmitted in 8-bit format.

AxiomV™ User's Manual Version 5.2.81

282

\\C
é

~

Some keypads and keypad-readers output their data in a card format (e.g. standard
26-bit). If these units are being used, add the code being punched in as a card
number and not as a PIN Code.

Usage Count

Usage Count is used to give a cardholder a limited number uses. (E.g. a cardholder could
purchase a limited number of days at a Health Club. Each time the cardholder enters the
club one use is deduced.) When the count reaches zero access is denied (“No Usage
Count”). The count can be set anywhere from 1 to 254. A usage count of 255 means
unlimited usage.

Activation Date

When entering a new card the Activation Date defaults to the current date. This date can
be changed if necessary. If the Activation Date is put into the future the card will not
grant access until that date.
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Deactivation Date

The Deactivation Date will specify the first date that the card will no longer work. If the
Deactivation Date is not checked then the card will never expire.

Access Level

Select previously defined access levels from the pop-up Window. Access levels
determine when and where an access code is valid.

Special Access Levels

Special Access Levels allows the operator to customize the cardholder’s access. Select an
Access Schedule then check which access points the cardholder can access during that
time. Additional schedules can be selected and access points checked for them. This is
generally used along with the regular Access Level as an enhancement. Access points
checked under a schedule will not show up under any other schedule.

AccessLevel | Special Access Levelsi  Motes
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/ Run a Cardholder Reader Report to see a complete list of access points the cardholder
has access to and the schedules associated with these access points.

/ If either Access Level or Special Access Levels allows access then access will be
granted.

Notes

Notes provide an area to enter information pertaining to the cardholder that doesn’t fit
into any of the other fields.
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‘-‘i% New B Edit  Apply 3 Cancel | By Copy »| ¥ Delete (& Delete 5aL 4 Iris »
Card Mumber Last Mare Firzt M ame |Fitials
12345 [Dough [Jonathan |

Cardholder Type

=2

General | F'ers::nnall Elptin:-nsl EndeLinksI I:n:nmpan_I,II F'hn:-tn:nl

Statuz Card Type
I.-'l‘-.ctive ;I I Harmal ;I
lzzue Level FIM Code Jzage Count

[ o5 |

Activation Date

| 2553'

|2010 g 9

Deactivation Date

| |ononon =+

—=1

Aocess Level

J|
|

Special Access Levels E bulti Access Levelzsi  Motes

I

I

.

.

.

.

]

]

]

]

> Pl

l] < 1efl

Multiple Access Levels

With Multiple Access Levels selected a cardholder can be given up to one standard access

level and ten Multi access levels.

In cases where two or more access levels provide

access to the same access point then access will be granted if any access level would
allow access. Cardholders do not have to have a standard access level; they could be
given only multi access levels. Access levels configured as ‘Both’ could be given to a
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cardholder as either a standard or multi access level, and access levels type ‘Special’
could be assigned only as multi access level.

& Information on turning on Multiple Access Levels is given in System Options -

Magnetic Encoder Setup 5[

Frinter Mame IMEEIiC-ﬂfd j

Track 1 Track 2 ITrackS I

Field Mame | Length | Field Seperator
MHaone j U

Phone Ll
Motes

DeEartment

CardMame
IlzeCount
fFaLID

CardType

Field Separatar = Field Length |3?

k. | Cancel |

& System. Information on creating access levels is given in Access Levels - General

(Multiple Access Levels.
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‘-‘i%uew Epedit  Apply 3 Cancel | B Copy ~| 2 Delete (& Delete SaL 4 Iris
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b

Card Murnber Last Mame First M ame [nitialz
|1 2345 [Dough [Jonathan |
Cardholder Type I ;I

Street Addresz

City

State/Province Country

! B

Zip/Postal Phone #

Departrment

E rnail

Department 1

INl:une

Department 2

IN::-ne

e

l] < 1efl

Street Address

> Pl

Up to 50 alphanumeric characters may be entered here. Multiple lines are provided for

this information.

City

RBH Access Technologies Inc.
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Up to 50 alphanumeric characters may be entered here.

State/Province

Up to 50 alphanumeric characters may be entered here. Use the pull down list to select
from previously entered data.

Country

Up to 50 alphanumeric characters may be entered here. Use the pull down list to select
from previously entered data.

Zip/Postal

Up to 50 alphanumeric characters may be entered here.

Phone

Up to 50 alphanumeric characters may be entered here.

Department

Up to 50 alphanumeric characters may be entered here. Use the pull down list to select
from previously entered data.

EMail

Up to 50 alphanumeric characters may be entered here.

Department 1

Use the pull down list to select from the list of Departments configured in Database
menu.

Department 2

Use the pull down list to select from the list of Departments configured in Database
menu.
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Cardholder Options Tab

‘-‘i% New B Edit  Apply 3 Cancel | By Copy »| ¥ Delete (& Delete 5aL 4 Iris »
Card Mumber Lazt Hame First M ame Imitialz
|12345 [Dough [Jonathan | '
Cardholder Type I ;I I
| EndeLinksI I:n:nmpan_I,II F'hn:-tn:nl
|Descriptinn |ank.ﬂ..lnlnu:k High Security
Reader 2 O O
Start % acation 1
[~ Ignare High Security [~ Trace this card
[~ Extended Unlock [ lgrore Antipassback
[~ E:zcort Required [T lgrore Auta vaoid
Stealth Mode
-
@n o

|4 4 1ofl > Pl

Access Point List

Select from the list which access points the cardholder has Lock/Unlock (double access
granted) privilege, and which access points the cardholder has High Security on/off
(quadruple access granted) capability.

Ignore High Security
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When selected, the cardholder is able to gain access at readers that are in high security
mode.

Extended Unlock

When selected, the cardholder is provided with extended unlock time (i.e., the cardholder
is given extra time during which the door remains unlocked. This is used mainly for the
disabled, the elderly, or anyone else that requires additional time to get through the door.)

Escort Required

When selected, a cardholder can only gain access when accompanied by a supervisor
card. After the cardholder’s card is presented, the supervisor’s card must be presented
immediately thereafter. Both the cardholder and supervisor are logged as having
accessed the door.

Trace This Card
When selected, the system reports a trace alarm to the monitor screen whenever the card

is used. Only access points with their Code Tracing schedule on will report an alarm.
Ignore Antipassback
When selected, the system ignores normal antipassback restrictions for this cardholder.

Ignore Auto Void

When this feature is selected, the selected cardholder will not be deactivated when the
“Auto void cards after:” is activated.

Stealth Mode

When the schedule is on, Stealth Mode is active. During this mode, all cardholder
activity is not printed or displayed. It is however still logged to history.

Vacation

Use the Vacation setting to define up to two vacation periods for the cardholder. During
defined vacation periods the cardholder’s card is inactive.

Start Date 1

Start Date 1 is the date (MM-DD-YYYY?*?) on which vacation 1 starts.

End Date 1

End Date 1 is the date (MM-DD-YY YY) on which vacation 1 ends.

Start Date 2

Start Date 2 is the date (MM-DD-YY YY) on which vacation 2 starts.

End Date 2

End Date 2 is the date (MM-DD-YYY'Y*®) on which vacation 2 ends.

12 Date is displayed in the format selected in the Windows — Control Panel — Regional Settings Properties-Date. If a two-digit year was chosen
then it will be displayed in that form here.
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For example a one-day vacation on August 22, 2012 would use 08-22-2012 as the Start
Date and 08-23-2012 as the End Date. Likewise a 10-day vacation starting on September
1, 2012 would use 09-01-2012 as the Start Date and 09-10-2012 as the End Date.

Cardholder Code Links Tab

2 cerhoicers L -

‘-‘i% New EpEdit  Apply «3 Cancel | By Copy »| X Delete (& Delete SAL 4 Tris »
Card Murmber Last Mame First M ame [ritialz |
|12345 |Daugh [Jonathan | |
Cardholder Type I j

I Company I Phata I

Reader Name | Link Name

] <] 1of1

RBH Access Technologies Inc.
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Code Links

Code Links are a way of executing links based on the grant access of the cardholder at a
specific access point. Each access point can be assigned only one link. To add a Code
Link click in the blank box under Reader Name and then click the Browse/Ellipsis button.
Select from the list of accessible reader then do the same for the link. When the
cardholder is granted access at the access point the link will be executed.

Cardholder Company Tab

‘-‘i%uew Epedit  Apply 3 Cancel | B Copy ~| 2 Delete (& Delete SaL 4 Iris »

Card Murnber Last Mame First M ame [nitialz
|1 2345 [Dough [Jonathan |

Cardholder Type I ;I I

Description

¥ Select Al
|4 q 1ofl > D
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Companies

Cardholder groups are called companies. Which companies (groups) the cardholder is a
member of is selected here. Cardholder companies (groups) are used in operator profiles
to determine which cardholders the operator will have access to.

Cardholder Photo Tab

2 cerhoicers L -

‘-‘i% New EpEdit  Apply «3 Cancel | By Copy »| X Delete (& Delete SAL 4 Tris »

Card Murmber Last Mame First M ame [ritialz |
|12345 |Daugh [Jonathan | |
Cardholder Type I j I

Generall F'ersu:unall Elptiu:unsl CodeLinks | Company |

Picture1] File Path Signature File [1] Path

Picture(2] File Path Signature File [£] Path _l
| | ]
&k 1 & &

I 4 1efl > DI
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Templates

This box lists the badge templates. The selected template is displayed in the box on the
right side of the window.

1

Take Picture

Click the Take Picture icon to capture a picture.

Il Image Edit Window x|
‘ = Select | E Sawe (1) E Save (2] | E Acguire Advance =R Live »
o

Use the Select button to select the previously Acquired/Saved picture.

While live video is being shown on this screen, click Acquire to freeze the image. Click
on the image to produce a box the size to be captured. The box can then be moved
around to encompass the desired area. Click Save(1) to save the image as picturefilel
and Save(2) to save as picture file2.  Advanced will open up a window for the
modification of the advanced settings of the video source.
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= Print Card
Clicking Print Card will send the displayed card to the printer.
Setup Printer
Setup Printer is used to edit the printer setup.
2 Capture Signature
Capture Signature is used to acquire a signature of the cardholder.
x|
Signer Marme:
ePad device initialized properly, Start signing. ..
Dewrsd VL
DE‘.‘UL
_. ............ OK\l IFI Cancel |
a Flip Card Side to Front
Flip Card Side to Front is used to change the card view from back to front.
a Flip Card Side to Back
Flip Card Side to Back is used change the card view from front to back.
Picture File Path1/2
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Picture File Path shows the name of the cardholder image. Images are saved to the
Images folder.
Signature File Path1/2
Signature File Path shows the name of the signature images. Signature images are
saved to the Images folder.
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Cardholder Type

=4 Cardholder Types I I

‘-‘i%ﬂew B gdit « Cancel | X Delete

] M arne
|1 IEa&t Tower

ﬁccessLevellBadgel

Available [temsz Selected [tems

bdon-Fri B: 00am-7:00pm
M anagerent
Office Staff

] <] 1of1

Cardholder Types is a means of grouping cardholders. For each ‘type’ move items from
the available list to the selected list for both Access Levels and Badge templates. A
cardholder that is given a cardholder type can only be given access levels and assigned
badge templates that are listed for that cardholder type. Cardholders not given a
Cardholder Type can be given any Access Levels and can be assigned any Badge
templates.

The Access level availability list will only include regular Access Levels and access levels
from Multiple Access Levels.

RBH Access Technologies Inc. AxiomV™ User's Manual Version 5.2.81

297



Chapter 7
Database

‘-‘i% New B Edit 0 Cancel | X Delete

] M arne
I‘I IEast T ower

Arccess Level Badge

Aeailable [tems Selected ltems

Harizontal Type B

Yertical Type B Horizantal Type &
Wertical Type C

] <] 1of1
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Asset Tracking®®

This screen is used to configure your assets.

Asset Configuration

Assign the asset an ID number and give it a description. A department can be selected
from the list. Search for and choose a cardholder to be the asset holder.

x

‘ ’i% = Edit apply. 3 Cancel | > Delete @ Find Wiew ‘Em Photo

Azzet |0 Azzet Description Department

|1 oo Ilaph:up | =l
Card Holder
D Last Mame First Mame

I38DEI4 _l ITester ITester

Phato Comparny

Azzet picture Card holder picture

Bgzet Picture 1 Bgzet Picture 2
ISpIash.ipg Show | I Show |
[<] < tof1 B D

13 This selection is only available if the optional license for the Asset Tracking Software has been purchased and installed.
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Apply
Select Apply to have the system execute a partial download to the panels right away so
that any changes made will take effect immediately.
EH

Photo

In edit mode select Photo to acquire an image of the asset.

[ mage eare wimdow
] save (1) [l Save (2) | B2 acoure (5 dvance e Live
4

[« .
| 1440, 1800 Picture Aspect Ratio - 1: 1.25

=

Select

Click Select and browse for the required picture. Crop as needed and save as Save (1) or
Save (2). For best results keep the aspect ratio as close to 1:1.25 as possible.
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Reader Access

Cardholder Reader Access Update

Reader Access or Special Access Levels are used to customize a cardholder’s access. It
can be combined with regular Access Levels or used on its own. Instead of a cardholder
being a member of an access group in cardholder can be given their own personal access
level.

h.'h‘-_‘_ Cardholder Reader Access Update EI

‘Edd | % Delete  Find , iew |

Aocezs Schedule
UL | 1 Jlﬁ.lways
Readerz Cardholders

| Description | | Card Mumber| Last Mame | First Mame | Initials |
RC2-154-1%Reader 1 1892 Livingstone  Steve
RC2-154-1\Reader 2 1867 Malik Renu
RC2-154-2Reader 1 1864 Mayes Dave
RC2-154-24Reader 2 1897 Riarh Sukhi
RC2-154-3\Reader 1 1895 “Wong Jirarny
RC2-154-3\Reader 2
RC2-152-1%\Reader 1
RC2-152-1\Reader 2
RC2-152-2\Reader 1
RC2-152-2\Reader 2
RC2-152-2\Reader 1
RC2-152-3\Reader 2
RC2-152-4\Reader 1
RC2-152-4\Reader 2
RC2-1“Reader 1
RC2-1“Reader 2

OO0RO®

OROOOOJOXNEDOOOLOORE

This utility is used to update the special accesses for cardholders. You can add one or
multiple access point (for a schedule) to one or multiple cardholders, or you can delete
one or multiple access point (for a schedule) from one or multiple cardholders.
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Find . iew .
) Find Cardholders
Find Find Readers

Find Cardholder and Find Readers will both bring up the search window. Search for the

cardholders whose access you want to edit. Then search for the readers you want to edit.
Finally browse and select the schedule to use in your edit.

==
.’ Y Add

Click Add to have these items included in the cardholders’ access.

x Delete

Click Delete to have these items removed from the cardholders’ access.

/ Only special access can be affected this way. Access given by a regular Access Level
cannot be changed by this method.

View | ¥~

Reader Cardholder Repart
a Cardholder Reader Report

[
ERRE
(THH

Reader Cardholder Report

This selection will create a report showing all the cardholders that have access to the
specified reader(s).

& Cardholder Reader Report

This selection will create a report showing all the readers that the specified cardholder(s)
have access to.
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Visitor Management!4

The Visitor Management option is used to control and track visitors to a site.

To add a visitor into the system the card they are to use must first be entered into the
cardholder screen and configured as “Visitor” Card Type. The first thing to be done
therefore is to create cards that are going to be used by visitor to the site. Give each card
an appropriate Access Level depending on where you wish to allow the visitor to go.
Visitor can then be assigned cards with Access Levels appropriate to their needs.

It is best to keep unassigned visitor cards deactivated until needed for the first time.

i
I & save Eu:lit apply %2 Cancel | oy '| W Delete ) Delete Sl @ Find Yiew) = >
Card Number Last Name First M ame: Iitialz
1001 [isitor [Card 1 |

General I Persnnall Dptionsl Codelinks Eompanyl Photol

Status Card Type

IActive j Haormal j
lesue Levil PIM Code U4 gsrrgra\!'imr

= [

Activation Date

Contractors

(121272007

Deactivation Date

x| 120000 am =

[Fhznoer =] [1zocooam =

I Acces: Level  Special Access Levels Motes

Access Lewvel

L

<] <] Mew Record [ [z

14 This selection is only available if the optional license for the Visitor Management Software has been purchased and installed.
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EVisitors

After visitor cards have been created select Visitors from the Database menu or toolbar to
configure visitors for the system.

x
= ¥ o i = - . £5, 3
e Edit Delete Zance FEir Check Imp Eheck Ouk Receiph Trac E Mai
d | | | fieck fieck k |
Last Mame I First Mame I
M atignal [D I Card Mumber ||:|
Assets ] Track. ] Photo ] Company ]
Reazon for Visit I j Address I
Date of Birth Iﬁ'-l 2301899 City I
Phaone I State I
Emnail ID | County |
Emplayer I Poztal I
Motes
Last Hame I -- | Firzt Mame I
BEETiER) I Emplayee Card IIj
Last Vigited IEI:EIEI:EIEI Checked In ]
Time Allotted | Checked Out |
<] { oofo b DI

The Last Name and First Name fields are mandatory fields and must have data before
you can save the visitor while the NationallD field is optional. All three of these fields
are ‘quick search’ fields. Type data into the ‘quick search’ field and hit Enter. The
‘quick search’ field will call up the record with matching data or will produce a list of

records to choose from.

Card Number is also a ‘quick search’ field and is ideal for calling up a record when a

visitor is checking out.
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= Add

Click Add to enter a new visitor.

Edit

Click Edit to modify an existing visitor.

= Save

Click Save to save changes made by adding a new visitor or modifying an existing one.

x Delete

Click Delete to permanently remove a visitor from the database.

K3 Cancel

Click Cancel to exit edit mode and not save any changes made.

i Search

Click Search to call up a search screen to look for a specific visitor.

i i Cardholders x|

General I Advance I

Search Field

I Last Mame j %
Search Test

|41 Selected] |

v Partial Search

Cancel

Select the search field, enter the search criteria, and click search. The results of the
search will be posted in the new screen.
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visitors_________________ x
Card Humber | Last Mame | First Mame | Mational 1D |

1001

b alik Renu 67456

Check In

Click Check In to have the visitor checked into the system. Checking in will activate the
visitor’s card.

Check Out

Click Check Out to have the visitor checked out of the system. Checking out will
deactivate the visitor’s card.

Track

Click Track to display the access points that the visitor has been granted access to while
checked-in. This screen doesn’t update automatically. You need to click on Track button
every time to refresh Visitor’s activity.

Receipt

Click Receipt to print a receipt for a visitor’s assets.

Email

Click on Email to send an email to the cardholder being visited. For this to work the
senders email information must be configured in Email Config under System Settings.

After configuring the sender’s email under the system settings, the being visited
cardholder’s Personal Tab must have an email address.
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Cardholders =10 x|

"i% rew El Edit mpply &3 Cancel | Copy *| ¥ Delete (O Delstesal 8 Ins (G Finger Prints =

Card Murnber Lazt Mame Firzt Mame [ritialz
[53073 [Riarh [anty |
Cardhalder Type I j

Street Address

City
!

State/Frovince Country
Zip/Postal Phone #

D epartment
| =l

E mail

Iinfn@rbh-access.mm

Department 1

I MHone j
Department 2

INn:nne j

<] <] zofznn [ [
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General

x
2 p ) 34 & & L] & o

Ty Edit Delete Zancel Find Check In  Check Qut  Receipk Track. E Mail

Last Mame IMa_.r.eg Firgt Mame IDENE

T I Card Mumber |294

Assets ] Track ] Phato ] Campansy ]

Reazon for Visit I Mesting j Address I
[rate af Birth I;"‘T"-I 2901899 j City I
Phaone I -------- State I
Email ID | Counlry |
Employer IHEH Postal I
Maotes

= e IHia'h = | Firzt Mame IKant-"'
BIEEERCES I Ermployes Card IEED?3
Last Vizited ID:EIEI:EIEI Checked ln ]
Time Allotted [ Checked Out |
| toft > Dl

Personal Information data is optional and specific to the visitor and not to the card.

Select who is being visited by clicking on the Browse/Ellipsis button [..] and search for
the appropriate cardholder. Department and Employee Card will be filled in by the
system.

Last visited is also filled in by the system.

Select Time Allotted to create an automatic Late Alarm by system if visitor is late in
checking out.
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Assets

x

2 H ¥ » ® J X _ & J

[t Save Delste Cancel Find CheckIn Check @ut  Receipt Track E [Mail
Last Mame IMa_.r.eg Firgt Mame IDENE

T I Card Mumber |294

General ] Assets l Track ] Phato ] Campansy ]

Blue Bag
Laptag

= e IHia'h Firzt Mame IKant-"'

BIEEERCES I Ermployes Card IEED?3

L

Last Vizited ID:EIEI:EIEI Checked ln ]
Time Allotted [ Checked Out |
[l toft > P

Under the Assets tab, in edit mode, the operator can enter data concerning anything that
the visitors brought with them to the site.

To print a receipt for these assets click on the Receipt button.

If there is any information entered under a visitor’s asset then a reminder will pop up
when the visitor checks out. After the visitor has checked out this asset data is deleted.

Track
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% | Visitors x|
= Pt £ @4 & & L] oS |
T Edit Delete Cancel Find CheckIn Check Out  Receipk Track, E Mail
Last Mame IMa}Iex Firgt M arne IDENE
M atianal [ I Card Mumber |294

Lazt Marne IHia,h . | E IKant_l,l
SR I Emplopes Card IESD?3
Last Vizited ID:EIEI:EIEI Checked In
Time Allatted ID Checked Out |
[ 4 1of1 > Dl

The Track tab will display the access points that the visitor has been granted access to
since their check-in time. Simply click on the track button to display the information.

& Only visitors that are checked-in can be tracked. If the visitor has checked-out you
can get information on where they have been from the Visitors’ History Report.
Photo
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B 5 9 x o A & & LU la& 5

x|

T Edit Delete Cancel Find CheckIn Checkout  RecPeCeipt| Track E Mail
Last Mame IMa}Iex Firgt M arne IDENE
M atianal [ I Card Mumber |294

Picture File 1
bravn).jpg

Sighature File 1

I < 1of2 > Dl

The Photo tab shows all the templates from the visitors’ badging template module. Only
the fields valid for the visitor management will be selectable in visitors’ badging
templates module.
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Company

= x K #h < & E & =

Ty Edit Delete Zancel Find Check In  Check Qut  Receipk Track. E Mail
Last Mame IMa_.r.eg Firgt Mame IDENE

T I Card Mumber |294

| Description
Master Company

I < 1oft > Dl

Company tab shows the companies assigned to the visiting visitor.
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Custom Fields

x
o) =

= x|l - a g & L
Ty Edit Delete E'E'Ieﬁhcel Find Check In  Check Qut  Receipk Track. E Mail

Last Mame IMa_.r.eg Firgt Mame IDENE

T I Card Mumber |294

General ] Assets ] Track ] Phato ] Campansy ]
Title
[
I<J <] 1of1 b D

Like cardholder, visitors’ custom fields can be designed under Tools>custom
fields>visitors and those fields are shown in the visitor screen as a new tab.

| Tools Reports Help
Copy Wizard... 5 E

E Map Maker... Cards Manitor  Maps Di

Cardholders

Custom Fields
Badge Templates P Visitors

L =T,
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AxiomLinks™

AxiomV™ includes the AxiomLinks™ command script utility. AxiomLinks™ allows
single pre-programmed events, single operator commands, complex sequences of pre-
programmed events, or complex sequences of operator commands to be stored and
executed later at the NC100 level without any action on the part of the operator.

Using AxiomLinks™ any system event or combination of events may be preprogrammed
to invoke any other event or combination of events. AxiomLinks™ is schedulable,
functions globally without the PC online and may be used to automate almost any activity
in the system. Authorized system operators may execute these AxiomLinks™ manually
from the PC as well. Links may be configured to execute once or for a specified duration
ranging from 1 to 120 seconds or minutes.

Use this window to define links that may be used in Operator Commands, Code Reader
Linking, Advanced Programming for Outputs, Advanced Programming for Inputs, and
Advanced Programming for Access Points.

ﬁ' AxiomLinks -10] =l
I% New gdit K7 Cancel | > Delete | Copy | % Find | Wiet
Mame
General | Pending Commatds
| 512 et 1se
Command Device Action Command Type | Value|Mina’Sec|
Set input RC2-156-1% nput 1 Dizarm |nput Tined 5 Sec
Set Output 10C1E-156-30utput 2 On Tined 5 Sec
Rezet Input RC2-156-1\ nput 2 Arm nput Timed 10 Sec
[<] <] oofo Dl
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Name

Up to 50 alphanumeric characters may be entered here.

General

| 512 . [net 15

Before creating any links select the network the link is to work on.

& AxiomLinks™ are executed by the NC-100s and therefore only work within a network.

Command

Click in the command box, and then use the drop down arrow to view the list of available
commands.

e Set Access Point Feature e Reset Input

o Reset Access Point Feature e Set Input Group

e Set Access Point Group e Reset Input Group
Feature e Set Output

e Reset Access Point Group e Reset Output
Feature e Set Output Group

e Grant Access e Reset Output Group

e Set Output Counter e Initialize NC100

e Set Input

Device

Click in the Device box, and then use the drop down arrow to view the list of available
devices (all or from a selected network).

Action

Click in the Action box, and then use the drop down arrow to view the list of available
actions. The actions available will depend upon the command and device that were
selected.

Command Type

Select the command type from:

e Semi-permanent: Semi-Permanent Commands are the most common command
type. Any other command issued after a Semi-Permanent
Commands is valid regardless of the type or source.

e Permanent: Permanent Commands are commands that can only be
overridden by operator commands or by other permanent
commands. These commands are usually used when it is
important that the command is not countermanded by a
schedule or a link
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e Timed: Timed Commands are executed like Semi-Permanent
Commands except for the timer. The timer starts at the same
time the command is issued. When the timer expires the
system checks the item’s schedule to verify what the item’s
status should be, and sets the item to that status.

Value

Value is number from 0 to 127 used with the seconds/minutes box to specify the time for
the Timed command.

Min/Sec

This field indicates whether the Value for the Timed command is in minutes or seconds.

Pending Commands

Pending Commands are semi-permanent commands that may be programmed to execute
an AxiomLinks™ Once, Daily, Weekly or monthly. Note that pending commands
execute independent of any Schedule association. The Pending Command will execute
the link that is programmed on the General tab.
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. AxiomLinks

I = =] | 2 | i | =

Grant &ccess Reader 2

I¥ 18/08/2003 Ed
5 :35:00 PM -
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Start Date

The Start Date is the first date that the link will be executed on. Click on the down arrow
to bring up a calendar to select the date from or type in the date directly.

Time

Select the time of day the link is to be executed. Scroll up and down or type in the
required time.

Type
®

O]
O]
©

Once:
Daily:
Weekly:

Monthly:

Occurs one time only at the set time and date.
Occurs each day at the set time, from start date forward.
Occurs every seven days at the set time, beginning on the start date.

Occurs each month on the set date and at the set time.

Execute On Holiday

Check Execute On Holiday to have the system ignore the holiday day-of-the-week and
verify the true day-of-the-week to see if the Weekly Pending Command should be
executed.
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AxiomLinks™ Command Summary

Input Commands State Time
Set Input Status Disarm Y
Set Input Group Status
Reset Input Status Arm Y
Reset Input Group Status
Output Commands State Time
Set Output Status On Y
Set Output Group Status
Reset Output Status Off Y
Reset Output Group Status
Preset Output Counter N
Access Point Commands State Time
Grant access - Y
Set Access Point Feature High Security Y
Reset Access Point Feature Two Person

Door Held Open Warning

Interlock

Unlock

Reader Required

Keypad Required

Disable RTE

Hard APB enabled

Code Tracing

Facility Code Mode

Report Access Granted

Report Access Granted RTE
Cardholder Commands State Time
Activate Cardholder - N
Deactivate Cardholder - N
Reset Cardholder Area - N
Miscellaneous Commands State Time
Test battery - Y
Initialize NC100 - N
APG Feature Commands State Time
Set APG Feature High Security Y
Reset APG Feature Two Person

Door Held Open Warning

Interlock

Unlock

Reader Required

Keypad Required

Disable RTE

Hard APB Enabled

Code Tracing

Facility Code Mode

Report Access Granted

Report Access Granted RTE
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Global Commands

Global Commands are AxiomLinks™ executed by the CommsServer. The CommsServer
has access to all of the system’s networks. This means that an event on one network
could cause a link to be executed on another network.

#¥ Global Commands =100 =]
Ji%] e gdit K7 Cancel | > Delete | Copy | & Find | Yiga
Mame

IGIDbaI Conmand 1

Command Device Action Command Type | Value| MinfSec|
Set Access Point Feature RCZ - 14Reader 1 High Security Timed b Sec
] q 101 B Dl

Global Commands are programmed the same as AxiomLinks™ except a network does not
have to be specified. There are a few commands that are available in Global Commands
that are not available in AxiomLinks™. See AxiomLinks™ General for more information.

‘Activate Card’, and ‘Deactivate Card’ are Global Commands that are not available in
AxiomLinks™,

#¥ Global Commands

‘ & save El:lil: K7 Cancel | 7% Delete | Copy | ik Eind | Wiew
M ame
INew Global Command

General |

Command Device Action

| ]
Feszet Dutput -
Set Qutput Group

FReset Output Group

Set Keypad

iInibalize MCT00
Activate Card —_
Deactivate Card 5
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Facility Codes

There are two sets of numbers encoded in every card. One assigns a unique access code
ID number to the card and the other identifies that card as belonging to a specific facility,
i.e. the Facility Code.

Facility Codes are used to group cards together so they only work for AxiomV™ system,
which is configured with that particular facility code. There may be several cards
manufactured with the same access code number. When coupled with the Facility Code,
the cards get their unique identity. For example, two cards are both numbered 56,248.
One card has a Facility Code of 2 and the other has a Facility Code of 37. A system that
is set to accept only cards with a Facility Code of 2 will not grant access to the card with
a Facility Code of 37. If you do not know the Facility Code of your cards, simply present
the card to a reader and the system will display the Facility Code. Each reader can be
assigned up to 16 Facility Codes.

/ A single site or system may be configured to accept multiple Facility Codes. A Facility
Code may be assigned to work at all Access Points in the system or at specific readers

RC2 1-1-1%Reader

RCZ2 1-1-1\Readers

RC2 F1*14Reader 1
RC2 F#1*14\Reader 2
RC2 F2*14\Reader 1
RC2 F2*14\Reader 2
RC2 F314\Reader 1
RC2 #314\Reader 2
RC2 F4*1%Reader 1
RC2 F4*1\Reader 2
RC2 F#5*14Reader 1
RC2 F#5*14\Reader 2
RC2 F6*14Reader 1
RC2 F6*14%Reader 2

2k

<X

only.
F2. Facility Codes =10 x|
"i% Mew ElEdit «0 Cancel | > Delete | Copy | % Find | Yigw
Facility Code
4000
Arailble [tems Selected ltems
Dezcrption - Dezcrption -

RC2 2-1-1%Reader 1
RCZ 2-1-1%Reader 2
RC2 2-2-1%Reader 1
RCZ 2-2-1%Reader 2
RC2 2-3-1%Reader 1
RCZ 2-3-1%Reader 2
RC2Z 2-4-1%Reader 1
RCZ 2-4-1%Reader 2
RC2 2-5-1%Reader 1
RCZ 2-5-1%Reader 2
RC2 2-6-1%Reader 1
RCZ 2-6-1%Reader 2
RC2 2-7-1%Reader 1

RCZ 2-7-1%Reader 2

=

] 4 1eft

D DI |
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& When using multiple Facility Codes, cards having the same access code, but different

Facility Codes will be read as the same card. AxiomV™ uses only the access code to
identify a cardholder, even though access may be granted based on the Facility
Code.

‘\": If no Facility Code is programmed, then any Facility Code will be accepted.

Name

Up to 50 alphanumeric characters may be entered here.

Available Items

Available Items will show all of the access points in the system.

Selected Items

Selected Item lists the access points requiring that facility code.
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Message Ports

Use Message Ports to configure the ASCII ports of your system.

?Messageparts (=] @ |[=3]

E Save Edit ¥7 Cancel Delete Cop

Mame

|New bezzage Port

Port Type keszaging Protocal

j | Uridirectional J

||nachve

Mew Recard

Name

Up to 50 alphanumeric characters may be entered here.

Port Type

Choose an Inactive port to disable the message, a TCP/IP port, a Direct Port, an eMail
port, or a SafeSuite™ keypad port to enable.
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? Message Ports El' =] '@
H Save Edit %72 Cancel Delete Copy Find Yiew

MHame

|New heszzage Port

Fort Type Mezzaging Protocol
TCFRAP - |L|ni|:|irecti|:|nal J

Froperties
IP Address

—

Port

—

MNew Record

Properties

Set the port properties depending on the port type. For TCP ports set the IP address
and port number. For direct ports select the comm. port and set the baud rate. eMail
ports require the SMTP server, the address the message is to be sent to, the Local
address and a password if required.
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W Message Ports o] = =]
‘ H Save Eu:lit 7 Cancel | . Delete | Copy | ik Find | View

MHame

INew heszzage Port

Fort Type Mezzaging Protocol
I ridirectional LI

— Properties
Comm Port

IEEIM'I vI

Baud

I 22400 - I

|1 <] Mew Record I Bl

Messaging Protocol

Unidirectional is the only possibility at this time.
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A Message Ports
Hﬁave Edit 7 Cancel | . Delete | Copy | ﬁfind | ‘Jiew

MHame

INew heszzage Port

Fort Type Mezzaging Protocol
R ~ | |.rid-cion =]

— Properties
SMTP zerver

Send to thiz address

Local address

FPaszwiard

|1 <] Mew Record I Bl

A Message Ports
Hﬁave Edit 7 Cancel | . Delete | Copy | ﬁfind | ‘Jiew

MHame

INew heszzage Port

Part Type kMezzaging Protocal
5 afe Suite Keypad Unidirectionsl LI

— Properties

[T Select Al

|1 <] Mew Record I Bl
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Select which SafeSuite™ LCD keypads are to receive the message by checking the
appropriate box. The pre-created messages can be no more than two lines of sixteen

characters each.

W Message Ports o] = =]
‘ H Save Eu:lit 7 Cancel | . Delete | Copy | ik Find | View

MHame

INew heszzage Port

Part Type kMezzaging Protocal
I Safe Suite Keypad ﬂ I Unidirsctional LI

— Properties
] Suite 110

Suite 111
O suite 112

[ Select Al

|1 <] Mew Record I Bl
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DVR

The database selection DVR will call up the same connection/configuration window as the View DVR
menu selection. (See View DVR on page 47 for more information.)
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Guard Tour?s

A Guard Tour is a set of Access Points and/or input points that a cardholder or group of
cardholders read their cards at (and is granted access), and/or trigger inputs in a preset
sequence, within a specified time frame.

Cardholders (guards) will move through a site verifying the safety and security of the
site. They are expected to access certain doors at certain times during their inspection
(tour). Alarms or links can be generated if they are late (or early) at any door. Tour can
be started automatically from a schedule or manually.

The tour ‘ends’ when the guard accesses the last door/input. If the tour is shut down
manually it is ‘suspended’.

Tour Route

£ ‘Axiom¥ Guard Tour - Guard Routes ] 3

‘@ Mew ol Save Edit 3 Canice | < Delete | @ Fird | Vigw |
Mame
ITest Route1

|Verificati0n Poink Time from Start | Grace Period | Alarm on Late | Alarm on Early | Link on Late Link. on Early Link on Time
10 Z

Employes Entrance 30 5
‘Warehouse Entrance 45 3
Shipping Entrance &0 3

Oooooooogooooooooooogooon:n
Oooooooogooooooooooogooon:n

19 q 1o DDl |

Verification Point

Click on the box and select an access point and/or an input point from the pull-down list.
Specify points in the order they are to be reached during the Tour.

15 This selection is only available if the optional license for the Guard Tour Software has been purchased and installed.
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Time from Start
Enter the amount of time (from the start time) that it should take to get to the access
point/input point. If it takes ten minutes to get to the first access point/input point and
twenty minutes to get from the first to the second access point/input point, then enter
thirty for the second access point/input point.
Grace Period
The Grace Period is a before and after amount of leniency time applied to the Time from
Start time. For example a five minute grace time on the second access point/input point
means that the cardholder needs to grant access/trigger input between twenty-five and
thirty-five minutes after the start time.
Alarm on Late
4} Is arriving late at an access point/input point an Alarm Event? (Yes/No)
Alarm on Early
4} Is arriving early at an access point/input point an Alarm Event? (Yes/No)
Link on Late
Select a link (if any) to be executed on a late arrival at the access point/input point.
Link on Early
Select a link (if any) to be executed on an early arrival at the access point/input point.
Link on Time
Select a link (if any) to be executed on an On Time arrival at the access point/input point.
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Guard Groups
~1
"@ new [ 5ave EbEdc 3 Cancel | > Delete | i Find | Wi
Mame
Giward Group 1|
Card Mumber |Last Marme First Mame Access Level
38094 Mavyes Darvid Master Access
2395 Whymann Bill Maszter Access
I<] < 1oft > Pl

Create a Guard Group and give it a name. Add guards to the group by entering their card
numbers. Their first name, last name, and access level will be added from the database.

While a tour is running any guard in the guard group can grant access at the scheduled
access point. Therefore multiple guards can take the tour together or different guards can

take the tour at different times (depending on the schedule).
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Guard Tour

Sz E
"i% Mew | Save Edit e Canice | > Delete | @4 Find | Wi

M amne
IGuard Tour #1

Guard Groups

| 2 J|Euan:| Group 1

Foutes

| 1 J|T ezt Houtel

Schedule

| 2 J|T our Schedule

|] < 1oft > Pl

Name

To create a Guard Tour give it a name and select a Guard Group, a Route, and a schedule
(optional).

/ To have the tour run automatically enter a schedule, the tour will start whenever the
schedule turns on. The schedule turning off is not used by the guard tour.

‘7 " Ensure that the start time on a tour’s schedule (if more than one line in schedule
selected) are further apart then the length of the tour. A tour will not restart if it is
currently running!
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Chapter 8
Reports

=

Note: Even just to view the Reports, the printer driver needs be installed in
Windows.

The AxiomV™ report creation facilities allow you to customize an almost unlimited
number of reports and can be used as an extremely valuable management tool.

There are two main programs. Database Report creates reports for the Network, Device
configuration and other databases. History Report creates standard event History
Reports.

Event History Reports

Starting the History Report:

History Report can be started from the Reports menu item or from a button on the
toolbar. By default, the system has the “Access Granted Hourly Count Report” report
selected. The current date, from 00:00:01 a.m. through to 23:59:59 p.m. is also set by
default. A number of event history report categories are available, and appear in
alphabetic order in the selection list of the History Report screen.

Choose from the list to generate your report for the specific information you require.
Select specific category items such as department or cardholder number to further limit
your report. Use the Date and Time selector and the Sorting tab, to further define your
report. Up to five fields can be sorted from the Sorting tab. Select from the list the field
to be sorted, then select either alphabetical or reverse alphabetical. Finally, the report can
be limited to particular messages through the Messages tab. From the Messages tab the
report can be narrowed down to show only the required messages. Irrelevant messages
won’t be included making the report easier to read.
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General

% ' AxiomV History Reports

|
DVR

L&

Preview

=

Print

A
Font

i

Find

=101 x|

Aocess Granted Hourly Count
Arccess Point Report

Alarmz Report

Azzetz Report

CardHolders Report

Device Controller Report
Guard Tour Report

Input Repart

K.eyPad / Apartment Beport

MC100 Report

Metwork, Report

Operator Report

Output Beport

Time & Attendance Report
Wigitors activity

Wizitars Currently Checked In
Vizitors Detailz

Eenerall Meszages | Sorting | Save

Date Timne

Stat|01/04/2003 | [12:00:00 AM

[~ Daily Bepaort

End|01/04/2003 =] [11:59.59PM

1T 11

@l Preview

Preview will display the report on the screen. The report can then be viewed before

being printed or exported. Printing and exporting can be done from this screen.

% Print

Print will send the report straight to the printer without being viewed.
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Date Event Device | Card Card Mame | Play

270712005 09:41:38 AM  Access granted: operator command — RC2-104-1\Reader 1
270712005 09:41:38 AM  Access granted: operator command  RCZ2-104-1'\Reader 2
2710712005 09:41:39 AM  Access granted: operator cammand  RC2-104-2\Reader 1
2710712005 09:41:40 AM  Access granted: aperakor command  RC2-104-2\Reader 2
2710712005 09:42:07 AM  Access granted: operator cammand  RC2-104-4\Reader 1
2710712005 09:42:08 AM  Access granted: operakor command  RCZ-104-4\Reader 2
2710712005 09:42:13 AM  Access granted: operator command  RCZ2-104-1'Reader 1
2710712005 09:42: 16 AM  Access granted: operator command  RCZ2-104-3\Reader 1
270712005 09:42: 16 AM  Access granted: operakor command  RCZ-104-3\Reader 2
2710712005 09:42:29 AM  Access granted: operator command  RCZ-104-1'Reader 1

gddddddddd

2710712005 09:43:04 AM | Access granted: operator command

DVR

Systems with DVRs will have items (inputs, outputs, access points) configured with
associated cameras (and the IP address of the DVR that camera is being recorded by).
Clicking the DVR icon in the right-hand column will send the date/time of the event in
that row, and the associated camera number, to designated DVR via its IP address and
playback the recorded events for that duration (configured in monitoring of device).

Font

Font is used to change the font used on the report. Simply select from the list provided.
A sample of the font is shown in the area to the right. (See Fonts for more information.)

Date and Time Selector

Select the Start Date and Time and the End Date and Time for the period you wish to
report on, by either browsing for the required date, using the spin buttons to set the
desired time or by keying directly into the respective date and time box.

Daily Reports

Special Daily Report functionality has been included to provide for reporting on a
specific time period, such as 8:00:00 a.m. through 17:00:00 p.m. over a range of days
such as the previous week.

Select the daily time period desired, and the Start and End dates for the desired range of
days. Then check the Daily report option on the screen.
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Messages

ol

L& =1 e A ]
Preview Print DVR Font Find
Access Granted Houwrly Count | | General Meszages l Sortting | Save
Accesz Point Report
Alarms Feport The lizt containg meszages that you can select far this repart.
Agsets Report Events with only selected messages will be shown in the repart,
CardHolders Report
Device Controller Report 5L Select Al "
Guard Tour Repart =
Input Rrepart H- Access Granted
KewPad ¢ Apartment B eport - Access Denied
F-[# CardHalder Action
MC100 Report -] Access Paint
Network Report - Access Point Statug
Dperator Report = Input Paint
Output Report 0 Input: restare
Time & Attendance Repart R :
Vigibarz activity [ | & T Irput: alarm
Yigitors Currently Checkedn | | & i Imput: trouble
Vigitors Detalls | | 8 e O Input: ill=gal
----- Input: hormal -
----- Input: abnarmal
----- [rput armmed
----- Input dizarmed
-] Output Point
&-B MC100
4 I I LI o LI
| /4

As well as selecting the category and date/time parameters for your report, it can be
further defined by messages. Click on the check boxes to select/deselect messages. Only
events with the checked messages will appear in the report.

AxiomV™ User's Manual Version 5.2.81 RBH Access Technologies Inc.

336




Chapter 8

Reports
Sorting
o
L& = = A 4
Preview Print DVR Font Find
Access Granted Howly Count | | General | Meszages  Sorting l Save
Arccess Point Report
Al Repaort
A REpor You can zort records by up to five fields, in either azcending or
Azzetz Report 4 di 4
CardHolders Report ESEENCING Order
Device Controller Report
Guard Tour Report = (Y
Imput Beport ! IDE‘tE J ﬂ
K.eyPad / Apartment Beport
2 -| A
MC100 Report ! [ z—ll
Metwork, Report
Operator Report 3 -| &
Output Beport I J z—ll
Time & Attendance Report
Yisitors activity 4 | =l
Wizitars Currently Checked In I J J
Vizitors Detailz
-1 &
5 = 2l
KN M
| /4

The Sorting tab provides the ability to customize the report by sorting chosen fields
(either ascending or descending). Up to five fields sorts can be done for each report. The

report is first sorted by sort 1 and then (if programmed) by sorts 2-5 (in order).
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SavelError! Bookmark not defined.Error! Bookmark not defined.

_loix

=

Print

L&

Preview

A
Font

i

Find

|
DVR

Input Repart

b air Report
MC100 Report
Metwork, Report
Operator Report
Output Beport

Wigitors activity

Yigitors Details

Access Granted Howly Count | | General | Messages | Sorting Save]
Arccess Point Report

Alarrns Report “'ou can zave the zelected criteria and uze that to get the repart bazed an that in future.
Azzetz Report
CardHolders Report Feport Title

Device Controller Report
Guard Tour Report

K.eyPad / Apartment Beport

Time & Attendance Report

Wizitars Currently Checked In

Peiod | Schedule | Email |

£+ Hourly Report

" Daily Repaort Last I— Hours

- Weekly Repart

= Monthly Repart

ﬂ Save az H

4

Under the Save tab you can set up reports to run automatically. To accomplish this, the
optional module ‘Report Server’ is required.

When a report is designed and saved all of the criteria (or data) to create that report is
saved (the report itself is not saved). Reports will then run and print/email according to
the schedule created for the report, unless the Report Server is off. If the Report Server is
off at the time of a schedule print/email it of course will not print/email at that time nor
will it print/email when the server is turned on. It will print/email at the next scheduled
time according to the saved design criteria for the report. For example, if an Every 12
hour report is created to start on 1 January 2012 at 8:30 a.m., it will print/email at that
time then at 8:30 p.m. 1January 2012, then 8:30 a.m. 2January 2012, etc. Now if the
server is turned off from 6:00 a.m. 5 January 2012 until 12:45 p.m. 5 January 2012, then
no report will be printed/emailed at 8:30 a.m. 5 January 2012 or at 12:45 p.m. 5 January
2012. The next report will be printed/emailed at 8:30 p.m. 5 January 2012.

Reports cannot be printed/emailed for periods that are not completely in the past.
Therefore reports that are scheduled to print/email at a time within the parameters of the

16 This selection is only available if the optional license for the History Report Scheduler Software has been purchased and installed.
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period will print/email a report for the previous period. This means that if a report is
scheduled for 4:00 p.m. to cover the time from 8:00 a.m. to 7:00 p.m., then the report will
be printed/emailed for the previous day and not the current day. A report that covers
from, day 1 to day ‘Last’ always prints/emails the previous month.

The AxiomV™ Report Server is an independent AxiomV™ system that allows the user
to design and schedule history reports.

AxiomReportServer Properties {(Local Compu d |
Gereral Log On I Hecu:uver_l,ll Dependenciesl

Log on as:

" Local Systemn account

[T | &llaw service o interact with deskiop

I."«.-'-".u:lministratu:ur Browse. .. |

Ixxxxxxxxxxxxxxx

Pazsword:

Confirm pazsward:

Ixxxxxxxxxxxxxxx

Wou can enable or dizable thiz zervice for the hardware profiles listed below:

Hardware Profile | Service |
Prafile 1 Enabled
Encble | Disable |

| k. I Cancel | Apply |

‘7‘1 Be sure to change the Log On property for ‘Axiom Report Server’ from Local
System account to a local user account.

To create an automatic report select the type of report to run, what period the report is to
cover, and then what schedule it is to run on.

Select New to set up an automatic report.
Delete will remove the highlighted report from the list.

The Schedule button will call up the schedule tab.

B0 Xm

Save will save the schedule created using the name typed in the white box labeled
‘Save as’.
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Feriod | Schedule | Ernail | Format |
% Hourly Report 1=
" Daily Report Last I—E Hours x
" Weekly Report ;
.
" Monthly Repart -
Hourly
This period will cover the last x hours prior to the report being printed. The maximum
time it can be set to is 99 hours (or four days and three hours).
Period | Schedule | Email | Format |
" Hourly Bepart 3
B tar — —
Daily Report at - zoooosM = i
" wheekly B t
=Ey TERE End  [115959PM = O]
" Maonthly Repart -
Daily
This period will cover the specified portion of the day from Start time to End time.
F' _____ eru:u:|| Schedule l Ernail l Forrnat l
I == 4y
" Howrly Fepart Every |z = =
i~ Daily Repart Skart IM':'” j |12:EIEI:EIEI &M ﬁ i
e wieekly B t
eekly Repor End |Fri j |11:EEI:EEI Pt j !
" Maonthly B epart -
Weekly
This period can cover one or more weeks. It covers days of the week from the Start (day
and time) until the End (day and time). The End can be in the current week or a
succeeding week.
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£ Howrly Fepart =
" Daily Report Start |-| j |-|2:|:||:|:|:||:| Ak ﬁ by
" wieekly Repart Exd ILast j |11:59:55 = j O

% Maonthly Repart

Monthly

This period can cover up to one month. It covers the dates of the month from the Start
(date and time) until the End (date and time). The End date can be a lower value then the
Start date in order to span two months.

Schedule

l E rnail l Faormat l

{* Ewvery

™ Daily

IEu Hrs Stating at | 4 A3/2012 - 3:00:00 Ak =
" Monkhly I J I S

" Wweekly

Every

This schedule will print/email the report periodically at the set interval. The example
above will print/email a report every six hours (four times a day). This interval cannot be
set to more than 999 hours (or forty-one days and fifteen hours).

Feriod | Schedule | Email | Format |

L Star at [+0000m =]
il =
% Daily
£~ Manthly [ Mom v Tue [ Wed | Thu[ Fri |+ Sat  |v Sun
= Weekly
]
Daily

This schedule set which days of the week and at what time on those days that the report
will be printed/emailed.
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(" Every ' Day |-| TI of manth
" Daily ; o
. 13t | I | of mon
% Monkhly @ T I : J I o J
" Weskly Time | B.0000AM
]
Monthly
This schedule can set up the report to print/email on a specific date of the month,
including the Last day, or a specific day of the month like the 2™ Tuesday. Select a time
on that date for the report to print/email.
| E rnail | Farmat |
" Every Ever = =
L 2 -[0: =]
o I_;I [30000PM =
il
[Fi -]
" Maonthly Day !
(+ Weekly Starting on | snvmz -
]
Weekly
This schedule will print/email the report periodically with a weekly interval. The interval
could be every week, every other week, or more. Set the day of the, the time, and a date
to start on.
EMail
Feriod | Schedule |Emall| Format |
[~ Email Repaort
E mail B epart ta
Check the box and enter the eMail address that the periodic or scheduled report is to be
sent to.
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Format

Period ] Schedule ] E rnail ] Farmat |

File format Chirystal Reports j
Encel

Select the file format from the drop down menu (Excel, pdf, or Crystal reports) for the
attached report sent through the email

Fonts

x

Faont :

Times Mew Raman

M5 Sans Senf | —Sample
M5 Serf J
MT Extra

Falating Linotype

Faoman
Script LaPhl23

Small Fonts J
Syrmbol

System

Tahoma

Terminal
i Times Mew Homan

k. Cancel

Fonts can be selected from either Database Reports or Event History Reports and applies
to both. The selected font will be retained and applied to all reports, on a computer, until
changed by the user. Therefore each different client machine will have its own selected
font.
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Database Reports

Starting Database Report

Database Report can be started from the Reports menu item or from a button on the
toolbar.

General

i8]
& & A * i)

Preview Designer  Print Font  Refresh Delete Find

Accesz Level Report | | General l Sorting |
Arccess Point Group Report
Accesz Point Beport

Accezs Point Report Simple
Apartments Report

Area Muster Report

Area Report

Azzetz Repart

CardHalder High Security Read
CardHalder Link Repart b
CardHolder Lock Unlock A ead
CardHolder Mon-active Repart
CardHolder Feaders Report
CardHolder Report

CardHolder Repart Simple
Company Report

Device Controller Report

Device Controller Report Simple
Elevators Groups Report

Elevators Report -

q | _'|_I ¥ Select Al

| /

Select from the list on the left the category (type of report) that will be the subject of the
report. Then select from the list on the right the items that are to be included in the
report. For example, for a cardholder report select from a list of cardholders, for an
access point report select from a list of doors. Use Click+drag, Shift+click or
Ctrl+click to select multiple items. Checking Select All will include all items in the
report.
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Sorting

=10l |
B T & A B ¥ #

Preview Designer  Print Font  Refresh Delete Find

Accesz Level Report 1| General Sorting l
Accezs Point Group Report
Accesz Point Beport - o _
Access Point Fleport Simple You can sort resords by up to five figlds, in either ascending or
Apartments Pepart dezcending order

Area Muster Repart
Area Report
Azzetz Report ! I j %1‘
CardHalder High Security Read
CardHalder Link Repart 2 I j A\Ir
CardHolder Lock Unlock B ead F
CardHolder Mon-active Repart
CardHolder Readers Report 3 I j Al
CardHolder Report

CardHolder Repaort Simple
Company Report 4 | &
Device Controller Report I J z—ll
Device Controller Report Simple
Elevators Groups Report ] I j Al
Elevators Report -

4| I 4

| /

The Sorting tab provides the ability to customize the report by sorting chosen fields
(either ascending or descending). Up to five fields sorts can be done for each report. The
report is first sorted by sort 1 and then (if programmed) by sorts 2-5 consecutively.

@l Preview Report

Preview Report will display the report on the screen. The report can then be viewed
before being printed or exported. Printing and exporting can be done from this screen.

.
Report Designer

Report Designer will start the Custom Report Designer for the highlighted report. See
Page 347 below for details including an example of the creation of a custom Muster
Report.

% Print Report

Print Report will send the report straight to the printer without being viewed.
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A

Font
Font is used to change the font used on the report. Simply select from the list provided.
A sample of the font is shown in the area to the right. (See Fonts for more information.)
f+
| Refresh

Refresh will recompile the report list to include any newly created custom reports.

X

Delete

Delete is used to remove custom created report that is no longer required.

Readers
ff-: AxiomY¥ Database Reports =10l x|
! = A bl 4 #h
Prewview Designer Prink Fant Refresh [elete Fird Find Reader
Access Level Report | | General | Soting Readers l

Access Point Group Report
Accesz Point Report
Apartments B eport

Area Repaort

CardHolder High S ecurity Read
CardHolder Link Report
CardHolder Lock Unlock Read:
CardHolder R eaders Repart
CardHolder Report

CardHalder Simple Repart
Company Feport

Device Contraller B epart
Elevators Groupsz Report
Elewataors Report

Facility Codes Report

Drescription Tupe Device HCT00 I ebwark.

Haliday Report
Input Group Report [ Select &l Readers
[rput Repart
Interlock Group Report -
4 I I [
| y
Some reports have a third tab (Readers) to further define the report. In the above
example, under the general tab the cardholders are selected. Under the reader tab the
access points are chosen. The resulting report will show which of the chosen readers the
selected cardholder have access to.
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Custom Report Designer

This document will demonstrate how to create a custom design report. It will do this by
for example by creating a ‘Custom Muster Report’.

Any report can be customized but only by using the existing fields provided in the
original report. The exception to this is the Cardholder Reports (Cardholder report,
Cardholder Simple report, Reader cardholder and Cardholder reader report) that allows
the addition of Custom Fields.RBH provides a few custom report text files for these
reports to be able to add the custom fields configured in the system. For better
understanding, follow the example shown below:

We want to create a custom muster report that includes fields that are not on the original
report. To do this a custom report file needs to be created by RBH so that the required
fields are added to the database fields’ list.

For our example we want to include First Name, Last Name, and a custom field. Before
starting to create the report, ensure that any custom fields that are required are available.
For our example we created a custom field ‘Employee Type’.
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B Properties

EmployesT ype

Custom Database Fields

Select the desired report (our example is a custom Area Muster Report) and click
Designer to start the Report Designer utility.
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£8 Axiom¥ Database Reports - 10| x|
L& g A X i
Preview Designer | Prink Font  Refresh [Delete Find

e CTulaly Designeri
Access Level Repdrt «T"| General l Saorting |
Accezs Point Group Report
Accesz Point Report
Apartments Heport
Ares Muster Beport
Area Report
Azzetz Report
CardHolder High Securnty Read
CardHalder Link Bepaort
CardHolder Lock Unlock Reads
CardHolder Readers Repatt 7
CardHolder Report

CardHolder Simnple Repart
Compatny Beport

Customdreal nput
Cuztomdreal nputl

Cuzstomdreal nput?

Cuzstomdreal nput3

Device Controller Report

Elevators Groups Report -

P I I R v Select Al

| /

[] Dezcription

To create the desired report the Database fields need to be changed. Right click on
Database Fields and select Set Location.... The new file provided by RBH is
‘CustomAreafield.ttx’ for Area Muster report. Set this file as the new location.

RBH Access Technologies Inc. AxiomV™ User's Manual Version 5.2.81

349



Chapter 8
Reports

-E Axiom¥ Report Designer

b ain Repart |

ERS=R0 At abase Fiel
-2 Formula Figld:
- [?] Parameter Fie
-- E Group Mame F
'E Running Tokal
-- F sperial Fields
: IInbound Fielo

[7=| & # 2| 2 2 | @ |[ioox =] HE{E@:@H-OG B 7 U |

=10 x|

Database Figlds

k2
%]
I

Wisual Linking Expert...

Add Dakabase ko Repart, ..
Remove Database from Report, .,

Set Location...

Set alias. ..

Werify Database

List of Cards in Are

Log OnfOfF Server. ..

Convert Database Driver. .,

Card Details

Help

reat ame - & [Sectiond ]

_GroupFTHame ., Lardhumber @CardMame

Cancel Menu

Group Footer #1: Arealnputs_tAreaM ame - & [SectionZ |

Report Foater [Sectiond |

I Page Footer [Section? |

PageMumber
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& Set Location x|

— D atabazes:
Arealnputs s
Set Location...
Same Sz Hepart
Corvert Ta LIMC

Done

— Locatian:

Table:  |Arealnputs.tix

Server Tope:  Active Data [Field Definitiong Only]

Server Mame:  [:\Development'driommptyRepartDesignk
Databaze:

dzer (D

Click on the Set Location button to explore the Data folders in order to select the custom
fields Database.

& Data Explorer x|

[#-[_J Current Connections - |
&[] Favorites

D Histaory

- _J0DBC

D D atabaze Files

' itore Data 5 s

Sdd/te Eawvantes |

[Delete Favarnte |

— D'ata E xplorer
. . . Options...

Browsze through the items abowve until you find the = |

table pou wish to use.

Once found, double click on the table or zelect it and

presz the Set button,
Cloze I
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Select the path ‘More Data Sources / Active Data / Active Data (Field Definitions Only)’
to select the Data Source.

B Data Explorer x|

St |

-] Currert Cormections
D Favorites
|:| Higtory
&-(J0DBC
|:| Databaze Files
Iél--l:anre Data Sources Add to Favarites |
- Active Data = —
B Active Data [ADD) Delete Favarite |
&[] Active Data [DAD]
-- ibchive Data [Field Definitions Oy
- @-[)Active Data [RDO]
[#1-[1Exchanae Folders/Address Book _I

| »

4

— D'ata E xplorer
Dptionz... |

Browse through the items above until you find the
table you wizh to uze.

Onie found, double click on the table or zelect it and
presz the Set button. | Close I

Select Data Source

" ODEC (AD0)

| -~

Sdvanced...

 AD0 and OLE DE

Lonnection Sting:

| Build...

I Brawze, .

Diatabase ACoES j

LU

Browse. ..

e,

k. I Cancel
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Select Browse and locate the Reports folder.

Select Data Definition File

Loak: i

5] Reports

= =& ck E-

Histony
"H] Desktop
£y My Documents
by Computer
=4 3% Floppy [4:)
= Local Digk, [C:]
] Program Files
[ bk
[ Awiom
] Data
b Fr epoit s
= Local Dizk [D:]
@' Compact Dizc [E:]
[BR My Metwork Places
.t Repository Testing
¢ Software Testing

Chapter 8
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*

2=

Filez of type:

I Tab Separated Test

[
=

Open

Cancel

It

Browse the path to the provided custom file (CustomAreafiled.ttx in this example).

Select Data Definition File

Laak jn: I 5] Reports

x| « @ ek E-

ks
[x

File name:

IEustu:um.-’-'-.reafieId

Filez of twpe:

I Tab Separated Text

-

L L]

Open

Cancel

After selecting the new location file click Open.
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@ pata Explorer

+-[J0DBC

|

Set

- ([ Database Files
ElI:I More Data Sources
=-[C Active D ata
- ([ Active Data (40 0)
- ([ Active Data [DA0)

fdd to Favartes

E--Dﬂctive D ata [Field Definitions Only]
¢ g Make New Connection

[Delete Eayvarte

Elﬁ;u C:%Program Fileshrbh\asxiomy0 al

BB} CuztomAreafield ty

[T Active Data (RD0] bl
4 b

— Data E xplarer
. . . Options...

Browsze through the iterms abowve until you find the | = I
table you wizh to uze.
Onece found, double click on the table or zelect it and
prezs the Set buttan, Close |

Press Set to select the file.

Select Data Source

" ODEC (200)
-~

Sdyanced..

E

 AD0 and OLE DE

Lonnection Sting:

Builde.

) Da

[Natabaze

El

Aooezs

Ll

Browse...

¥ Data Defirition

C:%Program Filezrbh\Asion0 ata\Fep

Ok

C

ancel

Press OK to continue.
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& Set Location x|

— D atabazes:

Argalnputs

Same Sz Hepart

Corvert Ta LIMC

Done |

— Locatian:

Table:  |Customédreafield.ths

Server Tope:  Active Data [Field Definitiong Only]
Server Mame: C:\Program

Databaze:

dzer (D

Press Done to complete the location selection.

¥erify Database

X

& The database file ""&realnputs_tkx"" has changed, Proceeding o fix up the report!

You will get a verification of the change to the database fields. Press OK.

You can now see the custom fields (like Employee Type) in the field list on the left side
of report.
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2
Ix

-B‘ Axiom¥ Repork Designer

|[7= | & » &2| & 2 | |[oox 7] |JE{E@ag|Jnn BE 7 U|
MainHepnrtl

=l B Database Fields I SR
[=1-[E5] Arealnputs_tkx:
--E=h Cardnumber
=k Areatlame - r -

e | List of Cards
=3 fIPID

=k LastMame
- E= FirskMame
= Departient Page Header [Sectionk |
ek E rrplotyee Ty pe
%4 Farmula Fields ) List of Cards in Area .
- [?] Parameter Fields - = . -
- 2. Group Mame Fields - | Area a Card Details
- B Running Total Fields .
- ¥ Special Fields

7" Unbound Fields | - | ! ;
Detailz [Sectionld ]

| . [Group #1 Name , Cardnumber, @CardMame
Group Footer #1: Arealnputs_ttxAreaM ame - & [SectionZ |

Repart Foater [Sectiond |

IS

Repart Header [Sectiond | -

Group Header #1: Arealnputs_tte Areal ame - & [Section] |

[

I Fage Footer [Section? |

r

. Pagertumhber =
4| | 3

Customize Report?’

Now you can customize the report. Add and delete fields, edit text and formatting, and
format formulas.

Remove Area, Card Details, and Entry Time from Section6, and remove @CardName
and Area Time from Section10.

7 This selection is only available if the optional license for the Customize Report Software has been purchased and installed.
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-'E:: Axiom¥ Report Designer = |EI|E|
7= & % 82| B ? | g2 ooz ~] |Jz {gmagH-o >|B I U|ZE = =
tdain Repart |
=l B8l Database Fields O e DT Y
- Arealnputs_tk: -
=) Cardrumber Feport Header [Sections | -
= Areahlame - r =
A - List of Cards
- 2= FIPID -
-2 LasktMame
-2 FirskMarme
- E= Departrient Page Header [Sectionk |
-2 EmploveeType .
[#-%1 Farmula Fields : List of Cards in Area .
- [?] Pararneter Figlds
- =, aroup Mame Fields )
- Runr!mg _T':'tal Fields Group Header #1: Arealnputs_t Areatlame - & [Sectiond |
- 3 Special Fields m
H-_ Unbound Fields - _ _
Detals [Section10 ]
| . [Group #1 Name . Cardnumber,
Group Footer #1: Arealnputs_th Areah ame - & [Section? |
|l
Report Footer [Sectiond |
FPage Footer [Section? |
‘: PageMumber

From the Database Fields List drag and drop First Name, Last Name, and Department
into Section10. This will also create a header each one in Section6. Resize each entry
for best fit in the area.

RBH Access Technologies Inc. AxiomV™ User's Manual Version 5.2.81

357



Chapter 8
Reports

# Axiom¥ Report Designer O] x|

[z | & % &2 | 2 2 |12 |fioox =] |JE{E|§ag|Jﬂn|BIg|

MainHepnrtl
- B Database Fields B R R

=B arealnputs_thx
.E,% Cafdnu;nber Repart Header [Section ] ﬂ

e | List of Cards
2= FIPID

= | astMame
= FirstMame
2= Department Page Header [Section |
= EmployeeType
- X4 Formula Fields - | List of Cards in Area )

- [?] Parammeter Fields

- = Group Mame Fields - LastMare Firstilarae

- Runr!ing _Tl:'tal Fields Group Header #1: Arealnputs_tteAreaklame - A [Section] |
- ¥ Special Fields |
- Unbound Fields - |

I

Detailz [Sectiondd ]

| . Group #1 Name © CardnumberLastHame Firattlame
Group Footer #1: Arealnputs_tk AreaM ame - & [Section2 ]

Report Foater [Sectiond |

I Page Footer [Section? |

’ Pagehurmber -
| 3

In Section6 and Section8 right click on the text fields ‘List of Card in Area’ and change
them to ‘Muster Report’. Add the header ‘Card Number’ in Section6 by inserting a text
object and editing it.
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- B Database Fields

=[] Arealnputs_tkx
=y Cardnumber

- B Areahlame

=2 freaTime

-E= fIPID

~EE=L LaskMame

Bk FirstMamne

Bk Department

-2 EmploveeType

-4 Formula Fields

- [?] Parameter Fields

- = Group Mame Fields

- "B Running Tokal Fields

- 3= Special Fields

- Unbound Fields

Chapter 8
Reports

0l
I

FReport Header [Sectiond |

-

L

Page Header [Sectior

Muster Report

Group Header #1: Are.

Detailz [Sectionld ]

-

Muster Re

Group #1 Name
Group Footer #1: Area

Fieport Footer [Sectior

Fage Foater [Section:

r

|

Feld..
Format Section. .. Special Field — »
Text Object
Dakabase -
Repaork » Subkokal, ..
Designer r Grand Tokal, .. —
Unda {Ckrl+2) : Edit Text SUTMY. . —
Redao (Ckrl+Y) ¢ Insert Field Eroup. .. |
Find Section. ..
Cross-Tab. .. —
G Subreport...
Copy _
Paste Line
Delete Box |
Help R Pickure, ..
Chart. .. e
Bf -
Cancel Menu OLE Object... £
Hyperlink...
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#5 Axiom¥ Report Designer i [m] B

[7=| & # 2| 2 2 | @ |[ioox =] HE{E@:@H-OG B 7 U |

b ain Repart |

- B Database Fields EEEE R

=B Arealnputs_tkx
.E% Cafdnu%l:uer Report Header [Sectiond ﬂ

=L Areah .
o reanams : Muster Re

M= freaTime L
= FIPID

~EE= L askMame
Bk FirstMamne
-E=k Department Page Header [Sectionk |

= EmployeeType ] "
(-2 Farmula Fields - | Muster Report .

- [?] Parameter Fields
- &, Group Mame Fields Card Nuraher htlﬂame Ei:rstName
Group Header #1: Arealnputs_the AreaMame - 4 [Section] |

k2
0l
I

- "B Running Tokal Fields
- = Special Fields |
- Unbound Fields - |

Detailz [Sectionld ]

| . [Group #1 Name . CardnumberLastHame Firsttlame
Group Footer #1: Arealnputs_ttxAreaM ame - & [SectionZ |

FReport Foater [Sectiond |

I Fage Foater [Section? |

i PageMumber -
< | »

A Section Header trim is added (yellow for the muster area and red for other areas) by
right clicking on the Sectionl bar and selecting Format Section.
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[ - C e C oz | C 3 | C g
Fieport Header (Sectiond | ﬂ
i Muster Re
FPage Header [SectionE |
Muster Report )
- Card Hurher htNﬂIﬂE Ei:rstNa.me

Group Header #1: Arealnput:

Group Header #1; Arealnputs_tkx, Areablame - 4 (Sectiond )

Areaklame - A [S

D etails
I—ﬁ Hide (Drill-Dioven O
- jaroup Suppress (Mo Drill-Dow
Group F

i Fit Section
Fleporit F Insert Section Below
Em—c Delete Group

Change Group...

Farmat Section, ..

F

Help
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Section Expert

Sechons:

Inzert | Delete | terge |ﬂﬂ

Common  Color I

Feport Header
Page Header

Dretails

Page Footer
Report Footer

Group Header #1: Arealnputs theAreal ame - &

Group Footer #1: Arealnputs_tk AreaM ame - A

— Color

o |

Cancel |

Select the Colour tab and press the X+2 button.

B Format Formula Editor : Section_Back_Color

=

2|0 o T % %% 8

=10l x|

x| =&, Report Fields:

| -2 frealnputz_the Candnu
-2 frealnputs_theAreah 2
-2 frealnputz_tte LaztMa
- = frealnputz_tte Firstba
-2 frealnputz_tte Depart
-2 frealnputz_tee Employ
- XA @CardM ame

]

rF S

=P o B B smnes Arese
1] 1| I »

If Trim ({Arealnput=s ttx ArealHamel}l) =

x|
(E]

=|%%| 7 (o
- [ Formatting Functions | | x| =-
[i- Color Constants J r

- Math
[ﬁ- Summary
- (g Financial

El[i- Strings
i Length [str)

o |

"Area 1" then crVellow sl== crRed :l

zhal Syntas j
[i. Operatars |-
=L Avrithmetic
- [ Corwversion
&+ [ Comparisons
- [ Strings
&+ [ Fanges
&+ [ Boolean o
[ Anrays
- [ Pattern
. Crwberd Shich rae. ;I
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The script above will provide yellow trim for Area 1 and red for all others. Ensure that
Crystal Syntax is selected. Save and Exit.

After setting up the trim hide the area names by selecting Suppress for the ‘Group #1
Name’ field. Select the field and right click. Click Format.

-E AxiomY¥ Report Designer = |I:I|5|

”?=|§"‘”ﬂ|’@ ? | g2 [0z =] |Jz = EE@H-O o|B r Uz = =
MainHepDrtl

- @ Database Fields I RN
=-[E5] Arealnputs_tex

-~ B Cardrumber
- E=L Areahlame - r

e | Muster Re
.= FIPID

-E=) LaskMame
- E= FirstMame
=1 Department Fage Header [Sectionk |
-E= EmplayeeType
[-24 Formula Fields Muster Report .
- [?] Pararmeter Figlds
- = Group Mame Fields _ Card Mumber htﬂm iratMarae
- B Running Tokal Fields
- ¥ Special Fields

F- " Unbound Fields || _ _
Detals [Section10 ]

EEFEFFFFFEFFEPPRFE " FRFFFPREFFFFEEFrE

B

Report Header [Sectiond | ﬂ

Group Header #1: Arealhputs_tteAreatame - A [Sectiond |

A roup #1 Hame % Cardnumhbear anthlapme E‘j_rst]ﬂm
P LRy .
Group Footer #1: Arealr Field : Group #1 Mame ]
[ W o |
. Report Footer [Section! cojart Expert. ..
Fage Footer [Section?
age Footer [Section Order N
| . i PageNumbilj
< | Copy
Delete
Help 3
Cancel Menu
Check Suppress then click OK.
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x
Commar |E|:ur|:|er| Font I Faragraph Fl:urmattingl Hyperlinkl
— Dbject format;
Harizontal Alignment: I D efalt = I >_§:1:_
¥ Keep Object Together 3_5;1:_
¥ Close Border on Page Break 3_5;1:_
™ Can Grow *x2
b Ewirniun rumber af lines: I_
[Erter O far, molimit] !
Tool Tip Texst >_$:1:_
Text Botation: IEI vI deqrees
¥ Suppresz If Duplicated x2
Sample:
B OO OO OO0 OO KX
| k. I Cancel
Create an Employee Type group. First drag and drop Employee Type into Section10 and
edit it and its header for best fit, then click on the Insert Group button (i5).
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[ o 1 ca I C g
FReport Header [Sectiond | ﬂ
i Muster Re
Page Header [Sectionk |
Muster Report :
| EmploveeType Card Mumber LastMame Firsttlame

Group Header #1: Arealnputs_the AreaMame - 4 [Section] |

Detailz [Sectionld ]

Firsttlame

CEepilotréeTapee ., CardnumberLastHame

Group Footer #1: Arealnputs_ttxAreaM ame - & [SectionZ |

FReport Foater [Sectiond |

I Fage Foater [Section? |

r

|

PageNumbiF
*
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From the pull-down select Arealnputs_ttx.Employee Type.

Comman |

“WWher the repart iz printed, the recordz
il be zorted and grouped by

in azcending order. "I

The section will be printed on any change
of Arealnputs_tts EmployeeT ype

— Group Options
[T Customize Group Mame Field
% Chooze From Existing Field
I m= Arealnputs_th Cardoumber j

€ Use a Fomula az Group Hame, | %2
-

[ Keep Group Together
[ Eepeat Group Header On E ach Page

k. I Cancel

Click OK to create the group.
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A total count of the cardholders in each area is added by clicking on the Z (Summary)
button. From the pull-downs select Count of Arealnputs_ttx.Employee Type and Group
#2: Arealnputs_ttx.Employee Type. This will provide a total count for each Employee

Type.

Insert Summary x|

Comman |

Inzert a field which zalculates the

I count j

of I m Arealnputs_the EmploveeT ppe j

“Wher the repart iz printed, the records
il be zarted and grouped by

R Arealnputz_th Employes T npies

[ Show as a percentage of

I ‘= Group #1:Court of EmployesT vpe j

[ Ingert zummary fields for all groups
[ Inzert grand total field

™| Sum acrass hierarchy

k. I Cancel

When you exit, save the report in the Reports folder of AxiomV™, then press Refresh in
Main Database Report Screen. You’ll see the report you just created.
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£ Axiom¥ Report Designer O] =]

[[=|&*» | B 2 @z || |28 10|

MainHepnrtl
=l B Database Fields B R

=B arealnputs_thx
.E,% Cafdnu;nber Repart Header [Sectiond ] ﬂ

=) Areah .
egeveanams - Muster Re

-2 AreaTime L
2= FIPID
=y LastMame
= FirstMame
= Departrent Page Header [Sectiont |
= EmploveeType
- %l Fnrmﬂi Fields ~ | Muster Report .
- [?] Parameter Fields
- 2. Group Mame Fields
- B Running Total Figlds
- ¥ Special Fields

- Unbound Fields | - |

%]
I

Card Murher Lasthlame Firstiame

Group Header #1: Arealnputs_ttx Areatame - & [Section] |

Group Header #2: Arealnputs_tte EmploveeType - & [Sectiond |
| . [Group #2 Name )
Detailz [Section]] ]
| . |GroupErploves Type . CardnumberLastame Firsthlame
Group Footer #2; Arealnputs_tk EmployeeT ype - A [Sectiond |

| . | mputs_ttxEmployee Type
Group Footer #1: Arealnputs_tts Areal ame - & [Section? |

Report Footer [Sectiond ]

a

I Page Footer [Section? |

r

. FageMumber

i o

You can enhance the report by adding a text object [ Total = ] in Section4 as well as
adjusting the position and size of any/all object to best display the report. Fonts can be
changed, and underlines added, or bolded and/or italics.

Printer Setup

All new reports are configured without a printer selected. Right click on the report and
select Designer / Printer Setup to set up a printer for your new report.
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- Und Page Setup... ]
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|_|_ i v Toaolbar
- Find ' .
C v Field Yiew e ction3 |
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[ Copy
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Uncheck the No Printer box and configure the printer settings that apply to this report on
your system.
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— Printer

Hame:  [WWTESTINGSERVERMDel Laser Printer 1107 | Properties |

¥ Default Properties
Statuz: Feady
Type: Dell Lazer Printer 1700
Where:  LSEDO

Comment:

—Paper rigntatiamn
Size: ILetter j ¥ Porbrait
SoLnCeE! I.-“-‘-.utl:u Select j " Land:scape

Metwaork. .. | Qk I Cancel

Sample Report

Here is a sample of the report we created.
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=
| * & & & =[x |j|11 1 of 1 b |Jﬁ| ocs)
Fresig |
Muster Report
Muster Report
Card Muraber LastMame FirstHame Department
Employees
135 Ilay Eshe CIC
234 Damon Victor SHED
1344 Sryman Johan CCE
Total= 3
Visitors
1234 Iularmel Trewor SARS
Total= 1
Team Members
1236 Bowrers Freddie Hew Ventures
Total= 1
Visniors
1876 Wan der hlerare Jan SAPS
Total= 1
Visitors
1256 De lile Patricia Telkom
Total= 1
L] 3 ,.-j'f:
RBH Access Technologies Inc. AxiomV™ User's Manual Version 5.2.81

371



Part 6




Appendix A

Appendix A

A new feature has been added to the AxiomV™ gystem making it possible to control the
movement of assets through AxiomV™ access points. Assets will have an embedded
credential readable at a distance. The position of the reader will be at a point where it
will generate a signal prior to the exit point but not at the exit point. The asset reader will
be connected in parallel with the access reader.

Asset Tracking'®

An access point will be defined as an asset tracking point in order to turn on this feature.
An asset will be defined in the database and will contain the information about the asset’s
owner. The owner will be a cardholder defined in the database.

When an asset is detected the access point will be locked for the “Asset Present Time”
and the buzzer will beep three beeps per second. This is known as Asset Mode. A log
message will be sent indicating the presence of the asset. If the timer times out another
message will be generated indicating that the asset was not able to exit the access point.
During the time period only the cardholder assigned to the asset (the owner) may exit the
access point.

Operation Scenarios

Asset Tracking Normal Operation

The asset is detected followed by “Cardholder action: Asset at door: message.

The exit access point is placed into Asset Mode with the reader beeping in triplets.
The asset’s owner is granted access “Access granted: Reader” with the owner’s ID.
The asset is also granted access “Access granted: with asset” with the asset’s ID.

When the access point is closed or the unlock times out the access point will be
‘Locked’ (even if it was previously unlocked or scheduled to be unlocked).

gk wbhE

Asset Timeout

The asset is detected followed by “Cardholder action: Asset at door: message.

The exit access point is placed into Asset Mode with the reader beeping in triplets.
The asset owner fails to swipe within the Asset Present Time.

An alarm message “Access denied: Asset Timeout” is sent.

ISR .

The access point is placed into High Security Mode “Cardholder action: high security
ON.

18 This selection is only available if the optional license for the Asset Tracking Software has been purchased and installed.
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6. Only a supervisor or cardholder with high security privilege may be granted access
after this time until the access point’s High Security Mode is turned off.

Functionality

Asset Detected at Non-Asset tracking Point

At Least One ‘Asset Door!®’ Defined on the NC100

If a reader that is not defined as an ‘Asset Door!” detects an asset it will display the
message “Cardholder action: Asset at Door”, but no further action will be taken.

No ‘Asset Doors'®’ Defined on NC100

If an asset is detected an access denied message will be logged, and no further action will
be taken.

Using PIN Code

If you are using card + PIN schedule, the asset will trigger the Asset Mode and the user
will have to enter a PIN code after swiping as usual. If PIN codes are allowed to be used
instead of credentials by having card + PIN schedule off, the user will be found based
upon the entered PIN.

Two Person Mode and Escort Required

Two Person Mode and Escort Required Mode are the only modes not allowed on an
Asset Access point. All other modes are permitted.

Access Denied During Asset Mode

If access is denied while in Asset Mode the “Access Denied” message will be displayed
and the beeper will continue. The timer will be reset to the Asset Timeout time after
every wrong attempt is made. Even if the credential matches the Asset’s owner, the
cardholder must be granted access in order to proceed.

1% An “Asset Door” is an Access Point of type Asset Door or of type Asset Reporting. These selections are only available if the optional license
for the Asset Tracking Software has been purchased and installed.
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Programming

Asset?

An Assets window is used for managing assets. Assets are saved as cardholders except
that the card type will be Asset. The asset will not have an access level. It will be
downloaded to panels, which have reader type “Asset Door” or “Asset Reporting”.

x

‘ ’i% = Edit apply. 3 Cancel | > Delete @ Find Wiew ‘Em Photo

Azzet |0 Azzet Description Department
|1 oo Ilaph:up | =l
— Card Holder

D Last Mame First Mame

IEEEIEM _l IT egter ITester

Phato Comparny

Azzet picture Card holder picture

Azzet Picture 1 Azzet Picture 2
ISpIash.ipg Shaw | I Shaw |
[<] <] tof1 [ [

The Asset window has quick search on ‘Asset ID’, ‘Asset Description’, ‘Cardholder ID’,
‘Last Name’, and ‘First Name’ of Asset Holder.

2 This selection is only available if the optional license for the Asset Tracking Software has been purchased and installed.
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To input the owner select Find and search the database for the appropriate card to be the
owner of the asset. The first name and last name (of the cardholder) associated with the
card will be entered by the system. Company and Notes may also be added to the asset.
By default the asset is assigned the same companies as its owner.

Access Point

Select the reader type as either ‘Asset Door’ or ‘Asset Reporting’ in the access point
properties screen. This reader will work as a normal reader except when it detects an
asset. When an asset is detected the access point will be placed into asset mode for the
predefined “Asset Tracking Time”.
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The Active Directory option can be added to make it quicker and easier to logon to the
AxiomV™ gystem. Domain users can be added to the operator’s list so that their
Windows™ authentication can be used to logon to the AxiomV™ gystem.

Active Directory

Ensure that the Active Directory software has been installed and the license has been
registered.

Setup

Only Windows™ users and the default ‘rbh’ user can logon to the AxiomV™ system.
Since the current Windows™ user has not yet been added to the operator list you will
have to login with the default ‘rbh’ user. If there are any other operators existing before
the Active Directory option is added, these users can only be deleted. The AxiomV™
system will not allow them to be used to logon.

AxiomV Enterprise Security System El

Active Directory failed to authenticate user Administrator
You may logon as master user at this time.

AU Le J: Enterprise Edition

o L

Login ID Irbh

Pazzword Ixmxm

Data Server I[L.:..:al] j

e

(i

After you have logged-in go to Database\Operators to add a new operator.
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Eﬁ AxiomV Enterprise Security System
IE“E Wiew System Status | Database Tools Reports Help

‘%} ad | £ S4A % F"Erator Profiles E

System Statuz

Selecting NEW will bring up a list of Windows™ users to be selected from.

Select Ttem

UzerlD | Usemame -
Tester_1 Tester_1

Tester_2 Tester_2

Tester_3 Tester_3

Tester_4 Tester_4

testing testing

................................

Cancel

................................

M one Ok

Login ID and Password are disabled in the AxiomV™ gystem since these are being taken
from Window’s™ users. The Log Off and Log In buttons have been removed because
they are not required.

The Active Directory option will also disable the keyboard time feature so the system
won’t logout itself, the user must logout.
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If Active Directory is not available for any reason, the AxiomV™ will only allow the
default ‘rbh’ user to logon.
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Many of the words or terms in this guide have more common definitions than used in industry. In this
guide, we’ve used them specifically in the context of security access control. For this reason, the
following glossary of terms defines these terms as used in this guide. Words that appear in Italics are also
defined in this glossary.

.wayv File .wav is a standard audio file format that AxiomV™ can attach to
particular events thereby providing unique audio annunciation of
events to operators.

Access Code Numeric data entered into a keypad to verify authorized entry into a
controlled area.

Access Control A method by which you control and/or monitor entry of persons,
vehicles or objects into and out of physical locations.

Access Point A point of entry or exit, for an area whose access is controlled and
monitored by AxiomV™, (E.g. a door or parking gate.)

Alphanumeric  All characters A through Z and 0 through 9 that may be used to
form an Access Code.

Antipassback An Access Control feature designed to prevent improper usage of a
(APB) valid card. AxiomV™ provides three types of Antipassback
control: Reader Antipassback, Timed Antipassback, and Area

Antipassback.

Antipassback Reader Antipasshack prevents users from sharing their card with
(Reader) another user and allowing them to gain access to controlled area
that they are not authorized to enter. Reader Antipassback works
by comparing the area the cardholder is reading into against the last
APB area read into by the cardholder. If they match, then a Reader
Antipassback violation has occurred.

Antipassback Area Antipassback is even more restrictive than Reader
(Area) Antipassback, and prevents users from moving through a building
without reading as they go. Exit Area Antipassback works by
comparing the area the cardholder is reading out of against the last
area read into by the cardholder. If they do not match, then an Exit
Area Antipassback violation has occurred.
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Timed Antipassback prevents a cardholder from reading at the same
reader more than once within a predefined period of time.

Antipassback tracked across multiple NC100s is called Global
Antipassback. Global Antipassback must be enabled when the
number of adjacent areas to be defined requires more than 8
readers.

An acronym for the American Standard Code for Information
Interchange. It is a code in which the numbers from 0 to 255
represent letters, numbers, punctuation marks, and other characters.
ASCII Code is standardized top facilitate transmitting text between
computers or between a computer and a peripheral device.

A predefined physical location with borders and Access Points
controlled and monitored by AxiomV™,

The speed at which data is sent through a communications cable.
The baud rate is measured in bits per second (bps).

The abbreviation for binary digit (0 or 1) in the binary number
system.

A device that scans or reads encoded information contained on an
Access Card.

The client application software in an AxiomV™ system. In a
stand-alone installation, both the client and server applications are
run on the Host PC.

The abbreviation for Controller Network in an AxiomV™ system.
The C-Net is a high-speed fault tolerant ring network that connects
up to 15 NC100 controllers. Each C-Net is connected to a single
communication port on the host PC via the Master Controller.

Any apparatus that monitors or controls an input or output point.
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Device Controllers to which all input and output devices are connected in
Controllers an AxiomV™ gystem. RC2’s and IOC16’s are both device
controllers.

Display The language in which Access Control screens and messages are
Language displayed for the user.

D-Net The abbreviation for Device Controller Network in an AxiomV™
system. A D-Net is a high-speed fault tolerant ring network that
may connect up to 4 RC2 controllers and 16 10C16 controllers
and/or up to 255 Keypads to a NC100.

Ethernet A widely used LAN developed by Xerox, Digital, and Intel.
Ethernet networks connect up to 1,024 nodes at 10 megabits per
second over twisted pair, coax, and optical fiber.

Flash Memory  Semiconductor memory that can operate as ROM, but on an
activating signal, can rewrite its contents as though it was RAM.
AxiomV™ NC100, RC2 and IOC16 controllers use flash memory.

Holiday  Any day on which the regular weekly AxiomV™ Schedule is not
appropriate. Statutory holidays and summer shut down periods are
two examples. In AxiomV™, Holidays may be assigned special
irregular Schedules that override the regular Schedule for that day.

Input  Any field apparatus that provides information to an AxiomV™
system with respect to conditions or status of a monitored
component. Examples include door contacts, thermometers etc.

Installer An employee of an RBH Authorized Dealer/Integrator, who
installs, configures or services AxiomV™ systems in the field.

IP Address The abbreviation for Internet Protocol address. A 32-bit (4-byte)
binary number that uniquely identifies a host computer connected to
the Internet to other Internet hosts, for the purposes of
communication through the transfer of packets. An IP address is
expressed in “dotted quad” format, consisting of the decimal values
of its four bytes, separated with periods, for example, 127.0.0.1.
The first one, two, or three bytes of the IP address, assigned by
InterNIC Registration Services, identify the network the host is
connected to; the remaining bits identify the host itself.
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Push-button numeric device used to enter a PIN code or an Access
Code.

The abbreviation for Light Emitting Diode.

The NC100 controller that occupies the first position in a C-Net
network and is connected to the Host PC via a serial or Ethernet
connection. Communications from any controller on the C-Net
must pass through the Master NC100.

An Access Control function that allows an operator to inquire on
demand as to the whereabouts of all cardholders in an AxiomV™
system.

The NC100 is an intelligent communication controller in an
AxiomV™ system. The NC100 manages communications between
the PC and Device Controllers, and stores all configuration
parameters locally. This allows all AxiomV™ systems to function
fully without the Host PC online.

Any individual authorized to log-on to the AxiomV™ system for
purposes of data-entry or monitoring.

Any field apparatus that receives commands from an AxiomV™
system and executes the action specified in the command.
(Examples include door locks, and lights.)

A parallel port sends data from device to another, in parallel lines
(i.e., all bits at one time).

Personal Identification Number.

The abbreviation for Random Access Memory. Semiconductor-
based memory that can be read and written by the CPU or other
hardware devices.

The abbreviation for Read Only Memory. Any semiconductor
circuit serving as a memory that contains instructions or data that
can be read but not modified, regardless of whether it was placed
there by a manufacturer or by a programming process.
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RTE Request to exit.

Serial Port An input/output location (channel) that sends and receives data to
and from a computer’s central processing unit or a communications
device one bit at a time.

Server The server application software in an AxiomV™ gystem.

Schedule A Schedule (e.g. Business Hours) is a pre-defined time slot/day
combination that may be assigned to Access Points, Inputs, Outputs
and Cardholder Modes and Privileges, thereby governing how the
AxiomV™ gystem operates from day to day.

Slave NC100 NC100 controllers that occupy positions 2 through 15 in a C-Net
network. Communications between Slave NC100’s and the Host
PC must pass through the Master NC100.

System  The person responsible for creating, maintaining, and controlling
Administrator the AxiomV™ Database.

TAPI Telephony Application Programming Interface.  TAPI is a
Microsoft® Windows’ set of functions that allows programming of
telephone line-based devices in a device-independent manner,
giving personal telephony to users.

TCP/IP  Transfer Control Protocol/Internet Protocol. TCP/IP is the protocol
that networks use to communicate with each other on the Internet.
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Notice 1.01

This Software is licensed (not sold). It is licensed to sublicenses, including end-users,
without either express or implied warranties of any kind on an “as is” basis. RBH Access
Technologies Inc. makes no express or implied warranties to sublicenses, including end-
users, with regard to this software, including merchantability, fitness for any purpose or
non-infringement of patents, copyrights, or any other proprietary rights of others. RBH
Access Technologies Inc. shall not have any liability or responsibility to sublicenses,
including end-users for damages of any kind, including special, indirect or consequential
damages arising out of or resulting from any program, services or materials made
available hereunder or the modification thereof.

Notice 1.02

RBH Access Technologies Inc. makes no claim or warranty with respect to the fitness of
any product or software for a specific application and assumes no responsibility for
installation. This warranty is in lieu of all other warranties expressed or implied. No
representative or agent of RBH Access Technologies Inc. may make any other claims to
the fitness of any product for any application.
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